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1.1 The issue

Military technologies play important roles in contemporary targeting practices. Technologies 
have shaped warfare in the past, and they may prove to be even more indispensable parts 
of military arsenals in the future. A wide variety of technologies are currently pursued by 
governments worldwide.1 According to Russian President Vladimir Putin:

Artificial intelligence is the future, not only for Russia, but for all humankind. It 
comes with colossal opportunities, but also threats that are difficult to predict. 
Whoever becomes the leader in this sphere will become the ruler of the world.

Similarly, China’s New Generation AI Development Plan stated that “AI is a strategic 
technology that will lead the future...” and in relation to military applications it was said 
that “Artificial intelligence... will lead to a profound military revolution...”2 According to the 
U.S. Department of Defense, the investments made by China and Russia:

[T]hreaten to erode our technological and operational advantages and destabilize 
the free and open international order. The United States, together with its allies 
and partners, must adopt AI to maintain its strategic position, prevail on future 
battlefields, and safeguard this order.3

It could be said that, over the past ten years, three mutually reinforcing factors have led 
to breakthroughs in the field of AI that, in turn, may have led to this worldwide interest 
into intelligent and autonomous technologies: cheap computing, novel algorithms, and 
large amounts of (training) data have enabled new AI-based services that were previously 
the domain of science-fiction and academic theory.4 In other words, the current wave of 
enthusiasm for these technologies is enabled by the availability of big data, which provided 
training material for dramatically improved machine learning approaches (a method of AI) 
and the algorithms, which in turn relied on the capabilities of more powerful computers.5 

1 In this regard, in particular the terms ‘Artificial Intelligence’ (AI) and ‘autonomy’ occur regularly, both in military and civilian 
spheres.
2 Translated by Elsa Kania in Elsa B. Kania (2017) Battlefield Singularity: Artificial Intelligence, Military Revolution, and China’s Future 
Military Power. Center for a New American Security, pp. 6, 8.
3 To accelerate the deliveray of AI-enabled capabilities, to scale the Department-wide impact of AI, and synchronize DoD AI activities 
to expand Joint Force advantages, the U.S. DoD established a Joint Artificial Intelligence Center (JAIC). United States Department 
of Defense (2019), Summary of the 2018 Department of Defense Artificial Intelligence Strategy. pp. 5, 9, https://media.defense.
gov/2019/Feb/12/2002088963/-1/-1/1/SUMMARY-OF-DOD-AI-STRATEGY.PDF.
4 Observation by Robert McMillan in Kevin Kelly (27 October 2014) ‘The three breakthroughs that have finally unleashed AI on 
the World’ news release Wired, https://www.wired.com/2014/10/future-of-artificial-intelligence/. See also: Kai-Fu Lee, AI Super-
powers: China, Silicon Valley, and the new world order (New York: Houghton Mifflin Harcourt Publishing Company, 2018), p. 14.
5 Executive Office of the President of the United States (2016), Artificial Intelligence, Automation, and the Economy. p. 6, https://
obamawhitehouse.archives.gov/sites/whitehouse.gov/files/documents/Artificial-Intelligence-Automation-Economy.PDF. This was 
also explained by a technical expert working on Big Data Analytics at the National Geospatial-Intelligence Agency (NGA). In May 
2017, I conducted a number of interviews at the NGA as they are involved in U.S. Department of Defense project MAVEN, but their 
work in the field of Big Data Analytics can be utilized for a wider variety of purposes and projects. Interview with technical expert 
on Big Data Analytics at the National Geospatial-Intelligence Agency (12 May 2017). See also: Lee 2018, p. 14.
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1This technological progress can be illustrated by various breakthroughs. The most popular 
examples demonstrating the increasing capabilities of AI are games such as chess, 
checkers, Go, and Jeopardy!. Checkers fell to machines in 1994 and three years later IBM’s 
Deep Blue beat world chess champion Garry Kasparov.6 The computer version of the game 
of Go (considered a much more complex game than chess) and IBM’s Watson taking on 
Jeopardy! (with a much more unbounded space of potential questions) followed suit and 
also won from their human counterparts.7 These and other tremendous gains in the field 
of AI, in particular in the field of learning, are being applied in a broad range of industries, 
such as healthcare (e.g. medical diagnosis), transportation (autonomous driving), finance 
(e.g. stock price prediction), and law enforcement (e.g. predictive policing). These 
technologies, often developed in the civilian domain, have taken up important roles in 
the military domain too. Already in the sixties, the Patriot was developed; a surface-to-
air missile system that can autonomously perform its own search, detect, evaluation, 
track, engage and kill assessment functions to defend particular areas against fast 
moving and highly maneuverable threats. More recently, the U.S. DoD—together with 
Google—developed a machine learning tool to automate the processing of drone footage 
in support of the Defeat-ISIS campaign,8 and the U.S. Army is developing an Advanced 
Targeting and Lethality Automated System (ATLAS) aimed at providing ground vehicles 
with the capability to acquire, identify, and engage targets.9 It is clear from investments in 
intelligent and autonomous technologies worldwide (most prominently by China and the 
United States) that AI is here to stay and will continue its integration across both civilian 
and military domains.10

Amid all this activity, a wide variety of pictures of the future of intelligent and autonomous 
technologies are coming into view. One particularly prominent perception—often featured 
in the media but also reflected in political debates—is that of a discrete machine, typically 
a singular entity embodying a humanlike shape and consciousness, that has the propensity 

6 “Programmed with all possible outcomes, Deep Blue worked her way through all future moves in a speed impossible for any 
human to beat.” Charlie Lewis, ‘Capturing Flying Insects: A Machine Learning Approach to Targeting.’ War on the Rocks, https://
warontherocks.com/2016/09/capturing-flying-insects-a-machine-learning-approach-to-targeting/.
Paul Scharre and Michael C. Horowitz (2018) Artificial Intelligence: What Every Policymaker Needs to Know. CNAS, p. 7. For more 
information on how IBM’s Deep Blue beat world chess champion see: IBM, Deep Blue. https://www.ibm.com/ibm/history/ibm100/
us/en/icons/deepblue/.
7 Scharre and Horowitz (2018) Artificial Intelligence: What Every Policymaker Needs to Know, p. 7.
8 The project, known as Project Maven or the Algorithmic Warfare Cross-Functional Team, was one of the first projects that 
made public their intent to use Artificial Intelligence for targeting purposes. I approached the Director of Project Maven at a 
NATO targeting conference and managed to gain access to the Pentagon and the NGA to interview his team working on Maven. 
How I gained access will be further discussed in chapter 2. United States Deputy Secretary of Defense (2017), Establishment 
of an Algorithmic Warfare Cross-Functional Team (Project Maven). https://www.govexec.com/media/gbc/docs/pdfs_edit/
establishment_of_the_awcft_project_maven.pdf.
9 This Advanced Targeting and Lethality Automated System will be further discussed in chapter 6 of this dissertation. United States 
Army (2019), Industry Day for the Advanced Targeting and Lethality Automated System (ATLAS) Program. https://bit.ly/2ID3ab1.
10 According to the Center for a New American Security over a dozen countries have published national strategies regarding 
Artificial Intelligence. Paul Scharre and Michael C. Horowitz (10 December 2018) ‘Congress Can Help the United States Lead in 
Artificial Intelligence’ news release Foreign Policy, https://foreignpolicy.com/2018/12/10/congress-can-help-the-united-states-
lead-in-artificial-intelligence/.
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to harm humans, up to complete extinction of the human race.11

This concern—regardless of whether it reflects reality or science fiction—is perhaps most 
prominent in arms debates where the issue of autonomous weapons came to be a major 
topic in 2013. Autonomous weapons were first discussed in the Human Rights Council in 
2013 under the name ‘Lethal Autonomous Robotics’ and later that year the topic (referred 
to as ‘Lethal Autonomous Weapons Systems’) was placed on the United Nations Convention 
on Certain Conventional Weapons’ (CCW) agenda for the year 2014. The first CCW mandate 
to discuss Lethal Autonomous Weapons Systems (LAWS) stated:

[T]he Chairperson will convene in 2014 a four-day informal Meeting of Experts, 
from 13 to 16 May 2014, to discuss the questions related to emerging technologies 
in the area of lethal autonomous weapons systems, in the context of the objectives 
and purposes of the Convention.12

Although the CCW discussions continue up to this date and no firm conclusions have 
yet been reached, it soon became clear to those involved that participants struggled to 
understand the technical complexities of these emerging technologies, major issues being 
anthropomorphization (assigning human-like qualities to machines), confusion between 
different technologies (e.g. remotely-piloted, unmanned, automated, autonomous, 
intelligent), and differing and often contradicting expectations of future technical capabilities. 
While uncertainties and confusion continue to govern diplomatic debates, some individuals 
and civil society organizations have raised the alarm, warning for the revolutionary nature of 
intelligent and autonomous technologies in the field of warfare, regularly predicting the loss 
of human control over machines up to and including the rise of Terminator-like machines 
bringing about the end of mankind.13

Nonetheless, current developments in the field of intelligent and autonomous technologies 
look “more like Amazon Web Services—cheap, reliable, industrial-grade digital smartness 

11 Campaign to Stop Killer Robots, Learn. http://www.stopkillerrobots.org/learn/; Damien Gayle (20 November 2012) ‘Rise 
of the Machines: Autonomous Killer Robots ‘could be developed in 20 years’’ news release Daily Mail, https://www.dailymail.
co.uk/sciencetech/article-2235680/Rise-Machines-Autonomous-killer-robots-developed-20-years.html; Dylan Love (5 May 2014) 
‘Stephen Hawking Is Worried About Artificial Intelligence Wiping Out Humanity’ news release Business Insider, https://www.
businessinsider.com/stephen-hawking-on-artificial-intelligence-2014-5?international=true&r=US&IR=T. To get an impression of 
the effect of the media and civil society actors on diplomatic debates see Merel A.C. Ekelhof (27 April 2016) ‘”Are you smarter than 
Professor Hawking?” Higher Forces and Gut-Feelings in the Debate on Lethal Autonomous Weapons Systems’ EJIL: Talk!, https://
www.ejiltalk.org/are-you-smarter-than-professor-hawking-higher-forces-and-gut-feelings-in-the-debate-on-lethal-autonomous-
weapons-systems/.
12 Chairperson (2014) Report of the 2014 informal Meeting of Experts on Lethal Autonomous Weapons Systems (LAWS) https://
documents-dds-ny.un.org/doc/UNDOC/GEN/G14/048/96/PDF/G1404896.pdf?OpenElement., para 1
13 Future of Life Institute, Autonomous Weapons: An Open Letter From AI & Robotics Researchers. http://futureoflife.org/AI/
open_letter_autonomous_weapons. Rory Cellan-Jones (2 December 2014) ‘Stephen Hawking warns artificial intelligence could 
end mankind’ news release BBC, https://www.bbc.com/news/technology-30290540. Pax for Peace (2014), Interfaith declaration. 
https://www.paxforpeace.nl/stay-informed/news/interfaith-declaration. Campaign to Stop Killer Robots, Learn.
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1running behind everything, and almost invisible except when it blinks off.”14 Besides the 
possibility of these applications to come in different forms and shapes, they are also not 
as new as some may think. Already, intelligent and autonomous technologies can be found 
throughout human society influencing our decisions. Although to a lesser degree, intelligent 
and autonomous technologies are also part of military decision-making processes. The 
rise of these technologies is perhaps most visible and criticized when they are integrated 
in or connected to weapon systems capable of applying lethal force. For instance, the 
previously mentioned ATLAS system was heavily criticized owing to the Army’s desire to “to 
develop autonomous target acquisition technology, that will be integrated with fire control 
technology”.15

While international debates about weaponized intelligent and autonomous technologies 
are relatively new, such weapons have been part of military arsenals for decades. Examples 
include the previously mentioned Patriot missile battery that was developed in the sixties 
and operational in the eighties, and similar systems such as the U.S. Phalanx close-in weapon 
system for defending ships, and the Israeli Iron Dome; all can autonomously perform their 
own search, detect, evaluation, track, engage, and kill assessment functions to defend 
ships or ground areas against fast-moving and highly maneuverable threats.16 These early 
AI systems, sometimes referred to as automated,17 are typically rule-based systems where 
the computer program simply follows a set of predefined instructions about how to behave 
in a particular situation.18 Although these types of technologies have proven (and continue 
to prove) to be highly valuable for militaries, recent advances in the field of intelligent and 
autonomous technologies may enable much more sophisticated systems with a broader 
range of possible applications.

These developments seem to be particularly prevalent in the intelligence branches of 
militaries where analysts deal with increasingly large amounts of data owing, in part, to 
the advent of unmanned vehicles carrying improved sensors, combined with the increases 
in other types of data—most significantly perhaps the data from open sources such as the 

14 Kelly (2014) ‘The three breakthroughs that have finally unleashed AI on the World’.
15 Even though the Advanced Targeting and Lethality Automated System (ATLAS) has all the buzz words that are needed to make the 
connection to ‘killer robots’, the military has long applied the word ‘lethality’ to anything that could make weapons more effective, 
not just the weapons themselves but also to training, methods, intel support systems and more. Also, the term ‘engagement’ 
does not, at least not in military terms, mean killing, destroying or lethally engaging someone. It could also mean ‘consider’, ‘talk 
to’, for example, key leadership. So, even though this may seem a weapon, the military may see it differently. Sydney J. Freedberg 
(6 March 2019) ‘Fear & Loating In AI: How The Army Triggered Fears of Killer Robots’ news release Breaking Defense, https://
breakingdefense.com/2019/03/fear-loathing-in-ai-how-the-army-triggered-fears-of-killer-robots/.
16 The Patriot and Phalanx systems are both U.S. made weapon systems, but similar (or the same) systems can be found in other 
States’ military arsenals. For instance, the Netherlands uses the Goalkeeper Close-In Weapon System and Israel has the Iron Dome. 
In 2018, Raytheon published a list of 16 Nations that use the Patriot system. Raytheon (2018), Sweden, US sign agreement for 
Patriot. https://www.raytheon.com/news/feature/sweden-us-sign-agreement-patriot.
17 What is considered AI is flexible and depends, in part, on the successes in the field. As argued by co-founder of Wired, Kevin Kelly, 
“[i]n the past, we would have said only a superintelligent AI could drive a car, or beat a human at Jeopardy! or chess. But once AI did 
each of those things, we considered that achievement obviously mechanical and hardly worth the label of true intelligence. Every 
success in AI redefines it.” Kelly (2014) ‘The three breakthroughs that have finally unleashed AI on the World’.
18 Scharre and Horowitz (2018) Artificial Intelligence: What Every Policymaker Needs to Know, p. 4.
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Internet.19 This information seems to have risen to such a scale that analysts began 
to be overwhelmed by the constant flow of vast amounts of data,20 which made it 
impossible for them to analyze it all and convert it into information and intelligence.21 
Simultaneously, battle spaces were changing rapidly and contested areas demanded 
(and continue to demand) accelerated decision-making—now, and likely even more 
so in the future. As a result, the U.S. Joint Chiefs of Staff explains that “instead of 
relying on massed forces […], we will achieve massed effects in other ways. Information 
superiority and advances in technology will enable us to achieve the desired effects”.22 
These advances in technology are typically applications of narrow AI (meaning that 
their expertise is confined to a single domain, and lacks the general-purpose reasoning 
that humans use to perform a variety of tasks);23 they are often pursued in the field 
of machine learning; and regularly take the shape of decision-support systems (i.e. 
technology paired with humans, also referred to as ‘human-machine teaming’ or 
‘centaur warfighting’).24

While these technologies are typically not part of weapon systems that deliver force 
and they may not be granted authority to independently decide whom or what to 
target, their contributions to military targeting may be substantial. This flows from the 
fact that targeting is a military decision-making process that consists of a wide variety of 
actions and decisions, not all of which involve the use of weapons. In fact, the majority 
of tasks that are part of the targeting process involve processing and analyzing vast 
amounts of data, mapping the enemy’s activities and identifying critical elements that, 
when attacked or otherwise engaged,25 may contribute to achieving the commander’s 

19 The transformation to this information age implied, and became manifested in, information becoming the driving factor in 
warfare. Frans P. B. Osinga, Science, Strategy and War: The Strategic Theory of John Boyd (New York: Routledge, 2007), p. 245.
20 In recent years, technological developments have enabled the collection of large amounts of data such as measurements, satellite, 
infrared imagery, electronic signal, ISR systems such as unmanned aerial vehicles and more. According to a NATO publication, the 
increased autonomy of sensors also requires an equivalent autonomy in analysis through systems able to flag relevant information, 
identify objects, patterns and trends in data. Nadia Marsan and Steven Hill, ‘Artificial Intelligence and Accountability: A Multinational 
Legal Perspective’ NATO, STO-MP-IST-160, pp. 4-5. Interview with Lt Gen John “Jack” Shanahan (17 May 2017).
21 Intelligence is not the same as information or data. When data are collected and processed into an intelligible form, the end 
result is information. Information can be of utility to the commander, but when related to other information about the operational 
environment and considered in the light of past experience, it gives rise to a new understanding of the in- formation, which may be 
termed intelligence. United States Joint Chiefs of Staff (2013), Joint Intelligence jp 2-0. pp. 1-1.
22 United States Joint Chiefs of Staff (2010), Joint Vision 2010: America’s Military Preparing for Tomorrow: Quality People, Trained, 
Equipped and Ready for Joint Operations. p. 17.
23 This should be distinguished from human level intelligence or ‘general AI’. Whether achieving general AI is even possible is highly 
debated. For the purposes of this dissertation, these hypothetical forms of intelligent and autonomous technologies will be further 
disregarded. Scharre and Horowitz (2018) Artificial Intelligence: What Every Policymaker Needs to Know, p. 4.
24 See, for example, Paul Scharre, ‘Centaur warfighting: the false choice of humans vs. automation’ (2016) 30 Temple International 
and Comparative Law Journal, pp. 151-165.
25 The legal definition of the term attack is different from the operational term engage. Article 49 of Additional Protocol I to the 
Geneva Conventions describes attacks as “acts of violence against the adversary, whether in offence or in defence” As such, the 
legal definition of attack is associated to both defensive and offensive action. In military operational thinking, however, the term 
engage is more common. Whereas attack tends to be associated with offensive action. the term engage is broader than attack in 
that engage does not merely refer to acts of violence. For example, troops can engage a tribal leader in order to collect information 
about the area of operations or the non-kinetic targeting of political leaders. Agnieszka Jachec-Neale, The Concept of Military 
Objectives in International Law and Targeting Practice (New York: Routledge, 2015), p. 10; Freedberg (2019) ‘Fear & Loating In AI: 
How The Army Triggered Fears of Killer Robots’.
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1mission objectives. As explained to me during a NATO conference, the importance of 
targeting lies in identifying “the right foreheads” before matching them with the right 
warheads.26

Hence, intelligent and autonomous technologies are not merely relevant when incorporated 
in weapon systems. Regardless, diplomatic efforts under the auspices of the CCW continue 
to focus on autonomous weapons. After six years of deliberations, States are experiencing 
increasing pressures to produce a tangible outcome at the global level, such as a political 
declaration (proposed by Germany and France),27 a legally binding instrument (supported 
by 28 States and the Campaign to Stop Killer Robots),28 or other forms of global governance 
(e.g. distributed technology governance suggested by Indian ambassador, and chair of the 
2017 and 2018 CCW meetings, Amandeep Gill).29 As there seems to be agreement that all 
weapon systems should be subject to some form of human involvement, participants have 
come up with various notions to capture that objective, such as ‘meaningful human control’, 
‘appropriate levels of human judgment’, and ‘sufficient human involvement’. The concept 
of ‘meaningful human control’ in particular immediately gained traction,30 although at a 
familiar legal-political cost: nobody knows what the concept actually means in practice.31

1.2 Purpose and objective

In this dissertation I argue that, to gain a better understanding of what such a human 
control standard means in the context of military operations, we need to move beyond 
abstract theories about ‘autonomous weapons’ and ‘meaningful human control’ and focus 
on military conduct and decision-making from the perspective of actual practice. Although 
global discourses on policy and governance are typically infused with ambiguity, abstract 
concepts are of little use if they ignore the operational context that confronts the military in 

26 These planning phases are sometimes also referred to as being the tasks and decisions “left of the boom” referring to targeting 
phases that occur prior to the kinetic action resuting from weapon deployment. Expert presentation during the NATO Targeting 
Conference (27 February 2019).
27 Campaign to Stop Killer Robots (2018), Country views on killer robots. https://www.stopkillerrobots.org/wp-content/
uploads/2018/11/KRC_CountryViews22Nov2018.pdf; Campaign to Stop Killer Robots, Learn.
28 Germany and France (2017), Working paper for consideration by the Group of Governmental Experts on Lethal Autonomous 
Weapons Systems. https://www.unog.ch/80256EE600585943/(httpPages)/F027DAA4966EB9C7C12580CD0039D7B5?OpenDocu
ment
29 Gill explains this as “the multilateral system’s search for durable international norms [that] needs to integrate national regulatory 
approaches and industry self-regulation.” Amandeep Singh Gill (13 November 2017) ‘The AI battlefield’ news release The Hindu, 
https://www.thehindu.com/opinion/op-ed/the-ai-battlefield/article20353916.ece.
30 In the 2018 UN CCW meetings on LAWS at least Pakistan, Republic of Korea, Turkey, South Africa on Behalf of the African 
Group, Austria, Netherlands, Estonia, Kazakhstan, Brazil, Egypt, New Zealand, China, Russia, Chile, Sweden, Ireland, Japan, Belgium, 
Luxembourg, the ICRC, the Campaign to Stop Killer Robots, the Future of Life Institute used the term meaningful human control and 
stressed its importance in current discussions. In previous years, the following countries also endorsed the concept of meaningful 
human control: Germany, Argentina, Australia, Canada, Croatia, Czech Republic, Denmark, Greece, Poland, South Africa, and 
Zimbabwe.
31 Rebecca Crootof, ‘A meaningful floor for ‘Meaningful Human Control’’ (2016) 30 Temple International and Comparative Law 
Journal pp. 53-62, p. 54.
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their application.32 Taking this into account, the objective of this dissertation is to examine 
the current state of human control in military practice, specifically the targeting process, 
to inform ongoing discussions about autonomous weapons, in particular in relation to 
meaningful human control and legal compliance.

This is a more expansive approach than taken in international political debates in the 
CCW where diplomats and civil society actors typically discuss the (in)ability of weapons 
to autonomously select and attack a target in accordance with the applicable law. States 
mainly seem concerned with the loss of control over the weapon, the application of force, 
or the final moments before a trigger is pulled. Nevertheless, this approach is too limited, 
because the use of weapons is only a relatively small part of the targeting process within 
which decisions about the use of force are made. The targeting process, as explained in 
NATO doctrine, has six steps: (1) formulate the commander’s objectives and determining 
the effects necessary to achieve them, (2) developing, selecting and prioritizing targets, 
(3) matching prioritized targets to the means available, (4) commander’s decision, force 
planning and assignment, (5) tactical level mission planning and force execution, and (6) 
assessing cumulative effectiveness of the engagement, taking remedial action if necessary.33 
Weapons are only used, if at all, during one of these steps: force execution.

Furthermore, although definitional disputes remain unsettled—leaving open the possibility 
to discuss all sorts of technologies ranging from drones to sentient machines—the political 
mandate is clear in referring to weapon technologies. However, non-weaponized intelligent 
and autonomous technologies already inform critical targeting decisions, and in so doing 
affect human control and legal compliance, to a greater degree than some may realize or 
appreciate. Recently, a former intelligence officer explained that, already, “[I]ntelligence 
agencies use advanced algorithms to interpret the meaning of intercepted communications, 
identify persons of interest, and anticipate major events within troves of data too large 

32 The U.S., as one of the most outspoken States on this issue, regularly criticizes the speculative nature of current deliberations 
by stressing the need for reality-based discussions. To encourage these reality-based discussions the United States and Sweden 
gave presentations on existing weapon systems with autonomous features. The United States presented a practical case study 
of the C-RAM during the afternoon session of the CCW GGE meeting on Tuesday 10 April. And Sweden presented their BONUS 
system. While these presentations are not made publicly available on the UN website, the U.S. presentation is available: United 
States (2018), CCW GGE: U.S. Slide Presentation – Counter Rocket, Artillery and Mortar System (C-RAM). https://bit.ly/2Gs0hbk. 
Furthermore, instead of focusing on future weapons only, the International Committee of the Red Cross, as well as an increasing 
number of States, propose focusing discussions on existing weapon systems to specify the human role and identify lessons 
learned that could serve as a basis for addressing concerns with future weapons. ICRC (2016) Expert Meeting: Autonomous 
Weapon Systems: Implications of increasing autonomy in the critical functions of weapons. Government of the Netherlands 
(2016), Government response to AIV/CAVV advisory report no. 97, Autonomous weapon systems: the need for meaningful 
human control. http://aiv-advies.nl/8gr#government-responses. Switzerland (30 March 2016 2016) Towards a “compliance-
based” approach to LAWS. Presented at the Informal meeting of experts on lethal autonomous weapons systems (LAWS) Geneva 
https://www.unog.ch/80256EDD006B8954/(httpAssets)/D2D66A9C427958D6C1257F8700415473/$file/2016_LAWS+MX_
CountryPaper+Switzerland.pdf. Austria (2015), Working Paper submitted by Austria: The concept of “meaningful human control”. 
https://bit.ly/2Xj7Vug. United States (2018), Statement presented at the CCW Group of Governmental Experts on LAWS, delivered 
on Friday 13 April, second intervention, in Geneva.
33 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting. pp. 1-1, 2-4. The targeting process will be introduced in chapter 4 
and analyzed in detail in chapter 5 and, most specifically, chapter 6 of this dissertation.
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1for humans to analyze.”34 While these benefits may be clear, it is not without risk. Such 
increasingly intelligent and autonomous technologies (even, or especially, when used for 
decision-support tasks) could lead States to unwittingly make targeting decisions almost 
entirely based on machine calculations and recommendations—even without granting 
decision-making authority to the machines themselves.35 Therefore, I argue that the 
risks, as well as the benefits, of using AI for targeting does not—at least primarily—lie in 
them being able to apply force, but rather in their integration across the entire targeting 
process and, mostly, in the moments before force is applied. The key questions addressed 
in this dissertation are thus not primarily concerned with autonomous force application by 
weapons. Rather, I argue that we should ask ourselves: even if the final decision to use force 
against a target rests with human decision makers, what factors do we need to consider to 
ensure that human involvement in contemporary targeting practices is ‘meaningful’?36

In sum, the primary aim of this thesis is to change the current (legal-political) discourse 
on weapons autonomy by diverting attention from (1) autonomous weapons to a broader 
range of intelligent and autonomous technologies that are (expected to be) relevant for 
targeting, (2) human control over the final or ultimate decision to use force to human 
control in the targeting process as a whole, and (3) from the discrete rules of targeting law 
themselves to the implementation and translation of these rules in operational practice. 
This scope and the related research questions will be discussed in the next section.

1.3 Scope and research questions

This dissertation adopts a military-operational (i.e. practice-oriented) perspective 
emphasizing the complex interplay of humans and technology (including but not limited 
to autonomous weapons), and examining the effect on legal compliance (with targeting 
law) in military decision-making (the targeting process). This has led to the following main 
research question:

What is the relation between intelligent and autonomous technologies and the human role 
in ensuring that contemporary targeting decisions are in compliance with the applicable 
law?

In order to answer this research question, this dissertation (1) analyzes and recasts the 
autonomous weapons debate, (2) explains human control as part of a targeting process 

34 Cortney Weinbaum (18 July 2016) ‘The Ethics of Artificial Intelligence in Intelligence Agencies’ news release National Interest, 
https://nationalinterest.org/blog/the-buzz/the-ethics-artificial-intelligence-intelligence-agencies-17021.
35 Ashley Deeks, et al., ‘Machine Learning, Artificial Intelligence, and the Use of Force by States’ (2019, Forthcoming) 10 Journal of 
National Security Law & Policy, p. 24.
36 Ibid.
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rather than an isolated action, (3) compares targeting law as a set of rules to targeting law as 
organizational law implemented in the context of the targeting process, and (4) explains the 
value of using an organizational perspective towards human control and legal compliance. 
This scope and the related sub-questions will be explained in the next paragraphs.

1.3.1 Analyzing and recasting the autonomous weapons debate

Considering the ongoing efforts under the auspices of the UN CCW to agree on a (working) 
definition of ‘autonomous weapons’, the logical first step in this research would be to go 
along in this process and propose a definition of autonomous weapons that would apply to 
this dissertation. I decided differently for two reasons (see also chapter 2 of this dissertation 
‘The research process: entering practice and procedure’).

First, while observing the autonomous weapons debates I noticed that these discussions 
are permeated by linguistic indeterminacy. While most participants are using a seemingly 
common vernacular, these terms are not commonly understood. Keeping a definition 
vague in an international political body that is to take decisions by consensus may turn 
out to be a brilliant, although relatively common, strategy. However, the same may not 
apply to this dissertation. As this research both draws from as well as informs this CCW 
debate, it is important to take into account these interpretational issues. Any proposed 
definition or argument made in these debates, no matter how adequate or well defined, 
will be interpreted differently among its participants. Hence, the question arises whether a 
precisely defined and broadly understood definition is needed, desired and viable. Against 
this backdrop, I take a more external perspective of which the purpose is to illustrate how 
a common vocabulary may complicate the discourse on autonomous weapons when the 
terms involved are not commonly understood or lack consistent interpretations.37

This leads to the first constituent question:

Ø How are ‘autonomous weapons’ and ‘meaningful human control’ being discussed 
 within the framework of the (bi)annual meetings of the CCW on LAWS?

To answer this question, I adopt an empirical approach that allows the study of these 
debates in context. Besides studying the texts (e.g. statements, working papers, policy 
documents, and reports) provided by States, academia, think tanks, NGOs and other 
participants to the CCW debates, I also observe and participate in ongoing deliberations. 
This participant observation method is indispensible to answer this first question and will 
be further discussed in chapter 2 of this dissertation.

37 Similar approaches to analyzing controversies around particular technologies negotiated in the global context can be found in the 
broader tradition of Science and Technology Studies (STS).
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1Second, another, but not less important, reason to refrain from defining autonomous weapons 
in this dissertation is the aim to demonstrate the need to look beyond these weapons. As 
briefly explained earlier in this chapter, intelligent and autonomous technologies other than 
autonomous weapons may have a significant effect on targeting decisions and, in so doing, 
on the application of the relevant targeting rules. Therefore, this inquiry is not limited to 
autonomous weapons only; it takes an expansive view encompassing other intelligent and 
autonomous technologies that may have an effect on legal compliance in targeting practices.38 
Similar to Ashley Deeks’ work Predicting Enemies, this dissertation focuses on a broader range 
of technologies, including the type of algorithms that produce recommendations about 
target selection and about where to deploy resources, on the basis of which humans then 
make decisions.39 This is in line with the lens adopted in this research that entails a change 
in perspective towards the object of study; it moves away from a technology-centric idea 
of ‘autonomous weapons’ as an isolated object of analysis and examines the relationship 
between humans and technologies in the context within which they may collaborate.

1.3.2 Targeting as a process rather than an isolated action

The context that this research refers to is the military decision-making process known as 
the targeting process. Targeting lies at the heart of contemporary military operations. It is 
a ubiquitous process that, over history, has become part of the training and execution of, 
at least, western military operations. Today, targeting—after a long evolutionary process 
and enabled by technological developments40—has developed into a practice that aims to 
achieve specified effects on and beyond the battlefield by means of not only classic kinetic 
lethal actions (e.g. employing bombs, guns, torpedoes), but also non-military, non-kinetic, 
and nonlethal activities (e.g. financial effects, electronic warfare, psychological warfare, and 
information operations).41 It is a process that guides targeting practices at all levels of decision-
making (strategic, operational, and tactical), across all domains (air, land, sea, cyber), during 
operations that are conducted by a single service, several services within the same nation, or 
multiple nations.42

This research has taken the targeting process (as opposed to a singular targeting act) 
as its main framework of analysis (see also chapter 2). It uses this process as a lens to 

38 Similarly, Lewis, Modirzadeh and Blum introduce the term ‘war algorithms’, allowing for an expansive view to be taken in order 
to shed light on and recast autonomous weapons debates. Dustin Lewis, et al. (2016) War-Algorithm Accountability. Harvard Law 
School Program on International Law and Armed Conflict, p. i.
39 Ashley Deeks, ‘Predicting Enemies’ (2018) 104 Virginia Law Review Association, pp. 1529-1593, p. 1535.
40 Arguably, targeting – in the contemporary meaning of the concept – did not evolve until the introduction of airpower in World 
War I. Frans Osinga, P.B. and Mark P. Roorda, ‘From Douhet to Drones, Air Warfare, and the Evolution of Targeting’, in Paul A.L. 
Ducheine, Michael N. Schmitt and Frans P.B. Osinga (eds.), Targeting: the Challenges of Modern Warfare (The Hague: T.M.C. Asser, 
2016), p. 29.
41 Paul A.L. Ducheine, et al., ‘Introduction’, in Paul A.L. Ducheine, Michael N. Schmitt and Frans P.B. Osinga (eds.), Targeting: The 
Challenges of Modern Warfare (The Hague: T.M.C. Asser Press, 2016), pp. 1-5, p. 1.
42 Jeffrey Biller, et al., ‘Joint and Combined Targeting: System and Process’, in Jens Ohin Larry May, Claire Finkelstein (ed.), Weighing 
Lives in War (Oxford: Oxford University Press, 2017 Forthcoming), p. 1.
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comprehensively examine the relation between intelligent and autonomous technologies 
and the human role in ensuring legal compliance as it is, or may be, established in military 
organizations.

This leads to the second constituent question:

Ø How is human control currently exercised in the context of the targeting process?

As the focus of this research is on the interdependencies between the people who work in the 
organization, who use technologies, work towards goals, and follow processes, this study of 
the targeting process is inspired by a socio-technical systems perspective.43 This perspective 
recognizes the inherent interaction between people and technologies, and studies the 
conditions for successful (or unsuccessful) performance of those interactions within the 
system.44 Whereas autonomous weapons debates often presume an ‘either-or-relationship’ 
between human decisions and algorithmic decisions, a socio-technical perspective allows a 
position to examine and, in this case, criticize that assumption. This dissertation demonstrates 
that more algorithmic decision-making does not inevitably result in less human involvement 
(and vice versa). Instead, “[w]hen automation ‘takes over,’ human operators—instead of having 
fewer things to do—have new things to do”.45 Hence, this dissertation frames the effects of 
intelligent and autonomous technologies around reconfiguration rather than replacement.46

Concretely, this means that I had to adopt a research method that allows me to study the 
interaction between humans and technologies in the targeting context. While States tend 
to not volunteer detailed information about their operational procedures, the Netherlands 

43 While this is one of the first studies that uses the targeting process as a framework for analysis, other scholars have pointed out 
the relevance of looking at new technologies—specifically autonomous weapons—from a socio-technical perspective. These works 
fit within the broader tradition of science and technology studies (STS). For example, Suchman and Weber write “Contemporary 
social theory has effectively challenged the premise that autonomy can be adequately understood as being an intrinsic capacity 
of an entity, whether human or machine, shifting the focus instead to the capacities for action that arise out of particular socio-
technical systems. […] to understand the agencies or capacities of either people or technologies requires an analysis of the dynamics 
of the socio-technical relations through which they are conjoined.” Lucy Suchman and Jutta Weber, ‘Human-machine autonomies’, 
in Nehal Bhuta, et al. (eds.), Autonomous Weapons Systems: Law, Ethics, Policy (Cambridge: Cambridge University Press, 2016), 
pp. 75-102, p. 78. See also: Lucy Suchman, Human-Machine Reconfigurations: Plans and Situated Actions (Cambridge: Cambridge 
University Press, 2007). And, in relation to unmanned military technologies, Noorman and Johnson explain that “[h]uman actors 
are embedded in sociotechnical systems in which tasks are distributed among many human and technological components, which 
mutually affect each other in contingent ways. […] Individuals tend to be part of a longer chain of human actors and technologies, 
in which decision of others elsewhere along the chain limit the choices that they have between possible actions.” Merel Noorman, 
‘Responsibility Practices and Unmanned Military Technologies’ (2014) 20 Science and Engineering Ethics, pp. 809-826, p. 55. 
Sociotechnical perspectives towards military command and control structures are studied by Guy H. Walker, et al., Command and 
Control: The Sociotechnical Perspective (New York: Routledge, 2016).
44 Sociotechnical theory “refers to an explicity set of concepts deployed in order to design organisations that exhibit open systems 
properties, and by virtue of this, cope better with environmental complexity, dynamism, new technology and competition.” 
However, this research does not apply sociotechnical theory as such, nor does it place itself within any specific school of thought. 
Rather, it uses the term sociotechnical system as a descriptive label, as a synonym for any mixture of people and technology that is 
assessed within the system that they interact. This fits in the broader tradition of science and technology studies (STS) that studies 
the relationship between scientific knowledge, technologies, and society. Walker, et al. 2016., Introduction.
45 Nadine Sarter, et al., ‘Myths of automation and their implications for military procurement’ (2018) 74 Bulletin of Atomic 
Scientists., Abstract.
46 See also Suchman 2007.
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1Ministry of Defense provided a security clearance allowing me access to sites and sources up 
to and including level NATO SECRET. This exceptional access offered tremendous opportunities 
as well as limitations, and it raised questions as to my own role in these contexts, which will 
be further discussed in chapter 2 of this dissertation. With this access to classified military 
targeting practices I spent approximately four years conducting qualitative interviews, 
developing case studies, observing military exercises and war-games, and participating in 
courses and conferences. Against this backdrop, I would like to point out Madeline Elish’s 
work on drone operations and, what she describes as, the distributed work of war. My intent 
in referring to Elish’s work is to demonstrate the distinctive value of conducting field research 
to examine the complex system within which targeting decisions are made. The ambition here 
is similar in that Elish aims to inform as well as underscore the distributed and labor-intensive 
nature of, in her case, drone operations to investigate how these technologies affect decision-
making in the conduct of war.47

1.3.3 Targeting law as a set of rules or organizational law through
 the lens of military practice

The reason to focus on intelligent and autonomous technologies and the human role in the 
context of the targeting process is to increase our understanding of how this may relate to 
the implementation of the law. Of course, one should not assume that the rise of intelligent 
and autonomous technologies necessarily gives rise to new legal considerations. Many issues 
relating to these technologies may be resolved by the application of existing law, much alike 
has been done in the past when new technologies entered the battlefield. Nonetheless, 
it is regularly argued by critics that autonomous weapons violate the core targeting rules 
of distinction, proportionality, and precautions. This dissertation does not ask whether 
existing international law, particularly targeting law, is sufficient to address issues related 
to increasingly intelligent and autonomous technologies (including autonomous weapons). 
Rather, it sheds light on the process within which control may be exercised and the law 
operationalized or translated into actions. The focus on the military context within which 
targeting decisions are made and intelligent and autonomous technologies are (expected 
to be) used aims to recast discussions from the focus on targeting law as a set of rules to 
the process within which these rules are implemented or operationalized (i.e. translated into 
actions).48

47 Madeleine C. Elish, ‘Remote Split: A History of US Drone Operations and the Distributed Labor of War’ (2017) 42 Science, 
Technology, & Human Values, pp. 1100-1131, p. 1104.
48 The term ‘implementation’, in this context, does not necessarily refer to the application or legal interpretation of the set 
of applicable rules, but may be better explained as the ‘operationalization’ or ‘translation’ of the rules into military actions in 
respect of the organizational structures within which these activities occur. The terms ‘operationalization’ and ‘implementation’ 
in particular have been chosen to refer to this practice, because they seem to reflect upon the existence of a process, rather 
than a singular action to apply the law. This will be further explained in chapter 6 of this dissertation. Oxford Dictionaries, 
Definition of implementation. https://en.oxforddictionaries.com/definition/implementation; Oxford Dictionaries, Definition of 
operationalization. https://en.oxforddictionaries.com/definition/operationalization; Oxford Dictionaries, Definition of application. 
https://en.oxforddictionaries.com/definition/application.
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This leads to the third constituent question:

Ø How is targeting law translated into military actions in the practical context
 of the targeting process?

Thus, this research is not on the rules themselves or their interpretation, but rather on the 
difficulty of implementing these rules in military conduct of decision-making. The methodology 
for this study is thus not consistent with typical legal analysis determining the law on a particular 
subject or resolving areas of uncertainty and conflicting interpretations. Nevertheless, the 
conventions and particular rules that are applicable to the issues discussed in this dissertation 
are outlined in chapter 2 and studied in more depth in chapter 4 of this dissertation. Considering 
that my argument is that this traditional (doctrinal) approach to the law is insufficient, the lens 
through which I analyze these rules is rooted in practice. As such, participant observation of 
military conduct and decision-making within NATO, combined with case studies and qualitative 
interviews with a broad range of practitioners, is adopted as the primary method to answer the 
third constituent question. The specifics related to gaining access to, and studying of, targeting 
practices and procedures are further discussed in chapter 2 of this dissertation.

Other scholars have made contributions to similar practice-oriented developments in 
international law, most significantly, David Kennedy. In Of Law and War, Kennedy calls attention 
to the organizational structures within which decisions about war and peace are influenced.49 
While Kennedy’s approach to the role (and limits) of the law that regulates war and peace 
is instructive for my approach, my arguments are not parallel to this. The context of work is 
significantly different in that Kennedy’s primary focus is on the role of law in diplomatic and 
military politics, whereas the focus of my research is on the operationalization of the law at 
the military-operational and tactical levels. Although I largely agree with Kennedy’s observation 
that “[t]here is law at every turn” and that a culture of rules may have eroded the experience 
of personal decision-making and responsibility,50 his argument that this is in part caused by the 
common vernacular that is increasingly provided by law does not hold at all levels and contexts 
of military decision-making. My aim, however, is not to provide a counter argument. Rather, I 

49 For example, Kennedy explains that although sovereigns are born alone and die alone, they do not decide alone; In the United 
States, “[t]here are the intelligence agencies, the president’s own staff, the political consultants and focus groups” All these, and 
more, players influence the role (and limits) of the law. David Kennedy, Of War and Law (Princeton: Princeton University Press, 
2006), p. 16.
50 Although I would add that, besides a culture of rules, the eroding experience of personal decision-making and responsibility is 
also caused—perhaps even more so—by the use of technologies that results in an increasingly distributed system of decision-
making. In A World of Struggle, Kennedy argues “[i]f we imagine politics as decision and responsible rulership, nowadays no one 
seems to be in charge, to take responsibility, to decide. If you go around Brussels, for example, asking who decided something, 
wherever you go, people will all say it was somewhere else—in the Council, or the Member States, or the working groups, or 
industry, or the Commission or the Court. When you find a ‘decider’, they will explain how their decision was compelled—by 
reason, by prior agreement, by the facts, by the interests pressing upon them.” This distribution or lack of (at least the experience) 
of responsibility is also described in this research. However, the typical response when going around the targeting floor (instead of 
Brussels) is different, in that most fingers will point to the commander as bearing the responsibility for taking the decision. David 
Kennedy, A World of Struggle: How Power, Law, and Expertise Shape Global Political Economy (Princeton: Princeton University 
Press, 2016). Kennedy 2006, p. 25.
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1call specific attention to the role of law in a particular context: operational and tactical-level 
targeting. Even though the conglomeration of actors in this context is certainly not immune 
from the effects of diplomatic and military politics, the way in which law is implemented 
into targeting practices at these levels cannot be appropriately demonstrated through legal 
language, in the way as Kennedy describes it at the strategic level. If anything, the dominant 
language in this context seems to be one of military pragmatism, not the law.51

In her book Legitimate Targets, Janina Dill too goes beyond the role of law in diplomatic and 
military politics. She examines the effectiveness of the law by means of a closer examination of 
the military’s institutional set-up and organizational culture combined with an in-depth study 
of contemporary operations (in this case, a study of U.S. air warfare from 1965 to 2003). Like 
Dill, I assess how international law is implemented in targeting practices from the perspective 
of the military organization. Although not her primary point, Dill also assesses the approach 
of operational and tactical level personnel—such as planners, operators, commanders, and 
lawyers—to targeting decisions.52 This doctoral research yet takes the institutionalization of 
the law a step further. It moves beyond arguments made in terms of legality or with explicit 
reference to targeting law,53 but focuses on the actors’ tasks and decisions influencing legal 
compliance by virtue of their role in the organizational structure and process. Furthermore, it 
acknowledges the various methods and means through which the law may be operationalized. 
These rules should not be treated as one-time obligations that are complied with (or 
violated) solely on the battlefield during the execution of an operation or, more specifically, 
the final decision to pull the trigger. Instead, legal compliance may be established through an 
arrangement of personnel, C3 (command, control, and communications), facilities, procedures, 
doctrine and methodologies, and even technologies and other equipment. All these factors 
may contribute to (or hamper) the implementation of the law within the military organization, 
and are, therefore, comprehensively assessed in this dissertation.

Hence, as both a contribution to and intervention within the existing literature overviewed 
above, this research perceives targeting law as an obligation for States to organize their 
military—through a combination of people, technologies, processes and procedures—in a way 
that enables legal compliance.

51 It should be noted, however, that one does not preclude the other and a clear distinction may be difficult—or impossible—
to make. Kennedy explains that the modern law of force offers different vernaculars; “an ethically self-confident voice of sharp 
distinctions [and] a pragmatic voice of instrumental assessment”. For example, for responding to disturbing images from war such 
as the Abu Ghraib photos, one response could express moral outrage, and another primarily points to the lack of military purpose 
(i.e. the photo’s undermined the war effort), or one response could capture both (e.g. “it is demeaning, unworthy, disgusting—and 
in any event, not useful”). Kennedy 2006, pp. 116-117.
52 Dill goes beyond the role of lawyers (JAGs) and political and strategic-level decision makers, explaining that “[l]aw may come to 
bear on decision-making processes and actors’ motivations because those actors who select targets in war perceive themselves 
as under a legal obligation. I align myself with this argument, although I establish in chapter 5 that these actors (e.g. commanders, 
operators, and planners) can also contribute to (or hamper) legal compliance without a conscious commitment to consider the law. 
Janina Dill, Legitimate Targets? Social Construction, International Law and US Bombing (Cambridge: Cambridge University Press, 
2015), p. 152.
53 Ibid., p. 154.
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1.3.4 The organizational perspective informing ‘meaningful human control’

The outcome of looking at targeting practices at the organizational level—i.e. assessing 
the role of people, technologies, procedures, command and control etc. holistically—is to 
recognize the distributed nature of control and the implementation of the law in military 
conduct and decision-making, specifically in the context of the targeting process. Yet 
ongoing efforts to define ‘meaningful human control’ typically focus on specifying the ability 
of specific individuals (typically commanders and/or operators) to exercise control over 
(autonomous) weapons, or the ‘ultimate’ or ‘final’ decisions authorizing the use of force.54 
This research demonstrates that, in practice, the human role in ensuring legal compliance 
cannot be adequately captured by such a singular action,55 regardless of whether this is an 
action taken by a human or machine.56 Therefore, I propose the adoption of an organizational 
perspective to inform debates about concepts such as ‘meaningful human control’.

In my view, it is only possible to understand the relation between intelligent and autonomous 
technologies and the human role in ensuring legal compliance (the main research question), 
when we understand how they interact within the broader organization. It is by paying 
attention to the distributed nature of military conduct and decision-making that we may 
begin to understand how human, technological and organizational components affect the 
implementation of the law in contemporary targeting practice. Hence, the organizational 
perspective encourages perceiving targeting law as an obligation for States to organize their 
military in a way that enables legal compliance, recognizing the various ways in which the 
law may be implemented in practice.

54 For example, the Center for a New American Security (CNAS) refers to the concept in terms of human control over the use of the 
weapon. Additionally, CNAS refers to the human operator as the person in the executive role. The ICRC refers to human control 
that must be exercised over the critical functions of the weapon. During the April 2018 CCW meeting, Switzerland commented 
“[a]s autonomy in weapons systems increases, there is a need to think carefully about the relationship or the interface between a 
human operator and a machine.” The United Kingdom stated “systems should always have a human operator involved in making 
critical decisions, including the use of lethal force.” Brazil referred to concepts (such as MHC) as describing “the type and quality 
of interaction between operator and machine”. Other references made to the role of the operator in controlling the autonomous 
weapon were made by: the Netherlands and New Zealand. Statements made by the High Contracting Parties are observed by the 
author, some are available on the unog website under item 6b: https://www.unog.ch/__80256ee600585943.nsf/(httpPages)/7c3
35e71dfcb29d1c1258243003e8724?OpenDocument&ExpandSection=7#_Section7; Michael C. Horowitz and Paul Scharre (2015) 
Meaningful Human Control in Weapon Systems: A Primer. Center for a New American Security, p. 3, https://s3.amazonaws.com/
files.cnas.org/documents/Ethical_Autonomy_Working_Paper_031315.pdf. ICRC (2016) Expert Meeting: Autonomous Weapon 
Systems: Implications of increasing autonomy in the critical functions of weapons, p. 71.
55 Nor can it be defined by the combination of actions formulated by the ICRC as human control over the weapon’s critical functions 
of target selection and attack. In turn, further specified as the capability to search for or detect, identify, track, select, use force 
against, neutralize, damage or destroy). ICRC (2016) Expert Meeting: Autonomous Weapon Systems: Implications of increasing 
autonomy in the critical functions of weapons, p. 8.
56 While others have recognized the need to assess meaningful human control as part of a broader (sociotechnical or military) 
system, no in-depth studies exist of the relation between humans and technologies in ensuring legal compliance in the context of 
contemporary targeting practices. See, for example, Mark P. Roorda, ‘NATO’s Targeting Process: Ensuring Human Control Over and 
Lawful Use of ‘Autonomous’ Weapons’, in A. Williams and P. Scharre (eds.), Autonomous Systems: Issues for Defence Policymakers 
(Norfolk: NATO Allied Command Transformation, 2015), pp. 152-168; F. Santoni di Sio and J. van den Hoven, ‘Meaningful Human 
Control over Autonomous Systems: A Philosophical Account’ (2018) 5 Frontiers in Robotics and AI; Heather Roff, ‘The Strategic 
Robot Problem: Lethal Autonomous Weapons in War’ (2014) 13 Journal of Military Ethics, pp. 211-227; iPRAW (2017) Focus on 
Technology and Application of Autonomous Weapons. https://www.ipraw.org/wp-content/uploads/2017/08/2017-08-17_iPRAW_
Focus-On-Report-1.pdf.
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1At the same time, this organizational perspective may be a particularly insightful analytical 
and explanatory framework for normative discussions about ‘meaningful human control’. 
It may provide a solid basis, grounded in operational practice, demonstrating the need to 
assess the concept of ‘meaningful human control’ (or a similar standard) as being part of an 
organization within which it may be influenced by a wide variety of (f)actors—human and 
technological—both positively and negatively.

This leads to the fourth and final constituent question:

Ø How may the organizational perspective inform legal-political discussions about  
 ‘meaningful human control’ held under the auspices of the CCW?

To answer this final question, I primarily adopt one research method—participant 
observation—while merging two fields of study—the UN CCW deliberations on LAWS and 
contemporary targeting practices. My intensive involvement in and study of these two 
contexts enables me to draw conclusions as to how they may inform one another.57 As a 
result, in response to the popularity of the concept of meaningful human control in the 
context of the CCW, this dissertation underscores the need to study the military decision-
making process and the organization it is a part of, before formulating new political or 
legally binding standards prescribing particular forms of human control. The stakes in 
this debate are high as the adoption of new regulation based on a misunderstanding of 
current targeting practices is potentially destabilizing and even risks weakening existing 
humanitarian protections.58

1.4 Outline of the thesis

The next chapter of this dissertation describes the process that guided this research. The 
research draws from a variety of sources, but is, in large part, based on fieldwork conducted 
within the United Nations and NATO communities (including some specific U.S. and Dutch 
contexts) involved in the planning, execution, and assessment of contemporary targeting 
operations. Chapter 2 tells the story of how I entered and studied these practices. I will 
provide insights into, at least, how I gained access to the Pentagon and became a ‘certified 
targeteer’, the advantages and limitations of this exceptional access, how I positioned 
myself, and, more generally, the methods and perspectives applied in this research.

57 As mentioned previously, my role as an external observer/researcher, but also an internal advisor and direct participant, raises 
questions regarding my position, biases, and limitations that will be further discussed in chapter 2 of this dissertation.
58 For example, Crootof warns that the concept of meaningful human control is potentially destabilizing “to the extent it might be 
interpreted to conflict with existing norms and suggest that they could be sacrificed in the name of ensuring additional control”. 
Crootof 2016, p. 61.
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The autonomous weapons discourse—primarily held under the auspices of the UN CCW—
is examined in chapter 3 of this dissertation. As one of the opening chapters, it sets the 
stage for further discussions. While the logical first step may be to introduce a definition 
of autonomous weapons, this chapter takes a different approach. Rather, it examines 
definitional disputes and the various underlying factors that seem to complicate discussions 
in this context. It seems that a common vernacular is being developed to describe 
autonomous weapons, but of which the terms involved are not commonly understood. 
This significantly complicates the debate—both inside and outside the CCW context—and 
makes any attempts of proposing a definition that may find agreement amongst the relevant 
parties a futile endeavor. Besides disputes, this chapter also examines some ‘emerging 
commonalities’. However, the linguistic indeterminacy that permeates these debates turns 
this hard-fought agreement into empty, or at least weakened, claims of consensus. It seems 
that any definition or consensus claim that is introduced to this debate will be interpreted 
differently amongst its participants. This raises the question (which will be addressed in the 
following chapters): what do these claims actually mean?

One of these consensus claims concerns the application and interpretation of the law, 
specifically targeting law. Lawyers and other participants to CCW debates regularly agree 
that targeting law applies to autonomous weapons, but it remains unclear what this actually 
means in practice. Chapter 4 will show the limits of a traditional legal approach in which 
the rules related to autonomous weapons are typically discussed. First, I will scrutinize 
discussions regarding autonomous weapons’ lawfulness per se, claims about their lawful 
use under existing targeting law, and debates about existing legal responsibility frameworks. 
Then, in the second part of this chapter, I will continue on the path that I consider the 
primary contribution of this research to ongoing debates: the practical implementation of 
these rules in contemporary military practice. Rather than considering targeting law and 
legal responsibility frameworks as a set of rules, the perspective adopted in the final part of 
this chapter, as well as chapters 5 and 6, takes the law as a ‘given’ and focuses on how these 
rules may be operationalized in practice (i.e. translated into concrete actions).59 Through 
the examination of responsibility practices in contemporary targeting, the final part of this 
chapter will demonstrate the value of a practice-oriented approach focused on military 
conduct and decision-making at the organizational level.

The primary aim of chapter 5 is to scrutinize the second consensus claim: some form 
of human involvement is necessary to ensure the lawful use of autonomous weapons. 
While the concept of ‘meaningful human control’ is one of the most popular themes in 

59 In this context, see also Aalberts and Gammeltoft-Hansen who describe—by the (sovereignty) game methaphor—the idea of 
law as a practice that is shaped by activity “whose ‘being’ is in the ‘doing’ of the participants within the practice” rather than a 
self evident body of rules. Tanja; Aalberts and Thomas Gammeltoft-Hansen, ‘Sovereignty Games, International law and Politics’, 
in Tanja; Aalberts and Thomas Gammeltoft-Hansen (eds.), The Changing Practices of International Law (Cambridge: Cambridge 
University Press, 2018), pp. 26-44, p. 37.



INTRODUCTION 31

1autonomous weapons debates, nobody seems to have a clear understanding of what the 
concept actually means in practice. Chapter 5 responds to this gap by providing detailed 
insights into the operational context within which human control is currently organized. 
Rather than debating abstract theories regarding human control, it seems particularly 
important to increase our understanding of the practical context. By means of two detailed 
case studies and an examination of control in military doctrine and practice, chapter 5 will 
demonstrate the distributed nature of control in military decision-making; a conduct that 
has shaped operations over the past decades and continues to be standard in contemporary 
targeting. This perspective—currently lacking in debates about human control—may be 
necessary if the concept is to serve as a useful lens to assess intelligent and autonomous 
technologies and ensure legal compliance in contemporary and future operations.

While both chapters 4 and 5 have provided introductions into the operational context, no 
comprehensive analysis—of the implementation of the law and human control at the level 
of the organization—has yet been provided. Against this backdrop, the aim of chapter 6 
is to provide a holistic and detailed assessment of the targeting process, considering (1) 
what primary tasks are conducted and by whom (to flesh out the distributed nature of 
human control), and (2) how law, specifically targeting law, is operationalized (implemented 
in practice) in those phases. It is common in legal discourse to discuss the role of law by 
referring to the role of legal advisers. Indeed, for questions about the law, military personnel 
often turn to lawyers for advice. But the law is not merely introduced in the targeting process 
through legal advice. The analysis conducted in this chapter will, by means of real-world 
examples from NATO and U.S. targeting practices, provide novel insights into the various 
ways in which the military organization makes use of procedures, structures, guidelines, 
methods, personnel and technologies aiming—in part—to facilitate compliance with the 
law at all levels of decision-making. Understanding how human control and targeting law 
may be implemented in military conduct and decision-making will, hopefully, allow for 
better legal compliance across the operational spectrum—even, or particularly, with the 
introduction of increasingly intelligent and autonomous technologies.

Finally, based on the distributed nature of control and the implementation of the law 
identified in chapter 6, chapter 7 stresses—amongst other aspects—the need to change 
the narrative about autonomous weapons. By moving away from a technology-centric 
idea of ‘autonomous weapons’ as an isolated object of analysis and, instead, examine 
the relationship between humans and technologies in the context within which they 
may collaborate, new questions may arise. In the concluding chapter, I will illustrate—
by means of non-exhaustive, illustrative examples—what ensuing questions may arise 
when we adopt this approach and, thus, also consider the less ‘visible’ non-weaponized, 
military technologies that, for example, determine what information decision makers need 
to understand the operational environment, that calculate weapon’s effects, predict and 
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recommend courses of action, and flag and label potential targets. In the context of the 
targeting process, these technologies—especially those integrated in the early phases of 
target development and planning stages—will inevitably influence targeting decisions that 
are made in the later phases of the cycle, including decisions about the use of force. The 
concluding chapter will illustrate how these technologies may transform human control 
and legal compliance in military conduct and decision-making—creating both benefits and 
risks—and, in so doing, argues for the need for further study of the transformative potential 
of these types of technologies.







CHAPTER 2
The research process: entering 
practice and procedure
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2.1 Introduction

At the start of this research—or even as early as the drafting phases of the research 
proposal—I thought the logical first step would be to define ‘autonomous weapon systems’ 
and subsequently study the question whether existing law is applicable to these systems. 
This initially made sense to me as these two undertakings were also the core issues on 
the UN CCW’s agenda and they were regularly discussed in academic articles, policy 
documents and reports. However, my frequent encounters with military practitioners who 
would provide me insights into the practice and procedures of targeting made me soon 
doubt whether this traditional legal analysis of the rules in relation to autonomous weapons 
systems was the right approach. Moreover, I was questioning whether those involved in 
autonomous weapons debates—e.g. academia, lawyers, diplomats, civil society actors—
were asking the kind of questions that would lead them to the core issues raised by these 
new technologies. Curious to know more about the context within which weapons are 
deployed and the law may be implemented I decided to change my focus to examining 
the relation between humans and technologies in contemporary targeting practices, aiming 
to draw insights from military practice and relate them to diplomatic debates under the 
auspices of the UN CCW.

While this research certainly does not ignore the extensive and rapidly growing body of 
scholarship regarding the (il)legality of autonomous weapons, I decided to base my research 
largely on fieldwork conducted over the full extent of this study (between 2015 and 2019). 
Enabled by special access to the United Nations CCW, the U.S. Department of Defense 
(specifically the Pentagon), and NATO targeting communities, the primary contribution 
of this dissertation is to refocus critical discourses around autonomous weapons through 
the lens of military targeting practices. The aim of this chapter is to outline the general 
approach taken in this research, describe advantages and limitations of gaining access to 
restricted sites, explain how I positioned myself in these contexts, and present the selection 
of the (empirical) sources that inform this research. In so doing, particular emphasis is 
placed on participant observation and qualitative interviewing in the context of U.S. and 
NATO targeting practices.

2.2 The targeting process

At the heart of this research lies the targeting process. This section will further clarify 
this choice. It aims to inform the reader why the NATO and U.S. targeting processes were 
chosen as the lens in this research; it provides the context within which the applicable law 
is assessed; and it explains to what extent this process is representative of NATO and U.S. 
practice.
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2.2.1 Why the NATO and U.S. targeting processes?

Targeting is a military process by which operational objectives may be translated into specific 
targets and tasks in a relatively systematic manner. NATO doctrine, similar to U.S. doctrine,1 
explains that “[t]he joint targeting process links strategic-level direction and guidance with 
tactical targeting activities through the operational-level targeting cycle in a focused and 
systemic manner to create specific effects to achieve military objectives and attain the 
desired end state”.2 In other words, the targeting process aims to effectively guide the 
identification, selection, execution and assessment of targets during military operations. 
This process is described and continuously updated in military doctrine, most prominently 
in U.S. and NATO doctrine.3 This doctrine, in combination with regular training, may allow 
for deliberate, not ad hoc, decision-making as well as the methodical planning of actions 
against adversary targets to achieve the effects needed to meet strategic and operational 
campaign objectives.4

A large part of this doctoral research has been dedicated to observing and understanding 
the doctrine and practice that is related to targeting in western militaries. The choice for the 
targeting process is straightforward as it is intended to guide modern militaries’ targeting 
conduct and, as such, may provide the context within which humans and technologies 
cooperate and legal compliance is pursued.

Furthermore, the choice to focus on NATO and U.S. targeting practice and procedures is 
two-fold. First, NATO doctrine (as reflecting U.S. doctrine) is well known—at least—amongst 
NATO Allies. Even though targeting under the NATO flag is still relatively young, individual 
nations have been conducting targeting (contributing to Allied operations) using NATO and 
national doctrine from early on.5 The widespread knowledge of the doctrine and the related 
practice amongst NATO and U.S. targeting personnel was particularly important for the field 
research since it allowed for in-depth conversations with military practitioners across the 
entire targeting branch—e.g. lawyers, targeteers, weaponeers, commanders, intelligence 
personnel.

1 Similarly, U.S. doctrine explain “[t]he joint targeting cycle supports the JFC’s joint operation planning and execution with 
a comprhensive, iterative, and logical methodology for employing the ways and means to create desired effects that support 
achievement of objectives”. United States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, p. I-10, https://www.justsecurity.org/
wp-content/uploads/2015/06/Joint_Chiefs-Joint_Targeting_20130131.pdf.
2 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 1-1.
3 The most recent update for the U.S. was published in 2018 (limited accessibility through Joint Electronic Library+) and the most 
recent version for the NATO targeting doctrine stems from 2016 (made available by the United Kingdom government). United 
States Joint Chiefs of Staff (2019), Joint Electronic Library: Joint Publications Operations Series. https://www.jcs.mil/Doctrine/Joint-
Doctrine-Pubs/3-0-Operations-Series/; NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting.
4 United States Air Force (2017), Annex 3-60 TARGETING. Curtis E. Lemay Center for Doctrine Development and Eduction, p. 7, 
https://doctrine.af.mil/download.jsp?filename=3-60-Annex-TARGETING.pdf.
5 Exchange with targeteer at the NATO targeting conference (27 February 2019). The first NATO Allied Joint Targeting publication 
was finalized in May 2008, and the U.S. principal Joint targeting doctrine (JP 3-60) was first issued in April 2007. Jachec-Neale 2015, 
p. 200.
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Second, even though studies into targeting are often hampered by limited access, at 
least some of NATO’s and U.S.’ targeting doctrine is publicly accessible. More importantly, 
the Netherlands Ministry of Defense provided a security clearance that allowed further 
access to national and NATO targeting practices and procedures up to and including NATO 
SECRET. This enabled literature research into the necessary targeting documents and, more 
importantly, access to NATO command centers to conduct interviews and participate in 
targeting courses, exercises, and conferences. Without this security clearance, this research 
would not have been possible (advantages and limitations that resulted from this clearance 
are further discussed in sections 2.4 and 2.5). It goes without saying that such far-reaching 
access into other States’ targeting practices and procedures, such as China and Russia, is 
highly unlikely. This access to restricted sites and sources will be further discussed under 
section 2.4 on ‘Researching targeting practices’.

2.2.2 The law of targeting in the military context

This dissertation is concerned with the practical implementation of the contemporary law 
of targeting. As such, the lens through which I analyze these rules is rooted in practice. It 
seems widely acknowledged that the application of these rules in practice may be especially 
difficult.6 While this difficulty is regularly related to abstract terms that leave room for 
divergent interpretations, the focus of this research is not on the rules themselves or their 
interpretation, but rather on the difficulty of examining the implementation of these rules 
in military conduct and decision-making. In order to examine the implementation of these 
rules in practice, this dissertation focuses on the translation of targeting law into concrete 
actions in the context of the targeting process. To me, this focus on the targeting process is 
rather obvious, because:

While the process is primarily concerned with operational, rather than legal, 
considerations, decisions made at each stage [of the targeting cycle] implicate legal 
rules, especially those based on the requirements of distinction, proportionality 
and precautions in attack. As a result, targeting represents a key context within 
which [targeting law] is given practical effect.7

Considering that the methodology for this study is not consistent with traditional legal 
analysis determining the law on a particular subject or resolving areas of uncertainty and 
conflicting interpretations, this chapter does not contain an extensive literature review 

6 As explained by president of the ICRC, Jakob Kellenberger, “the application of these rules [referring to the law with regard to 
targeting] in practice is sometimes difficult due to the fact that the provisions are framed in rather abstract terms, thus leaving 
room for divergent interpretations.” Jakob Kellenberger (5 September 2002) International Humanitarian Law at the Beginning of 
the 21st Century. Presented at the 26th Round Table on current problems of international humanitarian law, San Remo https://
www.icrc.org/en/doc/resources/documents/statement/5e2c8v.htm.
7 Biller, et al. 2017 Forthcoming, p. 1.
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of the relevant conventions, specific articles, cases and commentary on the conventions. 
Nonetheless, avoiding a legal methodology altogether may be problematic. Therefore, I 
will briefly identify the conventions and particular rules that are applicable to the issues 
discussed in this dissertation (targeting law—the specific articles and interpretations—will 
be further discussed in chapter 4).

As explained by Henderson, there is very little disagreement about which articles and 
conventions are applicable to targeting conduct.8 The treaties that may affect targeting 
include the four Geneva Conventions of 1949, Additional Protocol I and II, the Hague 
Convention (IV) Respecting the Laws and Customs of War on Land of 1907, the Hague 
Convention for the Protection of Cultural Property in the Event of Armed Conflict of 1954, 
and the Rome Statute of the International Criminal Court 1998. Not all the articles that are 
part of these treaties are relevant for targeting issues. The principal rules studied in this 
dissertation are codified in Additional Protocol I and considered customary international 
law.9 These rules and the related articles will be extensively discussed in chapter 4 of this 
dissertation, but may be summarized in three core rules: distinction, proportionality, and 
precautions in attack. These rules are assessed within the context of the two main principles 
underlying the law of armed conflict: the principles of humanity and military necessity. These 
general principles and core rules apply equally in land, air, sea, space, and cyberspace.10 
Although there is often dispute about the applicability of targeting law to certain conflicts, 
all examples used in this dissertation should be considered as part of a context where 
targeting law is applicable (either in international or non-international armed conflict).

Additionally, under the law of targeting, methods and means are not unlimited.11 Even 
though this dissertation aims to recast weapons debates and, instead, focus on the 
implementation of the law throughout the targeting process, it does discuss weapons law to 
some extent. In this context, I focus on three core prohibitions: the use of weapons that (1) 
cause superfluous injury or unnecessary suffering,12 (2) cause widespread, long-term and 
severe damage to the natural environment,13 (3) are inherently indiscriminate, including 
weapons that cannot be aimed or whose effects cannot be controlled.14

8 Ian Henderson, The Contemporary Law of Targeting: Military Objectives, Proportionality and Precautions in Attack under Additional 
Protocol I (Leiden: Martinus Nijhoff Publishers, 2009), p. 18.
9 Jean-Marie Henkaerts and Louise Doswald-Beck (2005) ICRC Study on Customary International Humanitarian Law. ICRC. It should 
be noted that, while the rules of distinction, proportionality and precautions have been broadly recognized as being customary 
international law, not all of the statements in the ICRC study have found universal endorsement. Elizabeh Wilmshurt and Susan 
Breau (eds.), Perspectives on the ICRC Study on Customary International Humanitarian Law (New York: Cambridge University Press, 
2007).
10 Michael N. Schmitt, ‘Targeting in Operational Law’, in Terry D. Gill and Dieter Fleck (eds.), The Handbook fo the International Law 
of Military Operations (Oxford: Oxford University Press, 2012), p. 245.
11 Article 35 (1) of Additional Protocol I to the Geneva Conventions.
12 Article 35 (2) of Additional Protocol I to the Geneva Conventions.
13 Article 35 (3) of Additional Protocol I to the Geneva Conventions.
14 Article 51 (4) of Additional Protocol I to the Geneva Conventions.
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Finally, the research deals with issues of legal responsibility. Within this context, I look at State 
responsibility and individual criminal responsibility. With regard to the former, I primarily 
study the law of State Responsibility.15 With regard to the latter, I study various sources and 
specific rules in the field of international criminal law—such as the Nuremberg trials and 
the Statutes of the ICTY and ICC—as well as various sources and specific rules enshrined in 
the law of armed conflict, including but not limited to the four Geneva Conventions, the two 
Additional Protocols, and the doctrine of command responsibility.

2.2.3 Representation

Applicability of NATO and U.S. doctrine beyond the Alliance
NATO targeting doctrine applies to joint targeting (‘joint’ referring to both coalition 
operations and forces from multiple branches) as well as individual services. Although legal 
obligations may differ between NATO members, the targeting process equally guides all 
sorts of operations; such as major and minor combat operations, counterinsurgency or 
even humanitarian operations.16 Furthermore, while individual States have developed their 
own targeting procedures and methodologies, NATO doctrine is reflected in the procedures 
of, at least, the NATO members. Besides NATO doctrine, this research also focuses regularly 
on U.S. doctrine, as both doctrines are very similar (the former often inspired by the 
latter).17 Also, including U.S. doctrine allows for more publicly available sources since these 
(unclassified) doctrines are easier to access.18

At least, NATO and U.S. doctrine is broadly applicable within NATO and amongst individual 
Allied members, but there is no evidence that this doctrine applies to other armed forces. 
In fact, even though my research did not focus on State practice outside NATO, it was 
occasionally communicated to me that the doctrine, methods and interpretations of the 
law that apply to Allied operations do not reflect some other States’ behavior. For instance, 
it would seem that the Saudi forces, which have caused significant civilian harm in Yemen 
over the past years,19 do not follow the U.S. collateral damage methodology that is part of 
U.S. and NATO procedures.20 Even though press releases reporting the effect of an attack 
typically do not provide details on the decision-making process that has led to that attack, 
the behavior by the Saudi forces has some obvious differences with NATO conduct. This 

15 International Law Commission (2001), Draft articles on Responsibility of States for Internationally Wrongful Acts, with 
commentaries. legal.un.org/ilc/texts/instruments/english/commentaries/9_6_2001.pdf.
16 Phillip R. Pratzner, ‘The Current Targeting Process’, in Paul A.L. Ducheine, Michael N. Schmitt and Frans P.B. Osinga (eds.), 
Targeting: The Challenges of Modern Warfare (The Hague: T.M.C. Asser Press, 2016), pp. 78-97, p. 78.
17 For example, the collateral damage methodology used by NATO is, in fact, U.S. methodology. United States Joint Chiefs of Staff 
(2012), CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology.
18 While the latest NATO doctrine (2016) is made publicly available by the U.K. government, previous publications were not always 
placed online (despite the fact that they were unclassified), which made referring to these publications as an open source all the 
more difficult.
19 Samuel Oakford (17 August 2018) ‘One American’s Failed Quest to Protect Civilians in Yemen’ news release The Atlantic, https://
www.theatlantic.com/international/archive/2018/08/yemen-saudi-airstrike-school-bus/567799/.
20 United States Joint Chiefs of Staff (2012), CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology.
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would occasionally come up during my field research with NATO and U.S. personnel 
confirming that Saudi forces may apply different standards and procedures when it comes 
to minimizing civilian harm. Undoubtedly, many differences will also exist between NATO’s 
practice and procedures and China’s and Russia’s. It could therefore not be said that the 
doctrine and practice examined in this dissertation apply outside NATO.

Doctrine versus practice
NATO and U.S. doctrine and practice may thus not be extendable to armed forces outside 
NATO, but does the doctrine, at least, apply to their own practice? It is one thing to have 
doctrine; it is quite another thing to apply this doctrine in a dynamic context having to 
deal with the unforeseeable contingencies of actual situations in action.21 The targeting 
process and the related doctrines are considered guidance, not regulation.22 As such, 
practice may turn out to be different than what would be expected from the doctrine and 
the plans made accordingly. Although I am a civilian who never took part in active NATO 
operations, from the observations I made throughout this research—observation of and 
participation in targeting courses, exercises, war games, conferences that are listed in 
Appendix I and summarized in section 2.4.2—I draw that the process is typically adhered 
to in practice (see also this chapter’s section on ‘Researching targeting practices’). At 
least, the doctrine seems to be actively implemented in the training for and execution of 
military operations.23

That is not to say that the process is always executed as portrayed in doctrine. For example, 
it is not abnormal to execute the steps of the cycle in a somewhat adjusted order. A 
situation may occur where a target is selected based on the available munitions (step 3 
of the targeting cycle), rather than the commander’s objectives (step 1 of the targeting 
cycle). If the situation on the ground requires the process to be executed differently, a 
commander may be free to do so as long as the prescribed rules and regulations are 
abided by (e.g. rules of engagement and the applicable national and international law).24 
Hence, it may be more appropriate to consider the cycle as illustrative of the steps or 
considerations that are to be taken. Rather than a linear process, targeting is iterative and 
bi-directional; the execution of the process requires constant feedback and reintegration 
into different phases, often resulting in some variations in the execution of the process 
in practice.

21 See Suchman on the difference between plans and situated actions. Suchman 2007, p. 31.
22 U.S. doctrine explains, “[t]he guidance in this publication is authoritative; as such, this doctrine will be followed except when, 
in the judgment of the commander, exceptional circumstances dictate otherwise.” United States Joint Chiefs of Staff (2013), Joint 
Targeting JP 3-60, p. i. My own observation is that, within NATO exercises, targeting staff can be more flexible with the guidance. For 
example, staff dealing with dynamic targeting would make adjustments to the targeting cycle by changing the sequence of steps. 
The aim of such changes would be, primarily, to speed up the process.
23 See also Roorda 2015, p. 155.
24 United States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, p. i.
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Different types of operations
As mentioned above, the targeting process may be at work in many different contexts. 
It typically guides both major and minor combat operations; it might include elements 
of counterinsurgency or even humanitarian operations.25 Despite some fundamental 
differences in type of military operation (often combined with differences in geographical 
locations and temporal planning dimensions)26 the considerations that guide the targeting 
process typically do not change. Nonetheless, different types of operations may make a 
difference on the more specific level. For example, different operations may come with 
different rules of engagement, and major conflict (compared to minor conflict) may result 
in different behavior of those involved in the process. Hence, it is worth providing some 
specifics of the focus of this research and how this may affect the conclusions drawn.

This research is based—for a large part—on field research concerning current, and 
sometimes recent-past, targeting practices. As explained by Kennedy, the idea of a ‘total 
war’ in which great powers mobilized large armies to defeat and occupy enemy States is no 
longer the prototype; today’s conflicts are often asymmetrical and rarely fought between 
roughly equivalent States.27 Although State-to-State (or ‘total’) war against a near peer 
threat (i.e. an equally technologically advanced adversary with comparable military power) 
was certainly part of discussions and exercises, this research deals mainly with situations of 
asymmetric warfare as reflected in contemporary conflicts.

It is important to acknowledge that the type of conflict will likely influence the concerned 
targeting practices and procedures. For instance, an observed shift may be the level at which 
the target engagement authority rests. Targeting exercises of Article 5 scenarios—referring 
to the cornerstone of NATO, establishing that an attack on one member of NATO is an attack 
on all of its members—demonstrate that there may be a need for more decentralization 
in order for decisions to be made at the appropriate level and (consequently) with greater 
speed. In asymmetric warfare, however, the target engagement authority is more likely to 
be retained at the highest levels—especially in contemporary conflicts where there is a 
politically sensitive environment.

The type of conflict also matters in relation to discussions about the use of autonomous 
technologies, first and foremost, because command and control may be exercised in a 

25 Pratzner 2016, p. 78.
26 As explained by Phillip Pratzner, targeting may simultaneously occur in Afghanistan when a U.S. soldier calls for immediate close 
air support, in Germany at Ramstein Air Base where operation Odyssey Dawn in Libya is being planned, and in the Republic of Korea 
where U.S. and Korean representatives are contemplating the best way to synchronize combined operations should hostilities 
break out in the Korean peninsula. Both the time horizon as well as geographical locations for these operations are fundamentally 
different. Ibid.
27 Kennedy 2006, p. 11.
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somewhat different manner. 28 What also became clear from the field research is that a major 
conflict against a near pear threat may result in different attitudes towards risk. For example, 
in a situation where the survival of the State is considered to be at stake, a government may 
be more willing to use technologies in an increasingly autonomous mode—that is a mode 
that it would otherwise have considered too risky. As explained by Lieutenant General John 
“Jack” Shanahan, Director of the U.S. DoD Joint Artificial Intelligence Center, it could very 
well be that, if a major conflict arises all bets will be off, with States feeling forced into more 
reliance on autonomous systems because their adversaries are willing to take more risk.29

Although the type of conflict clearly matters for the organizational structures that this 
dissertation discusses, it should also not be overstated. In the course of this research, I 
observed exercises featuring different types of conflict, including asymmetric warfare and 
an Article 5 war against a near peer threat scenario. In both cases, the targeting process, 
related procedures, and the applicable law were implemented in similar ways. Thus, even 
though contextual differences may affect some of the conclusions drawn in this research, 
the general reasoning will continue to be relevant in all sorts of conflict.

2.3 Participant observation at the UN CCW

The first and last sub-questions of this research deal with the primary forum where 
autonomous weapons are being discussed: the (bi)annual meetings held under the 
auspices of the United Nations Convention on Certain Conventional Weapons (CCW). 
To answer these research questions—how are ‘autonomous weapons’ and ‘meaningful 
human control’ being discussed under the framework of the (bi)annual meetings of the 
CCW? and how does the organizational perspective inform legal-political discussions 
about ‘meaningful human control’ held under the auspices of the CCW?—I adopted the 
following methodological approach.

From 2015 until 2019, I studied the texts (e.g. statements, working papers, policy 
documents, and reports) provided by States, academia, think tanks, NGOs and other 
participants to the CCW debates. However, having been to diplomatic conferences 
before, I strongly felt that these texts and their effects could not be fully understood 
without reference to the discourses that give them meaning. For that reason—and 
because I served as an advisor to the Dutch delegation—I was present at all the UN 
CCW expert meetings from 2015 until 2019. I participated in the annual meetings of 
the informal meetings of experts in 2015 and 2016, at the Review Conference in 2016, 

28 Differences between various types of conflicts and their effect on the targeting process – specifically in relation to machine 
learning technologies – are discussed in Lewis, ‘Capturing Flying Insects: A Machine Learning Approach to Targeting’.
29 Interview with Lt Gen John “Jack” Shanahan (17 May 2017). During the interview, Lt Gen Shanahan served as the Director of the 
U.S. DoD project Maven.



CHAPTER 244

and at the bi-annual meetings of the Governmental Group of Experts in 2017, 2018, and 
2019. In 2016, 2017, and 2018 I presented my research at the plenary session and at 
two side events.30 Additionally, throughout the full extent of my research I served as an 
advisor to the permanent mission of the Netherlands in Geneva. This raises questions 
as to my role, which will be raised in section 2.5.1 ‘Positioning’.

While the method of participant observation enabled the placement of the relevant texts 
in the appropriate context, the physical presence at these (bi)annual meetings provided 
so much more than just the context of these texts. It provided insights into the language 
that did not make it into the texts, the dynamic of the discussions, political incentives, 
non-written (unpublished) statements, private conversations with diplomats, the role 
of civil society on the process, emotional exchanges between parties, the effects of 
hungry diplomats on the negotiation process, and ample more. These observations 
were valuable in that they allowed for a comprehensive analysis of the autonomous 
weapons debates at the UN CCW; this will be covered most specifically in chapter 3 of 
this dissertation. While participant observation remains the central method applied 
to study the autonomous weapons debates, the analysis of government reports, 
statements, (policy) papers, and academic literature also provided useful insights and, 
as such, were used to help provide a foundational understanding of the debates studied.

2.4 Empirical research into targeting practices

In particular, the second and third sub-questions require looking into targeting materials 
and practice. While the second sub-question—how is human control currently exercised 
in the context of the targeting process?—deals with operational aspects of human 
control, the third sub-question—how is targeting law translated into military actions 
in the context of the targeting process?—deals with the law in that same operational 
context. Since both questions require similar methods—participant observation, 
qualitative interviews and case studies—they will be discussed here jointly. Also, 
considering that the organizational perspective proposed in this dissertation is the 
result of empirical research into military targeting practice, these methods are also 
relevant in answering the fourth sub-question: how does the organizational perspective 
inform legal-political discussions about ‘meaningful human control’ held under the 
auspices of the CCW?

30 At one side event, organized by SIPRI, I was an invited speaker and another side event was a collaborative effort between the VU 
University Amsterdam (myself) and the Center for Autonomy and AI (Dr. Larry Lewis) aimed at informing diplomats about military 
doctrine and practice. Merel A.C. Ekelhof (15 November 2017) SIPRI side event: Autonomy in Weapon Systems: The State of Play. 
Presented at the UN CCW Group of Governmental Experts on Lethal Autonomous Weapons Systems, Geneva ; Merel A.C. Ekelhof 
(10 April 2018) The human-machine relationship: lessons from military doctrine and operations. Presented at the UN CCW Group 
of Governmental Experts on Lethal Autonomous Weapons Systems, Geneva.



THE RESEARCH PROCESS: ENTERING PRACTICE AND PROCEDURE 45

2

2.4.1 Classified materials

The problem often encountered when looking into targeting practice and procedure is 
that States tend not to volunteer detailed information.31 Access to information regarding 
an opponent’s targeting process, tactics, techniques and procedures, and other details 
may significantly increase the opportunity to disrupt their process and, consequently, gain 
control over that opponent’s course of actions and manipulate the broader campaign. 
Therefore, any in-depth study of an individual State’s or NATO’s targeting practices may be 
hampered by limited access to relevant materials and (often restricted) sites, unless such 
access is granted. In this case, the Netherlands Ministry of Defense provided a security 
clearance allowing access to sites and sources up to and including level NATO SECRET.

In conducting this research, I made significant use of this access to classified information—
sometimes through the analysis of military doctrines and manuals, but mostly through 
observations of practice at targeting exercises and conferences, the active participation 
at targeting courses and similar events, and through qualitative interviews and (group) 
conversations with practitioners. Nonetheless, it should be noted that strict limitations 
apply as to what can or cannot be published or openly referenced as source material in 
this dissertation.32 To uphold the rules regarding the protection of classified information, 
this dissertation (as well as some previously published articles) is assessed and cleared for 
publication by the authorized agencies within the Netherlands Ministry of Defense. These 
screenings are conducted with the sole purpose of preventing the release of classified 
materials. Consequently, the findings that are included in this dissertation are considered 
appropriate for public release. Interview materials remain confidential and interviewees 
anonymous; they will be identified solely by reference to their expertise or the position 
they occupied at the time of the interview, unless agreed otherwise. A complete list of 
the different sites that were visited as part of this research is provided in Appendix I and 
summarized in the next section. Lastly, open and publicly available sources have also been 
used,33 especially to provide complementary insights, substantiate statements and to 
provide reference material, and are included in this dissertation accordingly.

2.4.2 How I gained access to the Pentagon and became a ‘certified targeteer’

The selection of who to talk to, what courses to take, which command centers, projects, 
exercises, and conferences to visit is partially influenced by accessibility. Even with the 
proper clearances in place, it may not always be possible to gain access or obtain the 

31 Jachec-Neale 2015, p. 4.
32 For a similar method see J.F.R. Boddens Hosang, ‘Rules of engagement: Rules on the use of force as linchpin for the international 
law of military operations.’ 2017, p. 4.
33 Government reports, (policy) papers, and unclassified military doctrine also provided useful complementary insights and, as 
such, are used to help provide a foundational understanding of the contexts studied.
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desired information. Simply having access to an organization does not mean that you will 
have easy access through the organization, to people and events.34 For example, access to 
particular targeting courses appeared sometimes difficult due to limited available spaces, 
or an exercise or war game may require a valid reason for attending besides the necessary 
clearances (and research may not always be considered sufficient justification). Having said 
that, with the government issued security clearance, I managed to enter sites and sources 
far beyond what I initially thought would be possible. I was allowed access to the Pentagon 
to conduct research on multiple occasions and was able to obtain a certificate for the 
successful fulfillment of the NATO JFAC Advanced targeting course offered at Ramstein Air 
Base. To achieve that kind of access, I needed more than a security clearance; I needed a 
network.

To gain access to sites to, for example, conduct interviews with practitioners, attend an 
exercise, or participate in a course, it soon appeared helpful to have an entry point; a 
‘sponsor’ who would take me through the formal admission process, but also establishes 
a certain amount of trust between me and the people I was going to engage with. This 
entry point was, in particular in the beginning, established with the assistance of personnel 
within the Netherlands Royal Air Force. As (financial) sponsors of the research, my points of 
contact at the Air Force understood what was needed for the research to be successful and 
they went to great lengths to identify and provide access to the relevant sites, individuals, 
and events.

Starting from this entry point, I was introduced to several other officers who were able to 
assist me in my research and, soon, my network began to expand with people referring me 
to other people. This meant that, sometimes, who I was able to talk to or where I was able to 
gain access, depended on who I talked to before. Sometimes, it was even left up to chance. 
It could depend on whom I was sitting next to during dinner, who spoke at a conference, or 
whom I smoked a cigar with. As such, physical presence at important events soon proved to 
be useful, because it allowed me to meet practitioners in their work environment.

Against this backdrop, my experiences at classified meetings often resulted in the most 
significant progress in identifying my next visits (as well as the necessary sponsors for these 
visits). Meeting people at restricted or secret exercises or conferences already provides 
that you have the necessary clearances and you are part of the same community. I believe 
that my presence at these sites and events, combined with a specific set of knowledge, 
vocabulary (including military jargon) and attitude was vital. Being at the right place, at the 
right time, with the right paperwork, attitude and skillset, all I needed to do was ask (and 
ask again, follow up, remind, and act).

34 Alan Bryman, Social Research Methods (Oxford: Oxford University Press, 2016), p. 430.
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This strategy enabled field research at multiple sites across Europe and the United States, 
including Ramstein Air Base, NATO Combined Air Operations Center in Uedem, JFAC 
Deployable Air Command and Control Center in Poggio Renatico, NATO Joint Force Command 
Headquarters in Brunssum, Undersecretary of Defense for Intelligence and the Office of 
the Secretary of Defense at the Pentagon, the National Geospatial-intelligence Agency in 
Virginia, the Naval War College in Rhode Island, and various sites in the Netherlands. At 
these sites, I conducted interviews (ranging from formal interviews to valuable exchanges 
on the work floor) with over 90 military practitioners with expertise in targeting, holding a 
wide variety of positions and ranks, and coming from different backgrounds, nationalities, 
command centers, and offices. These included—at least—lawyers, targeteers, commanders, 
intelligence personnel, policy makers, technical personnel, and operators. Furthermore, I 
observed six military exercises/war games; I became a ‘certified targeteer’ by successfully 
concluding the NATO JFAC Advanced Targeting course;35 I participated in various conferences 
related to targeting and autonomous weapons; and I gave talks—followed by discussion and 
question and answer sessions—for military, academic and diplomatic audiences. Finally, as a 
visiting scholar at Harvard Law School Program on International Law and Armed Conflict for 
three months, I had multiple brainstorm sessions with the academic staff and visited other 
relevant sites in the United States—such as the Pentagon where I gave a talk to the Lethal 
Autonomous Weapons Systems working group at the Office of the Secretary of Defense, 
and paid a second visit to Project Maven.

Looking back, it was never without effort that I acquired access, but with the goodwill of 
many people within the relevant organizations, and with a fair amount of flexibility, patience 
and perseverance, most challenges were overcome.

2.4.3 Talking with practitioners

My visits to these sites resulted in an accumulation of relevant data. Some data was collected 
through participant observation. This method was particularly relevant for data collection during 
targeting exercises, war games, conferences, and courses. In addition, I would not leave a base 
without having talked to practitioners. These conversations would range from formal interviews 
(recorded, transcribed and agreed upon by the interviewee) to informal exchanges on the work 
floor (with notes scribbled on a piece of paper). By the end of the research, I had spoken with 
more than 90 practitioners. Understandably, this requires some further explanation.

What is important here is that for every interviewee there were individual agreements, 
meaning that some interviewees required to see (and sign off) complete transcriptions of 

35 While NATO provides various courses to train targeteers and may certify the participants who successfully graduate from the 
course (as in my case), whether someone is considered a certified targeteer who may (or may not) be deployed as such is typically 
decided on a national level.
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their interviews; others agreed to merely review cited material before public release; and some 
interviewees would not request the review of any materials (perhaps relying on security measures 
provided by the Netherlands Ministry of Defense to prevent public release of classified materials). 
Regardless, my role as a researcher was always communicated openly to the individuals consulted 
in process of this research. This was also the case in less formal settings, such as conversations 
during exercises or conferences, where I would talk to people about their role in the targeting 
process or their view on particular issues related to targeting and new technologies. In these 
cases, my presence at these events was always approved by the authorized agencies. Although 
I would not always take notes openly in front of people, the observations and my role as a 
researcher were never covert.

It may be worth noting that, in particular the ability to talk to practitioners in their work 
environment (in less formal settings) proved beneficial in that it prevented establishing an ‘official’ 
interview situation (rather than a social interaction) that may result in interviewees following 
‘scripts’ or adopting a ‘socially accepted answering attitude’.36 Also, engaging with practitioners in 
their work environment (in particular when approached during an exercise) provided immediate 
practical examples of their role and activities in the targeting process. This provided the kind of 
operational context that I needed for my research.

2.4.4 Data collection limitations

The selection of and access to sources described in this section may be criticized as being 
more convenience than purposive sampling, and as being influenced by organizational 
politics.37 While the selection of sites and units of investigation was driven by multiple factors, 
whom I interviewed or what I observed was certainly not random. In the early stages of the 
research, I selected a series of sites and units of investigation that needed to be taken into 
account in order to investigate the research problem appropriately. I made sure to include 
various command centers, subject matter experts—commanders, targeteers, weaponeers, 
intelligence staff, operators, lawyers, engineers and more—with different field experience, 
ranks, nationalities, and backgrounds in order to ensure a certain level of diversity. This list 
guided my field research to the very end.

Surely, someone with a different network, may have visited other conferences, may have 
participated in other courses and exercises, and would most likely have had access to 
different sources—inevitably leading to different observations that would, potentially, result 
in some different conclusions. An obvious example would be if the research had included 

36 Thomas Diefenbach, ‘Are case studies more than sophisticated storytelling?: Methodological problems of qualitative empirical 
research mainly based on semi-structured interviews’ (2009) 43 Quality and Quantity, pp. 875-894, pp. 880-881. Bryman 2016, 
p. 408.
37 Diefenbach 2009, p. 879. R.S. Barbour, ‘The newfound credibility of qualitative research? Tales of technical essentialism and co-
option’ (2003) 13 Qualitative Health Research, pp. 1019-1027.
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targeting practices of other nations such as China, Russia, or nations in the Middle East. Or, 
less obvious, the interviewees would only be of a particular rank or nationality, or would 
have served on the same missions. Certainly, this would have influenced my research. This 
may raise concerns as to why the selected sources are representative. It therefore bears 
mentioning that, what is needed in this (qualitative) research is assurance that the subjects 
of investigation are suitable for the issues that are investigated, rather than the ‘objective’ 
investigation of all possible sources systematically as is typical in quantitative research.38 
As such, it would seem that the subject and overall range of investigation is relevant, not 
necessarily the manner in which it was identified.39 It is, therefore, important to be clear 
about the focus of this research and the extent of the field research. While summarized 
above, a complete overview of the field research can be found in Appendix I.

Finally, no access is ever comprehensive. For instance, even when I was allowed to observe 
an exercise, I would only be able to observe parts of it. If I would be at a board meeting 
while a dynamic target would emerge on the Combat Operations floor, I would not be able 
to observe both. Also, being physically present does not guarantee a holistic experience. For 
instance, conversations via e-mail or phone would largely be beyond my reach, meaning I 
would typically not observe the full extent of human interactions. Although this may be a 
well-known limitation of this type of research, it is one that cannot be ignored.

2.4.5 Case studies of specific targeting scenarios

Although similar methods were used to conduct the case studies (qualitative interviewing 
and participant observation), the differences between the specific case studies and the 
broader field research deserve some attention.

Whereas the majority of field research focused on the organizational structures within 
which the targeting process is executed and the individual practitioners who conduct tasks 
by virtue of their role in the process, the research also benefitted from specific, detailed 
examples of different types and missions of targeting.40 This is partially illustrated by 
examples provided throughout the dissertation, but the relevance of specific examples is 
most prominent in relation to the second sub-question: how is human control currently 

38 As explained by Diefenbach, “[t]o check all possible sites systematically (‘objectively’) and to find then a quantitatively 
representative sample is only crucial if the findings shall be generalised by statistical means.” Diefenbach 2009, p. 879.
39 Ibid.
40 Targeting is a process of which there are two types: deliberate and dynamic targeting. Deliberate targeting focuses on pre-
planned targets known to exist in the area of operations, while dynamic targeting deals with the prosecution of targets that were 
not previously identified (unexpected targets) or targets that were detected, located or selected in insufficient time to be included 
in the deliberate process. Consequently, dynamic targeting is more responsive than deliberate targeting and, as such, often requires 
dealing with less information and insufficient time to gather more or corroborate existing information than is typically the case in 
deliberate targeting. Nevertheless, both types of targeting consist of the same steps and require application of the same rules and 
principles of targeting law. This dissertation, in particular chapter 5, deals with different types of missions and, as such, discusses 
both types of targeting. NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. 1-2 - 1-3; Jachec-Neale 2015, p. 11.
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exercised in the context of the targeting process? This question is discussed in chapter 5 
where I provide two case studies demonstrating the complexity, differences and similarities 
between military decision-making processes in different types of missions (specifically in 
relation to human control). These case studies are the result of multiple brainstorm sessions 
with various practitioners. Once developed, (other) practitioners reviewed the case studies 
to ensure they reflect broader practice and not the mere experiences of a few. More 
information regarding the selection of these two cases and the research methods employed 
may be found in chapter 5.

2.5  Caveats

2.5.1 Positioning

During my field research into military targeting practices and the legal-political discourse at 
the United Nations I positioned myself as studying the decision-making processes both from 
an internal and external perspective. In these contexts I would sometimes be an external 
observer (looking over people’s shoulders while trying not to be seen),41 while at other 
times I would be an active participant (advising governments, giving presentations, and 
taking courses). Both roles would come with their own advantages and limitations (some of 
which are already discussed above). These different roles required me to think about how 
I positioned myself in these different contexts. A distinction between the two objects of 
study is in place here.

First, the research at the United Nations CCW has, in one sense, positioned me as an 
academic researcher studying the process. I would observe these meetings of experts as 
an external observer or, at most, as a member of civil society. In another sense, however, I 
would also participate in these meetings—either in my academic capacity giving talks about 
my research at the plenary session or side events, or as an advisor to the delegation of the 
Netherlands. The advisory role in particular meant that I was no longer an external observer 
to the process, but, instead, I was actively influencing it. The effects of this insider’s role 
became more tangible over time, in particular after my presentation of the targeting process 
in the plenary session of the 2016 meetings and the publication and presentation of various 

41 Trying ‘not to be seen’ appeared to be quite difficult in the military context—in particular during military exercises—where 
everyone, except me, would be wearing their military uniform and the vast majority of participants were male officers. My efforts 
trying to ‘blend in’ while walking around on the combat operations floor were almost laughable. At some point during an exercise, 
someone approached me with a chair, asking me to sit down to stop distracting his staff.
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articles regarding the importance of the targeting process.42

Second, the research into military practice positioned me as studying the organization and 
procedures from a distance. What I mean is that, while I may be a ‘certified targeteer’ (i.e. 
the successful completion of the advanced targeting course at NATO JFAC), I am a civilian 
who never took part in active NATO operations, I was never deployed to sites where such 
operations took place, and I never witnessed the kinetic effects of weapons use from 
the perspective of a military practitioner or the people enduring such attacks. However, 
there is another, perhaps more accurate, perspective to my role that I feel is of critical 
importance; one that considers my position as someone who studies targeting practices 
rather up close—even providing an internal perspective. To resort to Elish, “[t]his is true if 
we consider war as not only when the bomb drops but all that has led up to and enabled 
the act.”43 In this context, my role as a researcher was to examine targeting practices from 
the perspective of those who are involved in the planning and execution of this process, in 
order to, subsequently, place these views in the organizational context within which their 
decisions are translated into actions leading to tangible results. This approach and method 
were necessary to address the matter at hand since, to comprehend targeting, one must 
go beyond the study of doctrine and include the experience of military practitioners. It is 
through the prism of their experiences that we may begin to understand the complexity of 
targeting, current targeting practices, and contemporary targeting dilemmas—such as the 
control issue that intelligent and autonomous technologies may raise. Besides practitioner’s 
views, I also studied the process of decision-making during military exercises. As best I 
could, given my own subjectivity and biases, I tried to observe these practices at a distance 
to allow a position of critique (i.e. evaluate the practice in a detailed and analytical way). 
A motivating goal for me was to combine these approaches (the insider’s and outsider’s 
perspective) to, one the one hand, increase transparency into military targeting practices 
while, on the other hand, remaining critical of them.

42 In CCW debates, the targeting process was long ignored or, at least, not recognized as a relevant factor for discussions. However, 
after 2016, more States and civil society organizations acknowledged the process and often referred to its importance in providing an 
appropriate context for discussions about human control. One of the first references to the targeting cycle in the context of the CCW 
debates was made in 2016 by the delegation of the Netherlands with reference to the advisory opinion, of which I was also involved 
in the writing and that was subsequently adopted by the government. In the same year, I delivered a statement to the United Nations 
concerning human control in the context of the targeting process. Some of the main articles and contributions to CCW debates are 
referenced here. Merel A.C. Ekelhof (12 April 2016) Human Control in the Targeting Process. Presented at the UN CCW meeting of 
experts on LAWS, Geneva https://www.unog.ch/80256EDD006B8954/(httpAssets)/A053D83CCD3B95C5C1257F9B004EAB6E/$fi
le/2016_LAWS+MX_presentations_towardsaworkingdefinition_ekelhofnotes.pdf. Merel A.C. Ekelhof 2016) Human Control in the 
Targeting Process. Presented at the ICRC Expert Meeting: Autonomous Weapon Systems: Implications of increasing autonomy in the 
critical functions of weapons, Versoix ; Merel A.C. Ekelhof, ‘Autonome wapens: Een verkenning van het concept Meaningful Human 
Control’ (2015) 184 Militaire Spectator, pp. 232-245; Ekelhof (2016) Human Control in the Targeting Process; Ekelhof (2017) SIPRI side 
event: Autonomy in Weapon Systems: The State of Play; Ekelhof (2018) The human-machine relationship: lessons from military doctrine 
and operations; Merel A.C. Ekelhof, ‘Lifting the Fog of Targeting: “Autonomous Weapons” and human control through the lens of military 
targeting’ (2018) 71 Naval War College Review; Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous 
Weapon Systems: The Need for Meaningful Human Control; Government of the Netherlands (2016), Government response to AIV/CAVV 
advisory report no. 97, Autonomous weapon systems: the need for meaningful human control.
43 Madeleine C. Elish, ‘24/7: Drone Operations and the Distributed Work of War.’ Dissertation, Columbia University, 2018, p. 34.



CHAPTER 252

2.5.2 Exercise artificialities

As previously discussed, an important part of the field research is manifested in the 
observation of targeting exercises and war games. Although these exercises are aimed at 
simulating real-world situations, it should be noted that, sometimes, exercise artificialities 
(i.e. situations that were considered unrealistic by participants) arose. As such, not all 
situations in these exercises may accurately reflect the operational reality. An example was 
given by a senior military lawyer who explained that people seem to have a different attitude 
when they go into real conflict compared to an exercise. In an exercise, she explained, there 
are no consequences (referring to prosecution at the ICC) when unlawful action takes place, 
so behavior may be very different.44

My experience from observing these exercises is that, generally, the participants are aware 
of these exercise artificialities; they might point them out, but will typically try not to fight 
the scenario for learning purposes. This, naturally, influenced my approach. It made me 
more critical of the information I obtained and I would always try to be observant of the 
context within which the observation was made. Also, as a final check, all the examples used 
in this work have been verified by practitioners aiming to ensure that they reflect military 
practice and are not the result of exercise artificialities.

2.5.3 Air Force lens

Targeting is not the exclusive province of any one military branch. Rather, it is joint,45 
bringing together the various branches and blending the expertise of many disciplines. 
While—at least the vast majority of—the targeting doctrine studied in this research applies 
to all services, the practice I observed and participated in was primarily within the Air 
Force.46 Particularly the examples used in this dissertation reflect this focus; the majority 
of practical examples stem from experiences of Air Force personnel, from exercises at 
NATO’s air component, as well as from joint operations. It is thus important to recognize 
that this dissertation is not the result of an equal study of targeting practices of all the 
military branches: Army, Navy, Marines, and Air Force. While I recognize the relevance of 
such a comprehensive study, such an endeavor was simply too great. Therefore, while some 
conclusions drawn in this research will certainly resonate with the various branches, some 
may only apply to the Air Force.

44 Interview with senior military lawyer II (15 November 2018).
45 NATO defines ‘joint’ as “Adjective used to describe activities, operations, organizations in which elements of at least two services 
participate.” NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. LEX-5.
46 The Royal Netherlands Air Force, as one of the financial sponsors of this research, provided most of the access to relevant sites 
and sources.
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2.5.4 Issues beyond the scope

The focus of this research is on the relationship between law and technology in the 
targeting process (at the operational and tactical levels). Nonetheless, for a comprehensive 
discussion of the relation between intelligent and autonomous technologies and the human 
role in ensuring legal compliance, one may also have to consider other decision-making 
processes—such as strategic-political decision-making, legal review procedures (also 
known as Article 36 reviews referring to Article 36 of Additional Protocol I to the Geneva 
Conventions) and the technical design process. As these processes are mostly excluded 
from this research, this dissertation does not provide a concluding answer on the human-
technology relationship in respect of legal compliance generally. What it does offer is an 
examination of the possible relation between intelligent and autonomous technologies and 
the human role in ensuring legal compliance in the targeting process that guides military 
decision-making, in particular on the operational and tactical levels.

2.5.5 Technological development

It is worth mentioning that although it is likely that intelligent and autonomous technologies 
already inform targeting decisions to a greater degree than some may realize or appreciate, 
these technologies are still not comparable to the kind of fictional self-aware and self-
preserving AI systems we know from science fiction movies like Skynet. Rather than artificial 
‘general’ intelligence, modern AI systems are considered ‘narrow’, in that their expertise 
is confined to a single domain, and lacks the general-purpose reasoning that humans use 
to perform a variety of tasks.47 Whether achieving ‘general AI’ is even possible is highly 
debated.48 For the purposes of this dissertation, these hypothetical forms of intelligent and 
autonomous technologies will be further disregarded. It should be noted, however, that 
given the rapid pace of development (and the exclusion of ‘general’ AI from this research) 
the technologies discussed in this dissertation may already be outdated by the time of 
publication. Even though this research engages with the military field that is typically much 
slower in adopting and implementing new technologies than the commercial field, the 
technologies discussed may soon be eclipsed—if they have not been already.49

In this dissertation, all methods of (narrow) AI technologies may be considered, whether 
that is rule-based, machine learning or other methods or applications of AI. They are 
selected based on their (current or expected) relevance for military targeting practices. I 
will refer to all these technologies (irrespective of whether they are considered automated, 

47 Scharre and Horowitz (2018) Artificial Intelligence: What Every Policymaker Needs to Know, p. 4.
48 Ray Kurzweil, The singularity is near (New York: Viking, 2006); Luke Muehlhauser, ‘What is AGI?’ Machine Intelligence Research 
Institute, https://intelligence.org/2013/08/11/what-is-agi/; Theodore Modis, ‘Why the Singularity Cannot Happen’, in Johnny 
Søraker Amnon Eden, James H. Moor, Eric Steinhart (ed.), The singularity and machine ethics (Berlin: Springer, 2012), pp. 311-340.
49 Lewis, et al. (2016) War-Algorithm Accountability, p. 14.
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learning, autonomous, emerging, or some other form of AI) as intelligent and autonomous 
technologies. Regardless of what type of technologies is already existent or under 
development, the principal concern of this dissertation is to consider these technologies in 
the decision-making processes within which they are or may be used. While I presumed—at 
the start of this research—that it was of primary importance that I specified and defined 
‘autonomous weapons’, what is more important is how we as humans decide to deal with 
these technologies in practice.
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3.1 Introduction

In the past years, a growing number of voices are calling for urgent discussion on 
emerging weapon systems with intelligent and autonomous technologies. In April 2013 
activists gathered to call for a pre-emptive and comprehensive ban on fully autonomous 
weapons or, as they call them, ‘Killer Robots’. Scientists from a wide range of disciplines 
are hotly debating the issue in articles, seminars, workshops and conferences. Since 
May 2013 several international political bodies have discussed the issue of increasingly 
autonomous weapon systems in order to decide whether measures should be taken 
to restrict or halt this development. Concurrently, media stories highlight all types 
of views including doomsday scenarios where super-smart killer robots wipe out the 
human race. Autonomous weapons have been described as the third revolution in 
warfare, after gunpowder and nuclear arms.1 Hence, debates about these weapons 
intensified quickly.

This chapter aims to provide a map of these ongoing debates and, concurrently, 
serves as a basis from which we may start discussing issues of human control and legal 
compliance. It will explain—amongst other aspects—why it is so hard to talk about 
autonomous weapons, specifically in the context of the Convention on Prohibitions 
or Restrictions on the Use of Certain Conventional Weapons Which May Be Deemed 
to Be Excessively Injurious or to Have Indiscriminate Effects (CCW), which became the 
primary international political body to discuss this issue amongst States. Thus far, the 
CCW meetings have been rather exploratory aiming at identifying the core issues that 
autonomous weapons raise;2 however, as a convention aimed at law-making, the CCW 
is also concerned with questions related to the development of a potential Protocol. 
Hence, definitional issues are of prime concern. Today, six years and many deliberations 
later, controversy as to used terminology and definitions is still prominent and remains 
unresolved.

* This chapter was published in the Oxford Journal on Conflict and Security Law; see Merel A.C. Ekelhof, ‘Complications of a 
Common Language: Why it is so Hard to Talk about Autonomous Weapons’ (2017) Journal of Conflict and Security Law, pp. 311-
331. © Oxford University Press. The article has been edited for the purposes of including it as the third chapter of this dissertation, 
but the bulk of the text remains unchanged.
1 Future of Life Institute, Autonomous Weapons: An Open Letter From AI & Robotics Researchers.
2 From 2014 until 2016, the CCW meetings were informal meetings of experts held annually. During the CCW Review Conference 
in December 2016 the High Contracting Parties agreed to establish an open-ended Group of Governmental Experts (GGE) in 
accordance with established practice. In 2017, the GGE met for a period of five days—one week of meetings were canceled owing 
to lack of funding—to explore and agree on possible recommendations on options related to emerging technologies in the area 
of LAWS. All High Contracting Parties agreed upon establishing the GGE except for the Russian delegation who abstained from 
voting. In 2018 and 2019 the GGE meetings were held bi-annually (although in 2019 the second meeting only consisted of two 
days rather than five).
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The debate on autonomous weapons focuses primarily on the ability of a weapon 
system to independently select and attack targets without human intervention.3 Hence, 
it does not revolve around functions such as autonomous navigation, take-off and 
landing, or even flight; at least in this context, these are considered less controversial 
or even generally acceptable.4 Rather, it focuses on so-called ‘critical functions’ that 
are identified as those functions that determine which target will be selected and the 
actual attack function that may result in the use of force.5 The possibility of losing 
control over these ‘critical functions’ has led many to fear that humans will no longer 
control technology, but rather that the technology will control humans.6

On the one hand, it is often recognized that emerging technologies in the conduct of 
war could make war more precise, thereby potentially reducing incidental injury and 
collateral damage (e.g. precision guided munitions vs. carpet bombing). On the other 
hand, dystopian scenarios in which machines become a dreadful threat to humanity are 
also at hand. These two views of the consequences of increasing autonomy in weapon 
systems affect the way autonomy is conceptualized and, in turn, influence tacit claims 
about what autonomous machines can and cannot do.7 They seem to implicitly shape 
much of the discourse on autonomous weapons.8 Simultaneously, many participants 
in the debate on autonomous weapons still struggle with the question: what are we 
talking about? Looking at the discourse, it seems far from clear what an autonomous 

3 This can be best illustrated by the annual reports produced by the CCW’s chairperson. The 2014 report summarized “[m]any 
interventions stressed the fact that, even if the elaboration of a definition was premature, some key elements appeared as 
pertinent to describe the concept of autonomy for LAWS, for example the capacity to select and engage a target without human 
intervention.” The 2015 report wrote “In the search for defining elements of LAWS, it may be useful to focus on the “critical 
functions” of selecting and attacking targets. […] further reflection is needed on how the context can affect human supervision with 
regard to the critical functions.” The 2016 report stated “It was proposed to consider systems as autonomous when they operate 
without human supervision from the moment of their activation. […] A number of delegations supported focusing exclusively on 
autonomy in the “critical functions” of a weapon system, such as the selection and engagement of a target.” The 2017 report 
reflects on “[t]he notions that human control over lethal targeting functions must be preserved”, and the 2018 report provides 
a number of proposed definitions of which one is “[a] system that can select and attack targets without human intervention”. 
Chairperson (2014) Report of the 2014 informal Meeting of Experts on Lethal Autonomous Weapons Systems (LAWS) p. 4; 
Chairperson (2015) Report of the 2015 Informal Meeting of experts on Lethal Autonomous Weapons Systems (LAWS). pp. 10-11, 
https://undocs.org/ccw/msp/2015/3. Chairperson (2016) Report of the 2016 Informal Meeting of experts on Lethal Autonomous 
Weapons Systems (LAWS). p. 7, https://www.unog.ch/80256EDD006B8954/(httpAssets)/DDC13B243BA863E6C1257FDB00380A8
8/$file/ReportLAWS_2016_AdvancedVersion.pdf. Chairperson (2017) Report of the 2017 Group of Governmental Experts on Lethal 
Autonomous Weapons Systems (LAWS) p. 7, https://bit.ly/2IE162h. Chairperson (2018) Report of the 2018 session of the Group of 
Governmental Experts on Emerging Technologies in the Area of Lethal Autonomous Weapons Systems. p. 12, https://www.unog.
ch/80256EDD006B8954/(httpAssets)/20092911F6495FA7C125830E003F9A5B/$file/CCW_GGE.1_2018_3_final.pdf.
4 UNIDIR (2014), Framing Discussions on the Weaponization of Increasingly Autonomous Technologies. p. 3, http://www.unidir.
org/files/publications/pdfs/framing-discussions-on-the-weaponization-of-increasingly-autonomous-technologies-en-606.pdf 
Nevertheless, some have called for an extension of this focus and include non-critical functions of weapons. Chris Jenks and Rain 
Liivoja (11 December 2018) ‘Machine autonomy and the constant care obligation’ ICRC Humanitarian Law and Policy, https://blogs.
icrc.org/law-and-policy/2018/12/11/machine-autonomy-constant-care-obligation/.
5 See, for example, ICRC (2014) Expert Meeting Autonomous Weapon Systems: Technical, military, legal and humanitarian aspects. 
p. 5, https://www.icrc.org/en/document/report-icrc-meeting-autonomous-weapon-systems-26-28-march-2014; Chairperson 
(2015) Report of the 2015 Informal Meeting of experts on Lethal Autonomous Weapons Systems (LAWS), p. 10.
6 See, for example, the statement made by German Foreign Minister Heiko Maas “Fundamentally, it’s about whether we control 
the technology or it controls us.” Andrea Shalal (15 March 2019) ‘World must keep lethal weapons under human control, Germany 
says’ news release Reuters, https://www.reuters.com/article/us-germany-arms-idUSKCN1QW2C0.
7 Robert R. Hoffman, et al. (2013) The Seven Deadly Myths of ‘Autonomous Systems’. IEEE Computer Society, p. 2.
8 Paul Scharre (2016) Autonomous Weapons and Operational Risk. Center for a New American Security, p. 3, https://s3.amazonaws.
com/files.cnas.org/documents/CNAS_Autonomous-weapons-operational-risk.pdf.
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weapon is and what it would be capable of. This becomes particularly clear within the 
international political realm.9

This chapter regards the international discourse between different actors by focusing on 
the linguistic indeterminacy of the terms that are used to debate autonomous weapon 
systems. It seems that a common vernacular is being developed to describe autonomous 
weapons, but of which the terms involved are not commonly understood. This significantly 
complicates the debate—both inside and outside the CCW context—and makes any 
attempts of proposing a definition that may find agreement amongst the relevant 
parties a futile endeavor. Although proposing a definition in the beginning chapters of 
this dissertation may seem a logical first step—many other publications begin by doing 
exactly that10—this chapter takes a more external perspective to illustrate how a common 
vocabulary may complicate the discourse on autonomous weapons when the terms 
involved lack consistent interpretations. This linguistic indeterminacy has not withheld 
States from claiming consensus on a number of fundamental points; in fact, it may even 
have facilitated the development of these two consensus claims:11 (1) International law 
applies to autonomous weapons, and (2) some form of human involvement is necessary 
to ensure the lawful use of autonomous weapons. This may seem a notable achievement, 
but the linguistic indeterminacies that exist in this context inevitably turn these professed 
commonalities amongst High Contracting Parties into empty—or at least weakened—
claims of consensus. This raises the question (which will be addressed accordingly in the 
following chapters): what do these claims actually mean?

It is not new to observe that participants in a political process (such as the process in the 
CCW framework) use vague terminology as a mechanism to reach political agreement, 
or for States to use a common language that is not mutually understood.12 Similar 

9 Nonetheless, these issues are not confined to the international political debates. They are also discussed in (academic) articles, 
(conference) papers, (governmental) reports and other papers in which authors use numerous different definitions and terms to 
describe autonomous weapons. The debate that takes place in these communities influences the debate within political bodies, 
and vice versa. Therefore, they all play a role in the discourse on autonomous weapons and the confusion that seems to occupy it.
10 See, for example, Schmitt who writes “[b]efore turning to the law, it is necessary to frame the issue definitionally.” Schmitt, 
however, does not explain why this is necessary. Michael N. Schmitt, ‘Autonomous Weapon Systems and International Humanitarian 
Law: A Reply to the Critics’ (2013) Harvard National Security Journal Feature, p. 3. See also Kenneth Anderson, et al., ‘Adapting the 
Law of Armed Conflict to Autonomous Weapon Systems’ (2014) 90 International Law Studies, pp. 386-411, p. 386; Joint Committee 
on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful Human Control, 
pp. 8-11.
11 The term ‘consensus claim’ was first used by Boer in the context of scholarly debates about cyber-attack in international law. 
While Boer examines what scholars invoke when referring to majority opinion and the effect of referencing these claims, this 
chapter refers to consensus claims made by High Contracting Parties in the context of the UN CCW debate (and reflected in the 
annual reports published by the chair of which the content is drafted and negotiated by the Parties). The reason for studying these 
claims here is to examine what States consider the core issues in debates about LAWS and, moreover, to use them as a starting 
point for this research (what do these claims actually mean?). Lianne J.M. Boer, ‘’The greater part of jurisconsults’: On Consensus 
Claims and Their Footnotes in Legal Scholarship’ (2016) 29 Leiden Journal of International Law, pp. 1021-1042.
12 As explained by Aalberts and Gammeltoft-Hansen “the power of language is common knowledge for both legal scholars and 
practising lawyers. Language and words, such as ‘war’ or ‘genocide’, produce distinct legal categories and effects. By labelling 
particular actions as (part of) an armed conflict, we enter into a different legal game, with specific rules of legal and illegal conduct.” 
Aalberts and Gammeltoft-Hansen 2018, p. 35.
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observations are made by Kennedy in his analysis of the legal language and the effect 
that this common vernacular has on the relationship between law and war in political 
intercourse. Kennedy provides an example of the term ‘perfidy’ by explaining that 
the U.S. military and those it has recently battled in Iraq, Afghanistan, and elsewhere 
have very diverging views about the meaning of the term.13 “Attacking from mosques 
dressing as civilians, recruiting suicide bombers – or bombing from thousands of feet, 
searching civilian homes, dividing the nation with cordons and checkpoints.”14 What 
Kennedy points out as striking is that, although enemies stigmatize one another as not 
sharing in civilization, they find themselves using the same vocabulary to dispute the 
appropriateness of military ends and means.15 Whereas Kennedy observes the effect of 
the language from an existing framework—i.e. the laws of war—this chapter will focus 
on the parameters of the autonomous weapons debate, that is, the language that is 
developed and used to describe autonomous weapons. Hence, this chapter will consist 
of an analysis of the discourse on autonomous weapons—both in the framework of the 
CCW as in (academic) articles, advisory or governmental reports and other papers that 
inform this debate—with a particular focus on the semantics.

The remainder of this chapter is structured as follows. The next section takes a general 
approach to debates at the international political level—particularly in the CCW—and the 
role of definitions. Section 3.3 will introduce the various emerging commonalities. First, it 
introduces the two fundamental consensus claims that this dissertation sets out to further 
examine in the next chapters. Second, it introduces the language that is most frequently 
used to define autonomous weapons. At first glance, the language and definition seem 
quite clear; however, upon further examination this common vernacular reveals a number 
of complications and inconsistencies. This will be the focus of section 3.4 in which I will 
address three popular terms, specifically, ‘autonomy’, ‘target selection and attack’ and 
‘human intervention.’ This section will illustrate that the terms discussed in this chapter, 
at first glance, seem to reflect common ground, while, upon further examination, they 
appear to be rather empty claims of consensus requiring further research. Finally, this 
chapter will be concluded.

13 Kennedy 2006, p. 3.
14 Ibid., p. 24.
15 Ibid., pp. 24-25.
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3.2 Definitional disputes at the international political level

The use of emotive terms such as ‘killer robots’ may well be criticized. However, 
the strength of the intuitive reactions that the use of LARs [Lethal Autonomous 
Robotics] is likely to elicit cannot be ignored. Deploying LARs has been depicted as 
treating people like ‘vermin’, who are ‘exterminated.’ These descriptions conjure 
up the image of LARs as some kind of mechanized pesticide.16

While this comment stems from a report that preceded (and perhaps initiated) international 
debates about autonomous weapons, it is already evident here that language (and emotions) 
may have a particularly powerful effect on this discourse. More importantly, with the 
presentation of Special Rapporteur Heyns’ report during the 23rd session of the Human Rights 
Council in May 2013 international political discussions about autonomous weapons effectively 
took off. A few months later, the issue of autonomous weapons was also discussed within the 
UN General Assembly First Committee on Disarmament and International Security. And in 
November 2013, the High Contracting Parties to the CCW adopted a report that included 
a mandate for the Convention to convene on 13-16 May 2014 to discuss questions related 
to Lethal Autonomous Weapons Systems (LAWS).17 The issue of LAWS has remained on the 
CCW’s agenda ever since.

The CCW is an umbrella agreement that provides a framework for discussing prohibitions or 
restrictions on the use of certain conventional weapons since 1980. The chapeau Convention 
and the annexed Protocols focus on the use of specific types of weapons that are considered to 
cause unnecessary or unjustifiable suffering to combatants or affect civilians indiscriminately.18 
Over the past decades, the Parties to the CCW discussed a number of conventional weapons, 
such as mines, cluster munitions, incendiary weapons, and blinding laser weapons. Since 1980, 
five Protocols have been annexed to the Convention. These Protocols restrict or prohibit the 
use of non-detectable fragments (Protocol I), mines, booby-traps and other devices (Protocol 
II), incendiary weapons (Protocol III), blinding laser weapons (Protocol IV) and explosive 
remnants of war (Protocol V). So far, the issue of LAWS has been discussed in informal meetings 
of experts under the auspices of the CCW (2014-2016) and in the form of an open-ended 
Group of Governmental Experts (2017 onwards). At first glance, the meetings concerning 
LAWS are not too different from the other debates that have taken place at the CCW. LAWS 
even raise some of the same issues as the contested landmines covered by Protocol II and the 
Ottawa Convention. For example, it could be said that, once activated, both landmines as well 

16 Christof Heyns (2013) UNGA HRC Report of the Special Rapporteur on extrajudicial summary or arbitrary executions. UNGA 
Human Rights Council, pp. 17-18.
17 CCW (2013) Meeting of the High Contracting Parties to the Convention on Prohibitions or Restrictions on the Use of 
Certain Conventional Weapons Which May Be Deemed to Be Excessively Injurious or to Have Indiscriminate Effects. 
CCW/MSP/2013/CRP.1., para 32
18 United Nations Office at Geneva, The Convention on Certain Conventional Weapons. https://www.unog.ch/80256EE600585943/
(httpPages)/4F0DEF093B4860B4C1257180004B1B30?OpenDocument.
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as LAWS function without further human intervention. Several commentators have hinted at 
the similarities, while others argue that the two are fundamentally different or, at least, that a 
landmine is a stretch from an autonomous weapon.19 A lot of this debate comes down to the 
question: what is an autonomous weapon?

CCW mandates discussing LAWS describe these weapons as emerging technologies, because 
debates on LAWS are—at least initially—based on the premise that LAWS do not yet exist 
(thereby also excluding landmines from the debate).20 Although debating weapons that 
do not yet exist is rare, it is not unheard of within international politics. The CCW’s fourth 
Protocol banning blinding lasers is an example of a weapon that was pre-emptively banned. 
This discussion began in the mid-1970s when Sweden argued that the use of these weapons 
would lead to unnecessary suffering of enemy soldiers and should therefore be unlawful under 
customary law.21 Thus, the use of laser weapons specifically designed to cause permanent 
blindness was banned (in the fourth Protocol) before they were produced.

The difference, however, between discussing blinding laser weapons and autonomous weapons 
is that discussants may be much more capable to conceive the potential consequences of a 
laser weapon that causes permanent blindness than understand the potential consequences 
of increasingly autonomous weapon systems that may cause all kinds of effects. For instance, 
an autonomous weapon might take the shape of a weapon that is capable of responding to 
a specific pre-programmed threat within strictly constrained operational bounds in terms of 
time and space, such as a defensive, stationary, ground system that only initiates an attack 
when it recognizes an incoming missile or an armed convoy within the pre-programmed 
settings. But an autonomous weapon may also be an offensive, mobile, aerial system that 
responds to any legitimate military objective it encounters over an unspecified area (maybe 
even across borders) with the possibility to choose from a range of weapons (e.g. precision 
guided munitions or dumb bombs and lethal or non-lethal weapons). Add to that the image of 
autonomous weapons “as some kind of mechanized pesticide” treating people like ‘vermin’,22 
and what we may imagine autonomous weapons to be seems almost limitless.

19 Special Rapporteur Christof Heyns made the comparison on his report on Lethal Auotnomous Robotics arguing that “[m]achines 
lack morality and mortality, and should as a result not have life and death powers over humans. This is among the reasons landmines 
were banned. Heyns (2013) UNGA HRC Report of the Special Rapporteur on extrajudicial summary or arbitrary executions, p. 
17.While it is quite common to point out the similarities, some authors are critical of this comparison. For example, Krishnan points 
out that mines are different from autonomous weapons in that mines are not intelligent. And Nash, Bolton and Moyes argue that 
landmines are a stretch from autonomous weapons. John Lewis, ‘The Case for Regulating Fully Autonomous Weapons’ (2015) 124 
Yale Law Journal, pp. 882-1345. Armin Krishnan, Killer Robots: Legality and Ethicality of Autonomous Weapons (Surrey: Ashgate 
Publishing Limited, 2009), p. 33. Jack M. Beard, ‘Autonomous Weapons and Human Responsibilities’ (2014) 45 Georgetown Journal 
of International Law, pp. 617-681, p. 630. Marco Sassoli, ‘Autonomous Weapons and International Humanitairan Law: Advantages, 
Open questions and Legal Isssues to be Clarified’ (2014) 308 International Law Studies, pp. 308-340, p. 314. Matthew Bolton, et al., 
‘Ban autonomous armed robots.’ Article 36, http://www.article36.org/statements/ban-autonomous-armed-robots/.
20 Throughout the debate, this premise was scrutinized and existing systems with autonomy in their critical functions entered the 
debate. This is a matter that will be further analyzed later.
21 Mines Action Canada (2014), Lessons from Protocol IV on Blinding Laser Weapons for the Current Discussions about 
Autonomous Weapons. p. 2, https://bankillerrobotscanada.files.wordpress.com/2014/05/international-piv-memo-final.
pdf.
22 Heyns (2013) UNGA HRC Report of the Special Rapporteur on extrajudicial summary or arbitrary executions, pp. 17-18.
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This allows for a wide range of weapons and applications of autonomy or methods of Artificial 
Intelligence (e.g. automation, learning, self-adaptation)23 to enter the debate, causing the 
discourse about autonomous weapons to quickly turn into a manifestation of the circular 
argument between technological optimists and pessimists, both trying to proof their own 
theory about the future of autonomous technology. There seems to be no agreement as 
to what can be expected from this trend. As a result, different terms are being proposed as 
the object of discussion.

Debates about definitions to describe weapons systems that may be banned or restricted in 
some way are always contentious. This may be illustrated by earlier CCW processes—such 
as the CCW talks on cluster munitions in 2008 in which the development and negotiation 
of the definition was almost certainly the most challenging aspect.24 In these sessions the 
Russian Federation focused its opening statement on the obstacles to negotiating a cluster 
munitions proposal due to the lack of a definition of the weapon.25 As a consequence, 
Denmark asked the Russians to facilitate discussions of experts to develop one and, even 
though Russia seemed reluctant to do so, they engaged in talks.26 The result was a definition; 
however, it was a definition that contained no less than 20 sets of square brackets indicating 
competing views.27 The idea that this draft definition with dozens of brackets was in any 
sense ‘agreed’ was of course absurd.28 This is only one example of negotiating definitions 
in the framework of the CCW, but it may demonstrate that even if the weapon system, its 
characteristics and its use is known to those negotiating a treaty, there is no agreement 
when it comes to defining the weapon. What weapons are captured by the definition and 
what weapons will be exempt?

Similar problems arise during the CCW meetings on LAWS during which States Parties point 
out the issue of a definition regularly. Every year, delegations engage in the same debate 
where some States Parties suggest that a clarification is necessary, while others indicate 
that it is too early to engage in such a negotiation.29 Unsurprisingly, the High Contracting 
Parties to the CCW associate the process of agreeing on a definition to negotiations of a 

23 For more information on the different applications of autonomy see Leon Kester (11 April 2016) Mapping Autonomy. Presented 
at the United Nations CCW informal Meeting of Experts on LAWS, Geneva https://www.unog.ch/80256EDD006B8954/(httpAssets)
/29374C7829F996D1C1257F9B004A7540/$file/2016_LAWS+MX+Presentations_MappingAutonomy_Kesternote.pdf.
24 Stephen Goose, ‘Cluster Munitions in the Crosshairs: In Pursuit of a Prohibition’, in Jody Williams, Stephen Goose and Mary 
Wareham (eds.), Banning Landmines. Disarmament, Citizen Diplomacy, and Human Security (Lanham: Rowman & Littlefield 
Publishers Inc, 2009), p. 233.
25 John Borrie, Unacceptable Harm: A History of how the Treaty to Ban Cluster Munitions was Won (Geneva: United Nations 
Publications, 2009), pp. 201-202.
26 Ibid.
27 Ibid.
28 Ibid. For more information on the practice of “bracketing” see Annelise Riles, ‘Infinity within the Brackets’ (1998) Paper 783 
Cornell Law Faculty Publications, pp. 378-398.
29 Primarily based on personal observations during the (bi-)annual meetings of experts, but also retraceable in some of the publicly 
available sources including reports and statements. See, for example, Chairperson (2014) Report of the 2014 informal Meeting of 
Experts on Lethal Autonomous Weapons Systems (LAWS) , para 17 Chairperson (2017) Report of the 2017 Group of Governmental 
Experts on Lethal Autonomous Weapons Systems (LAWS) p. 7.
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potential Treaty or Protocol. Thus, negotiating, or even just debating, a definition within 
such a political body—of which its purpose is to ban or restrict the use of certain types 
of weapons—may not merely be a means to gain a clearer understanding of autonomous 
weapon systems. It may also mean that the Parties are entering a stage in which they are 
debating potential law. There may, therefore, be reason enough for States to postpone 
these negotiations, prefer a vague definition, or even deliberately confuse the debate to 
keep it from progressing into a more formal stage.

After two years of debating definitions of LAWS and concepts such as autonomy, automation, 
self-governance, Artificial Intelligence, and meaningful human control, the chairman 
of the 2016 informal meetings decided to plan a whole day of expert presentations and 
interventions working ‘Towards a Working Definition’. The response was, not surprisingly, 
controversial. Whereas many shared the need for a common definition or understanding of 
LAWS, States did not agree on what a LAWS would constitute. After the 2016 meeting, the 
‘working definition’ never made its re-appearance on the CCW’s agenda of work.30 However, 
definitional disputes continued to occupy a central part of the discussions that were to 
follow. These contrasting views will be further discussed in the next parts in which I will 
illustrate that a seemingly common vernacular is being developed, but of which the terms 
involved are not commonly understood.

3.3 Finding ‘common ground’

The CCW currently has a total of 121 States Parties. In the first meeting on LAWS in 2014, 
a total of 87 States participated; in subsequent meetings the number of participating 
States remained similar. Needless to say, coming up with a consensus on a definition of 
autonomous weapons or even the identification of the main issues of the debate that will 
find agreement amongst all (or even most) participating States is a multifaceted challenge. 
The next paragraphs will discuss the search for emerging commonalities and the path to a 
common vernacular to describe autonomous weapons.

3.3.1 Emerging commonalities: Introducing two consensus claims

Every year, States engage—at least once and sometimes twice—in discussions in order to 
identify emerging commonalities, conclusions and recommendations resulting from that 
year’s meetings. The results of these discussions are typically published in annual reports 
at the end of each (last) meeting. Although part of the report is the chair’s summary, so far 

30 Under the new chairs (Indian ambassador Gill and Mr. Ljupčo Jivan Gjorgjinski, Minister Counsellor, Chargé d’affaires a.i. of North 
Macedonia) definitional disputes continue to occupy many sessions, but may be particularly prominent in the sessions regarding 
characteristics of the systems under consideration.
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every report includes a section that is agreed upon by all the States Parties. As such, these 
sections are intended to reflect commonalities. These commonalities change over time 
and in some reports they are more elaborate than others. For instance, the 2018 report is 
quite elaborate (having four pages) compared to the earlier reports (having little over one 
page). However, this increase in length is, seemingly, at the expense of some of the agreed 
language, resulting into even more watered-down texts. To illustrate, instead of the usual 
heading referring to ‘conclusions and recommendations’, the heading in the 2018 report 
adds the term ‘Emerging commonalities’ and referred to ‘Possible Guiding Principles’. 
Furthermore, the added sections regularly referred to ‘some delegations’ or merely 
‘delegations’ to refer to contested rather than shared views amongst the various States. 
Based on observations of the discussions held during the CCW meetings between 2014 and 
2019,31 two main points of consensus underlying many of the more specific conclusions and 
recommendations of the annual reports may be identified: (1) International law applies to 
autonomous weapons, and (2) some form of human involvement is necessary to ensure the 
lawful use of autonomous weapons. Both these statements have found agreement amongst 
all States Parties from the first until the most recent meeting.32

#1: ‘International law applies to autonomous weapons’
As is common in international politics, consensus statements are often broad and vague. 
The first consensus statement ‘international law applies to autonomous weapons’ is no 
different. The term ‘international law’ may refer to a variety of more specific legal regimes 
and sources, possibly referring to the Law of Armed Conflict, International Human Rights 
Law, and the UN Charter. However, most often, especially in the CCW context, references are 
made to the Law of Armed Conflict, specifically targeting law (distinction, proportionality, 
and precautions). The reasons for this focus may be twofold. On the one hand, it may be 
a reflection of the objectives and purposes of the Convention itself (restrict the type of 
weapons permitted in armed conflict).33 On the other hand, the focus on the Law of Armed 
Conflict (LOAC) may also be reflective of the primary concern that these weapons may be 
used for targeting purposes.

Although other commonalities might be identified, they can often be included under one 
(or both) of these two consensus statements. For example, responsibility is also a recurring 
theme; one that is often phrased in relation to international (humanitarian) law and the 

31 I have conducted field research during the UN CCW meetings on LAWS in the period between 2015 and 2019. The 2014 meeting 
was analyzed by examining the various statements, reports, working papers and press reports that resulted from the meetings. For 
more information on the methods adopted in this research, see chapter 2 of this dissertation.
32 As the meetings evolved, other topics could be included on this list (e.g. dual-use nature, need to continue discussions, 
accountability). As such, I do not argue these two consensus claims are exhaustive, nor do I mean that these two statements 
are the sole output from these ongoing discussions. Nonetheless, many later arguments could be traced to one or both of these 
statements.
33 More specifically, the aim of the Convention is “to ban or restrict the use of specific types of weapons that are considered to 
cause unnecessary or unjustifiable suffering to combatants or to affect civilians indiscriminately.” United Nations Office at Geneva, 
The Convention on Certain Conventional Weapons.
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human element:

Responsibility for the development of any weapons system in armed conflict 
remains with States. States must ensure accountability for lethal action by any 
weapon systems used by the State’s forces in armed conflict in accordance with 
applicable international law, in particular international humanitarian law. The 
human element in the use of lethal force should be further considered.34

#2: ‘Some form of human involvement is necessary to ensure the lawful use of autonomous 
weapons’
This brings us to the second consensus statement ‘some form of human involvement is 
necessary to ensure the lawful use of autonomous weapons’. The human role is one of the 
most contested and discussed topics in all CCW meetings (see also the section on ‘human 
intervention’). It is a recurring theme in many—if not all thematic sessions—for instance, in 
the technology discussions (e.g. how can the design allow for appropriate human-machine 
interaction?), the legal debates (e.g. is human control a requirement under international 
law?), the ethical debates (e.g. is delegating the decision to kill from humans to machines 
immoral?), and, as explained in this chapter, it is also a fundamental part of the most 
commonly used definition of an autonomous weapon (a weapon that is capable of selecting 
and attacking targets without human intervention).

To the extent that there is any consensus amongst States, academia, NGOs and other 
commentators involved in diplomatic efforts under the auspices of the CCW (beyond #1 
international law applies to autonomous weapons), it seems to be grounded in the idea 
that all weapons should be subject to ‘meaningful human control’ (or a similar standard).35 
This intuitively appealing concept immediately gained traction, although at a familiar legal-
political cost: nobody knows what the concept actually means in practice.36

34 Chairperson (2018) Report of the 2018 session of the Group of Governmental Experts on Emerging Technologies in the Area of 
Lethal Autonomous Weapons Systems, p. 4.
35 Crootof 2016, p. 53. The concept of meaningful human control (MHC) is buttressed by over two-dozen States. During the 
2018 UN CCW meetings on LAWS at least Pakistan, Republic of Korea, Turkey, South Africa on Behalf of the African Group, 
Austria, Netherlands, Estonia, Kazakhstan, Brazil, Egypt, New Zealand, China, Russia, Chile, Sweden, Ireland, Japan, Belgium, and 
Luxembourg used the term MHC to refer to the human-machine relationship and its importance in current discussions. In previous 
years, the following countries endorsed the concept of MHC: Germany, Argentina, Australia, Canada, Croatia, Czech Republic, 
Denmark, Greece, Poland, South Africa, and Zimbabwe. See also Lewis, et al. (2016) War-Algorithm Accountability., Appendix II.
36 The fact that these conceptualizations are typically not driven by one shared motivating factor is certainly a contributing factor to 
the continuing ambiguity associated with meaningful human control. Various motivations underlie the concept’s development. For 
example, to some, meaningful human control is driven chiefly by moral reasons. Santoni di Sio and van den Hoven 2018. For others, 
the call for meaningful human control is primarily motivated by legal incentives, such as Switzerland’s compliance-based approach. 
Switzerland (2016) Towards a “compliance-based” approach to LAWS. And sometimes it is described in terms of operational control 
in military practice. Roorda 2015. On top of that, the concept is also regularly related to different actors (operators, commanders, 
engineers), subjects (control over the weapon, over individual attacks, or over the targeting process), and time frames (during 
weapon development and/or use). Although table 1 does not provide a comprehensive overview of all these different dimensions 
and their interplay, it is important to be aware of their existence as they demonstrate the further complications associated with 
defining meaningful human control in this context.
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Consensus statements as a ‘common language’ not commonly understood
The fact that States Parties have reached formal consensus on these statements for several 
years in a row does not mean that these are well developed and commonly understood 
concepts. Considering the linguistic indeterminacy that seems to permeate these discussions, 
can these commonalities really be qualified as consensus statements, or would they be 
better described as empty consensus claims? Regardless, these consensus claims require 
further scrutiny, which will be given accordingly in the next chapters of this dissertation. The 
following sections of this chapter will focus on the path towards this common vernacular 
and the consequences of linguistic indeterminacy on the autonomous weapons debates.

3.3.2 The path to a common vernacular to describe autonomous weapons

As explained in section 3.2, finding agreement on a definition within an international 
political body like the framework of the CCW is a long and complex exercise, compounded 
by the fact that independent experts, research organizations, think tanks, non-governmental 
organizations and the media also influence the discourse. These experts may exercise 
remarkable power in the political process, potentially causing further fragmentation of, what 
Kennedy describes as, the already chaotic political order.37 Nonetheless, the complexity of 
the issue of autonomous weapons seems to require the sharing of expertise from different 
fields; the chatter of diplomats in official meeting rooms may not suffice in addressing the 
issue comprehensively.

Considering this, the influence of this global group of experts may be a double-edged sword. 
On the one hand, these different actors bring expertise, knowledge and prowess to the 
table. On the other hand, they add even more perspectives, ideologies, (cognitive) biases, 
terminology and interpretations to the discourse. For example, a frequently asked question 
is: do autonomous weapons exist? Although the mandate to discuss these systems explicitly 
refers to them as ‘emerging technologies’, the views on whether these technologies already 
exist diverge. Human Rights Watch, for instance, claimed in their first report in 2012 that 
“‘Killer robots’—fully autonomous weapons that could select and engage targets without 
human intervention—could be developed within 20 to 30 years.”38 Thus, according to 
Human Rights Watch, these weapons do not yet exist. Similarly, the U.S. maintains “[w]e 
also want to be clear that we are here to talk about future weapons […] Therefore, we are 
not referring to remotely piloted aircraft, which as their name implies are not autonomous 

37 According to Kennedy, States share the global political system with innumerable actors from local constituencies, private and 
corporate actors, various transnational networks and institutions and religious and other groups that are all part of the political 
context that takes place in a chaotic political environment. As a result, Kennedy argues, “the international political order is 
fragmented and chaotic.” Kennedy 2006, pp. 13-26. [quote on pp. 20-21].
38 Bonnie Docherty (2012) Losing Humanity: The Case Against Killer Robots. Human Rights Watch and Harvard Law School 
International Human Rights Clinic, p. 20.
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weapons, or other existing weapons systems.”39 According to France too, “LAWS do not exist 
to date.”40 Nevertheless, more recent debates increasingly address existing weapon systems 
with autonomous capabilities. For instance, the ICRC argues that “[i]t would be most helpful 
to ground discussions on autonomous weapon systems on current and emerging weapon 
systems that are pushing the boundaries of human control over the critical functions.”41 
In March 2016 the ICRC organized a two-day expert meeting on autonomous weapons 
discussing a range of existing weapons with autonomous capabilities, such as certain 
missile and rocket defense weapons, vehicle active protection weapons, anti-personnel 
sentry weapons, sensor fused munitions, loitering munitions and a number of torpedoes 
and encapsulated torpedo mines.42 Both the ICRC as well as HRW define an autonomous 
weapon as any weapon system with autonomy in its critical functions of target selection and 
attack.43 But, whereas HRW claims that these weapons do not yet exist, the ICRC points out 
that examples of existing weapons with autonomy in their critical functions already exist 
and that including these current examples in a (broad) definition enables consideration to 
be given to experience of existing weapon systems with autonomy and to lessons learned.44

Both views are shared by a number of High Contracting Parties—the former by States 
such as France and the U.S. and the latter by States as Switzerland and the Netherlands.45 
Both HRW and the ICRC are well-respected organizations and their expert views matter. 
Nevertheless, their diverging views on the state of the technology can complicate the debate 
between States on a very fundamental basis. In autonomous weapons debates—more than 
in other disarmament debates such as landmines and cluster munitions—it seems that 
Parties cannot agree on the type of weapons they are talking about.46 With existing systems 

39 All statements and papers are available at the website of the CCW <http://www.unog.ch/>. References to specific statements 
or papers will be provided accordingly. Michael W. Meier (11 April 2016) U.S. Delegation Opening Statement. Presented at 
the The Convention on Certain Conventional Weapons Informal Meeting of Experts on Lethal Autonomous Weapons Systems, 
Geneva http://www.unog.ch/80256EDD006B8954/(httpAssets)/EFF7036380934E5EC1257F920057989A/$file/2016_LAWS+MX_
GeneralExchange_Statements_United+States.pdf.
40 France (11-15 April 2016) Non Paper: Characterization of a LAWS. Presented at the Convention on Certain Conventional Weapons 
Meeting of experts on Lethal Autonomous Weapons Systems, Geneva http://www.unog.ch/80256EDD006B8954/(httpAssets)/5FD
844883B46FEACC1257F8F00401FF6/$file/2016_LAWSMX_CountryPaper_France+CharacterizationofaLAWS.pdf.
41 ICRC (13 April 2015) Statement of the ICRC. Presented at the Convention on Certain Conventional Weapons Meeting of Experts 
on Lethal Autonomous Weapons Systems, Geneva https://bit.ly/2IJsY5r.
And ICRC (11 April 2016) Statement of the ICRC. Presented at the Convention on Certain Conventional Weapons Meeting of Experts 
on Lethal Autonomous Weapons Systems, Geneva https://bit.ly/2DfPG1i.
42 Interestingly, the United States presented existing weapon systems, including the C-RAM in 2018, twice in the context of the CCW. 
Sweden too presented existing weapons systems, including the BONUS system in 2018. The only publicly available presentation is 
the U.S. presentation on the C-RAM. United States (2018), CCW GGE: U.S. Slide Presentation – Counter Rocket, Artillery and Mortar 
System (C-RAM).
43 ICRC (2016) Expert Meeting: Autonomous Weapon Systems: Implications of increasing autonomy in the critical functions of 
weapons, p. 8.
44 Ibid., pp. 8-9. See also: ICRC (2016) Statement of the ICRC.
45 Reto Wollenmann (12 April 2016) A purpose-oriented workign definition for autonomous weapons systems. Presented at the 
Meeting of Experts of the Convention on Certain Conventional Weapons, Geneva http://www.unog.ch/80256EDD006B8954/
(httpAssets)/A204A142AD3E3E29C1257F9B004FB74B/$file/2016.04.12+LAWS+Definitions_as+read.pdf. Statement of the 
Netherlands not publicly available and based on participant observation during the meeting. Government of the Netherlands 
(2016), Government response to AIV/CAVV advisory report no. 97, Autonomous weapon systems: the need for meaningful human 
control.
46 This is different from the usual definitional debates about what exact weapons are within or outside a definition.
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being dismissed by one category and future systems being the subject of speculation, these 
debates lack a fundamental focus, a much-needed baseline for discussions.

Furthermore, the above example may also illustrate that a common vocabulary is used to 
describe autonomous weapons. Both the ICRC and HRW use very similar terms to describe 
(potentially different) autonomous weapons in the same discourse—that is the LAWS 
discourse in the CCW. The terms they use are recurring throughout the entire parlance, 
either within the CCW or outside its realm (in academic articles, governmental reports, 
policy papers etc.). Some further comparisons between proposed definitions will follow.

The first governmental policy that spoke of autonomous weapons was the U.S. DoD 
Directive 3000.09, published in November 2012 (and updated in 2017).47 The Directive 
describes an autonomous weapon system as “[a] weapon system that, once activated, 
can select and engage targets without further intervention by a human operator.”48 The 
exact same definition is used by United Nations Special Rapporteur Christof Heyns in his 
report on Lethal Autonomous Robotics.49 The Campaign to Stop Killer Robots describes 
(fully) autonomous weapons as “robotic weapons [that] would be able to choose and fire 
on targets on their own, without any human intervention.”50 Furthermore, the ICRC has 
suggested “that ‘autonomous weapon systems’ is an umbrella term encompassing any 
weapon system that has autonomy in the ‘critical functions’. That is, a weapon system that 
can select […] and attack […] targets without human intervention.”51 The aforementioned 
definitions have been influential in the discourse on autonomous weapons, because they 
have been proposed by influential actors, from an early stage of deliberations, and they have 
many similarities. Frequently used terms are ‘autonomy’, ‘target selection’ and ‘attack’52 
and ‘human intervention’. This common vocabulary resulted in a definition that is most 
broadly used by the international community to describe autonomous weapon systems. 
Mostly, autonomous weapons are defined as weapons that are capable of selecting and 
attacking targets without human intervention.53 The main focus within this definition lies 
on the so-called ‘critical functions’ of target selection and attack and the absence or lack of 
human intervention in relation to the system’s autonomy.

47 So far, only the United States and the United Kingdom published policies that specifically address the issue of autonomous 
weapons. 
48 United States Department of Defense (2012), Directive 3000.09 Autonomy in Weapon Systems. p. 12. United States Department 
of Defense (2012, incorporating change 1, May 8, 2017), Directive 3000.09 Autonomy in Weapon Systems.
49 Heyns (2013) UNGA HRC Report of the Special Rapporteur on extrajudicial summary or arbitrary executions, p. 1.
50 Campaign to Stop Killer Robots, Learn.
51 ICRC (2016) Expert Meeting: Autonomous Weapon Systems: Implications of increasing autonomy in the critical functions of 
weapons, p. 8.
52 Together they (i.e. select and attack) are also called ‘critical functions’ by the ICRC, ‘choose’ and ‘fire’ by the Campaign to Stop 
Killer Robots, and ‘select’ and ‘engage’ by the United States and Heyns. Nonetheless, actors and organizations use the terms 
interchangeably.
53 This can be best illustrated by the annual reports produced by the CCW’s chairperson. See for a full reference of these statements 
footnote 8.
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The emergence of this common vocabulary may be an interesting and notable achievement; 
however, that this vocabulary itself is a pluralistic one is potentially troubling.54 Whereas this 
definition, at first glance, seems to clarify what an autonomous weapon is or could be, further 
examination of this definition and its use reveals a number of complications. The terms are 
fluid and pluralistic; hence, they are surrounded by confusion often resulting in lengthy 
semantic disputes. What do terms such as ‘autonomous’, ‘select and attack’ and ‘human 
intervention’ mean? They are sometimes part of broader concepts; they are subjected to 
the logical fallacy of equivocation; they may have diverging meanings throughout different 
disciplines; they often have different labels that are used interchangeably; and some are 
just inherently complex. In the following section, I will elaborate upon these most debated 
terms: ‘autonomy’, ‘target selection and attack’, and ‘human intervention’.

3.4 Differences without distinction and distinction
 without difference

3.4.1  Autonomy

The term autonomy generates the most intricate, emotionally-laden and connotation-
loaded debates. “There is a myth that autonomy is some single thing and that everyone 
understands what it is.”55 The word autonomy is employed with different meanings and 
intentions and may be viewed from many different angles.56 For example, autonomy, as 
described by the Stanford Encyclopedia of Philosophy (as well as the Cambridge and Oxford 
dictionaries), refers to self-governance, the capacity to be one’s own person and to live 
one’s life according to reasons and motives that are taken as one’s own.57 This description 
of autonomy is derived from the combination of the Greek terms signifying self (auto) 
governance (nomos).58 However, autonomy also has another sense in everyday usage, that 
is, the capability for unsupervised operation.59 Both of these descriptions of autonomy are 
used in the discourse on autonomous weapons. On the one hand, images of self-governing 
robots are used to describe or picture LAWS—such as the dystopian ‘Terminator’ scenario 
of a humanoid machine independently selecting and attacking targets in a dynamic and 
complex urban environment for reasons of its own. On the other hand, it seems relatively 

54 See also Kennedy on the emergence of a common legal vocabulary. Kennedy 2006, p. 42. From another perspective, having vague 
and pluralistic terms can also be considered a common strategy to enable political agreement. For the purposes of this dissertation, 
however, pluralistic terms may be considered problematic because—at least in this context—they seem to hinder meaningful 
discussion on the core issues of lethal autonomy. For example, what is the value of consensus claims if those making them do not 
fully grasp what they mean?
55 Hoffman, et al. (2013) The Seven Deadly Myths of ‘Autonomous Systems’, p. 2.
56 Ibid.
57 While both this dissertation as well as CCW debates do not specifically go into pure philosophical debates about weapons 
autonomy, language and terminologies stemming from that field are certainly part of the debate.
58 Hoffman, et al. (2013) The Seven Deadly Myths of ‘Autonomous Systems’, p. 2.
59 Krishnan 2009. 
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clear to the Parties to the CCW that the ‘Terminator’ is not a realistic scenario and that 
notions of machines having free will should perhaps not be the focus of the debate. 
Nonetheless, there seems to be no common baseline of understanding what a LAWS 
constitutes.

Diverging notions of autonomy do not end here. When autonomy is elucidated it is mostly 
explained or referred to as being either ‘automation’, ‘learning’ (or ‘machine learning’, 
‘deep learning’, or ‘self-learning) or some (other) form of ‘Artificial Intelligence’ (or 
‘intelligence’).60 Examples can be found throughout the entire discourse. One example 
originates from a scholarly article in which the author reserves the word ‘autonomous’ to 
explain “LARs [Lethal Autonomous Robots] that learn, and are able to target individuals 
and other military objectives that may not emit signals or travel at particular speeds or 
trajectories [that] would require a meaningful level of artificial intelligence.”61 The author 
specifically refers to ‘learning’ and levels of ‘Artificial Intelligence’.62 Another example 
indicating that learning or (artificial) intelligence is a necessary asset of an autonomous 
weapon can be found in a U.S. Air Force publication in which it is explained that in order to 
achieve autonomy a system must “have a set of intelligence-based capabilities that allow it 
to respond to situations that were not programmed or anticipated in the design.”63 Similarly, 
in the U.K. Joint Doctrine Note 2/11 (replaced in 2017) autonomy is related to (human) 
intelligence in that autonomous systems “must be capable of achieving the same level 
of situational understanding as a human” and they “will, in effect, be self-aware”.64 Both 
governmental documents relate autonomy to intelligence; but not everyone may consider 
them as one and the same. Ironically, a researcher of the U.S. Air Force Research Lab points 
out that this is a faulty comparison as “many stupid things are quite autonomous (bacteria) 
and many very smart things are not (my 3 year old daughter seemingly most of the time).”65

Others explain autonomy in terms of ‘automation’ or some form of (pre-)programming 
of a set of rules into a machine making it capable of independently responding to inputs 
from sensors by following that pre-defined set of rules to provide an outcome. The term 
‘automation’ is often used to imply a more simplistic system, whereas the latter two terms 

60 Another application of autonomy would be ‘self-adaptation. The term self-adaptation is relatively new to the discourse and has 
only recently received more attention. Kester (2016) Mapping Autonomy.
61 Roff 2014, pp. 211-213.
62 The terms are far from agreed, subsequently, causing debates about ‘Artificial Intelligence’ and ‘learning’ to turn into 
anthropomorphic debates within which many competing definitions and theories of intelligence lead to connotation-loaded and 
emotionally-laden controversy. Luke Muehlhauser and Louie Helm, ‘The singularity and machine ethics’, in Amnon Eden, et al. 
(eds.), Singularity Hypotheses: A sicentific and philosophical assessment (Berlin: Springer, 2012), p. 103.
63 United States Air Force Office of the Chief Scientist (2015), Autonomous Horizons: System Autonomy in the Air Force - A Path to 
the Future. p. 4, http://www.af.mil/Portals/1/documents/SECAF/AutonomousHorizons.pdf?timestamp=1435068339702
64 It bears emphasis that this publication was replaced by Joint Doctrine Publication 0-30.2 in August 2017 and that the former 
publication is no longer authoritative. The JDP no longer holds references to autonomy as creating self-aware systems with human 
level situational understanding. United Kingdom Ministry of Defence (2011), Joint Doctrine Note 2/11: The UK Approach to 
Unmanned Aircraft Systems., para 206
65 Bruce T. Clough (2002) Metrics, Schmetrics! How The Heck Do You Determine A UAV’s Autonomy Anyway. Air Force Research 
Laboratory, p. 1.



WHY IT IS SO HARD TO TALK ABOUT ‘AUTONOMOUS WEAPONS’ 73

3

are used to refer to more complex technologies. The term automation is then reserved 
for rule-based systems, where the computer program simply follows a set of predefined 
instructions about how to behave in a particular situation. Rather than self-governance 
or free will, these types of autonomous or automated systems (the terms are often used 
interchangeably) are expected to behave exactly as programmed (typically in a relatively 
structured environment). This understanding of pre-programmed autonomy can, for 
example, be found in an advisory report to the government of the Netherlands in which an 
AWS is described as “[a] weapon that, without human intervention, selects and engages 
targets matching certain predefined criteria, following a human decision to deploy the 
weapon on the understanding that an attack, once launched, cannot be stopped by human 
intervention.”66 This understanding of autonomy is also presented in expert panels during 
the CCW expert meetings, such as the presentation delivered by Colonel (ret.) Richter who 
stated that “[o]ne commonality of AWS is that they engage targets or groups of targets 
which have been preselected by humans—either specifically or as a general class—while 
the machines or munitions fulfill their tasks in an autonomous mode once they have been 
fired, released or deployed.”67 Some may say these systems have an early form of Artificial 
Intelligence (AI), while others may reserve the term AI for more complex systems.68 The 
rapid pace of development in the field of Artificial Intelligence has led to constant changes 
in the standard for systems being considered intelligent.69 As a result, the terms Artificial 
Intelligence (or intelligence) and autonomy are often used without distinction or applied 
arbitrarily in debates about autonomous weapons systems. With the term autonomy 
hijacking the disarmament debate, it is often unclear to what types of technologies 
participants are referring.

Under the chairmanship of Indian ambassador Amandeep Gill, the GGE meetings in 2017 
and 2018 aimed at increasing delegates’ understanding of the technologies associated 
with LAWS. Some delegates argue that inviting various engineers and AI experts from 
leading companies, such as Google DeepMind, to the GGE meetings resulted in a better 
understanding of the various technologies70—with at least a fair amount of participants 
to the CCW understanding the basic difference between intelligence and autonomy. As 
UNIDIR (a UN research institute) describes it: whereas intelligence is a system’s ability to 
determine the best course of action to achieve its goals, autonomy is the freedom a system 
has in accomplishing its goals.71

66 Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful 
Human Control, p. 11.
67 Wolfgang Richter (14 April 2015) Technical Issues: Military rationale for autonomous functions in weapons systems (AWS). 
Presented at the CCW Informal Meeting of Experts on Lethal Autonomous Weapons Systems, Geneva https://www.unog.
ch/80256EDD006B8954/(httpAssets)/16C9D6BFA43D95B3C1257E5900452E5E/$file/2015_LAWS_Richter-PP-corr.pdf.
68 Scharre and Horowitz (2018) Artificial Intelligence: What Every Policymaker Needs to Know, p. 4.
69 UNIDIR (2018), The Weaponization of Increasingly Autonomous Technologies: Artificial Intelligence. p. 2.
70 Personal conversations with a range of diplomats during the 2017 and 2018 GGE meetings.
71 UNIDIR (2018), The Weaponization of Increasingly Autonomous Technologies: Artificial Intelligence, p. 5.
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Having said that, interpretational issues persist. Including more views in these debates 
does not necessarily result in more informed or focused discussions. New terms describing 
different applications of autonomy and methods of AI may be more accurate, but they also 
seem to create further confusion. For example, terms such as ‘intelligence’, ‘autonomy’, 
and ‘learning’ often raise the impression that the weapon would have capabilities that are 
human-like. Although machine learning is not the same as human learning and Artificial 
Intelligence is not analogous human intelligence, these traits are often confused. The 
human tendency to anthropomorphize robots—i.e. project human traits to non-humane 
objects—is very prominent in the debate and causes confusion as to what to expect from 
such developments.72 Also, approaches generally do not limit their focus to the characteristic 
of autonomy and intelligence as discussed above; they often include references to the 
human-machine relationship (e.g. fully or semi-autonomous) and the type of decision 
being automated (e.g. so-called ‘critical functions’).73 Lastly, as mentioned previously, 
terms are often used interchangeably. Sometimes distinctions are made when there is no 
actual difference, but mostly the terms are used without difference when distinction is 
in fact necessary.74 This makes understanding the technology a very complicated matter. 
The intelligent and autonomous characteristics of LAWS therefore further complicate a 
meaningful discussion on the challenges that these weapons may raise.

3.4.2 Target selection and attack

Compared to the term ‘autonomy’, the so-called ‘critical functions’ of target ‘selection’ and 
‘attack’ may seem significantly less ambiguous. Nevertheless, target ‘selection’ and ‘attack’ 
have their own linguistic complications. But as their intricacies are less obvious, different 
interpretations of the terms are sometimes neglected. In the following section, I will address 
these functions separately.

First, target ‘selection’ is sometimes understood as target ‘recognition’, while the term is 
also used to describe more deliberative processes of target planning and development. 
An example of the latter can be found in an article on military targeting processes in which 
Roff refers explicitly to more deliberate processes of target planning and development to 
describe the autonomous functions that she understands as most threatening. According 

72 This unreflective attribution of human traits to AWS is too risky to be accepted. Karolina Zawieska (15 April 2015) Do robots 
equal humans? Anthropomorphic terminology in LAWS. Presented at the CCW Informal Meeting of Experts on Lethal Autonomous 
Weapons Systems, Geneva http://www.unog.ch/80256EDD006B8954/(httpAssets)/369A75B470A5A368C1257E290041E20B/$fil
e/23+Karolina+Zawieska+SS.pdf. For more information on anthropomorphizing robots also see: Noel Sharkey, ‘The evitability of 
autonomous robot warfare’ (2012) 94 Internatinonal Review of the Red Cross, pp. 787-799. Drew McDermott, ‘Artificial Intelligence 
meets natural stupidity’, in J. Haugel (ed.), Mind Design (Cambridge: MIT Press, 1981), p. 143. Julie Carpenter, ‘Just Doesn’t Look 
Right: Exploring the impact of humanoid robot integration into Explosive Ordnance Disposal teams’, in Rocci Luppicini (ed.), 
Handbook of Research on Technoself: Identity in a Technological Society (Hershey: IGI Global, 2013), pp. 609-636.
73 Examples are: United States Defense Science Board (2016), Defense Science Board Summer Study on Autonomy. UNIDIR (2014), 
Framing Discussions on the Weaponization of Increasingly Autonomous Technologies. Joint Committee on Autonomous Weapon 
Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful Human Control
74 Also explained by Hoffman, et al. (2013) The Seven Deadly Myths of ‘Autonomous Systems’.
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to Roff, recognizing or discerning combatants from non-combatants is far from the only issue 
that arises out of the creation and fielding of autonomous weapons; making targeting decisions 
(e.g. selecting targets or creating targeting lists) may be a difficult process that requires the 
ability of strategy-making. “For these reasons, targeting is described as a ‘process’, whereby the 
commander and his/her team engage in constant deliberation about ‘selecting and prioritizing 
targets and matching the appropriate response to them’.”75 These diverging interpretations of 
the term target selection is also emphasized by a NATO publication in which it is stressed that 
although AWS conduct autonomous target selection (recognition) they do not operate in a 
vacuum due to the extensive planning process (i.e. NATO’s targeting process) that precedes 
this moment.76

Nonetheless, target selection is often not assessed in such a detailed manner; instead a 
narrower interpretation prevails. Regularly, target ‘selection’ seems to be understood as target 
‘recognition’ by focusing on the ability of the LAWS to discern combatants from non-combatants. 
For example, Sharkey claims that “[a] major problem with weapons systems in which a computer 
program select targets and initiates attack is that to identify and select targets requires well-
defined target recognition software.”77 He elaborates upon four of these automatic target 
recognition methods explaining that they have severe limitations and should, therefore, be 
subject to strict limitations in terms of human-machine relationship.78 Target recognition and 
target planning/development are two drastically different activities that require different levels 
of reasoning. Hence, when speaking about the critical functions of target selection and attack, 
it matters how these terms are interpreted. But although autonomy in the so-called ‘critical 
functions’ of weapons are considered an important characteristic of autonomous weapons, the 
meaning of the word target ‘selection’ is scarcely elucidated, making target selection another 
fluid and pluralistic term.

Second, the term ‘attack’ is addressed occasionally. Article 49 of Additional Protocol I to the 
Geneva Conventions describes attacks as “acts of violence against the adversary, whether 
in offence or in defence”. A number of 174 State Parties and three State Signatories agreed 
upon this definition of attacks. But even a common framework, such as the laws of war, does 
not resolve interpretational issues as long as there are politics and the law a tool of strategy.79 
The term attack in relation to autonomous weapons does not, by itself, raise a lot of unique 

75 Roff 2014, p. 217.
76 Roorda 2015, p. 152. The author has also written a number of articles and given various presentations about targeting as a 
process, rather than an isolated action. See: Ekelhof 2015; Ekelhof (2016) Human Control in the Targeting Process; ibid.; Ekelhof 
2018. Merel A.C. Ekelhof (10 April 2018) The Human-Machine Relationship: Lessons from Military Doctrine and Operations. 
Presented at the United Nations CCW GGE on LAWS side event organized by the Center for Autonomy and AI and the VU 
Amsterdam, Geneva https://www.unog.ch/80256EDD006B8954/(httpAssets)/5120AE39CFC5BF9AC125825F004E9BD7/$file/
GGE+LAWS+April+final+schedule.pdf.
77 Noel Sharkey, ‘Towards a principle fo rthe human supervisory control of robot weapons’ (2014) May-August Politica & Società, 
p. 4.
78 Ibid.
79 Kennedy 2006, Epilogue.
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questions;80 however, it does generate certain deliberations in relation to the exercise of human 
control. U.K. NGO Article 36 claims that ‘meaningful human control’ (this notion will be further 
discussed in the next part) should be exercised over “every individual attack”.81 Subsequently, 
the following question is: what may be considered an individual attack? Is it considered a single 
force application on a single target or may it entail several instances of force application exercised 
over multiple targets? When does an attack begin and when does it end? The questions about 
the meaning of an individual attack are put on the table; the answers however are significantly 
less. It may be concluded that there are some ambiguities regarding the term ‘attack’ in relation 
to autonomous weapons; nevertheless, this remains on the background giving priority to more 
contested elements of the definition—such as the phrase ‘human intervention’.

3.4.3 Human intervention

Finally, ‘human intervention’ is a much-discussed term. Rather than focusing on the system’s 
autonomy (technology- or platform-oriented approach), the focus on the human role or human-
machine relationship seems to gain the most traction, potentially, because people can easier 
relate to their role as a human operator or supervisor than conceive something as complex 
and debated as autonomy. But what is human intervention, what should it look like, and how 
would it have to be applied? Is, for example, pushing a button that results in firing a weapon 
every time a light bulb in the room goes on human intervention?82 Perhaps it is. However, is 
that also the kind of human intervention we accept in terms of autonomous weapon systems? 
Due to the fact that it is unclear how ‘human intervention’ should be understood and applied 
to (autonomous) weapons, different concepts have been proposed as a way of framing it and 
further its development.

The U.S. proposes the phrase ‘appropriate levels of human judgment’ to reflect the premise of 
human machine interaction. The U.K. suggests the term ‘intelligent partnership’ and the NGO 
Article 36 (buttressed by many States) coins the term ‘meaningful human control’. There might 
be certain differences in terms of wording—e.g. the term ‘judgment’ seems to be a narrower 
standard than ‘control’—but there are also similarities—e.g. the purpose of the adjectives; 
the terms ‘meaningful’ and ‘appropriate’ both indicate a certain level under which human 
intervention is deemed unacceptable. Therefore, some commentators use the terms (effective, 
appropriate and meaningful) interchangeably.83

80 The definition of ‘attack’ is frequently discussed in relation to cyber warfare, sometimes in relation to autonomy. See, for example, 
Michael N. Schmitt, ‘’Attack’ as a Term of Art in International Law: The Cyber Operations Context’, in Rain Ottis Christian Czosseck, 
Katharina Ziolkowski (ed.), Proceedings of the 4th International Conference on Cyber Conflict (2012), pp. 283-293.
81 Article 36 (2015), Killing by machine: Key issues for understanding meaningful human control. http://www.article36.org/
autonomous-weapons/killing-by-machine-key-issues-for-understanding-meaningful-human-control/.
82 Horowitz and Scharre (2015) Meaningful Human Control in Weapon Systems: A Primer, p. 10.
83 Human Rights Watch (2016), Killer Robots and the Concept of Meaningful Human Control. https://www.hrw.org/
news/2016/04/11/killer-robots-and-concept-meaningful-human-control. Article 36 (2015), Killing by machine: Key issues for 
understanding meaningful human control. Compare also the different statements and interventions made by states during the 
CCW Meeting of Experts and the GGE meetings between 2014 and 2019.
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The choice for one formulation over another seems to be partially based upon existing policy 
of certain States. For instance, the phrase ‘appropriate levels of human judgment’ emanates 
from the U.S. DoD Directive 3000.09. As this is part of official policy, the U.S. is not likely to 
adopt another phrase such as ‘meaningful human control’. In addition, the term ‘meaningful 
human control’ originates from a paper of the NGO Article 36, a member of the steering 
committee of the Campaign to Stop Killer Robots. This may lead to a strong association of 
the concept with the goals and aims of the Campaign—i.e. a comprehensive and preemptive 
ban on autonomous weapons—potentially resulting in States being more hesitant to adopt 
it when these goals are not shared. Perhaps that is why the U.K. (unsupportive of a ban) 
proposed the phrase ‘intelligent partnership’, but this remains speculative. It is evident 
however that the majority of States buttress the concept of ‘meaningful human control’.84 
Although the concept is still rather vague (giving States the opportunity to influence its 
further development), discussions concerning its substantialization are progressing within 
CCW sessions and in scholarly articles, presentations, reports and other papers.85 The notion 
of human control will be further discussed in chapter 5 of this dissertation.

Although there is a majority of States in the CCW that prefer to focus on the concept of 
‘meaningful human control’, there is, unsurprisingly, no consensus amongst all the High 
Contracting Parties. As CCW decisions are to be taken by consensus, the term ‘human 
involvement’ was introduced in the draft recommendations of the CCW meetings in April 
2016. The inclusion of another, more abstract phrase to replace the existing ones was 
necessary to reach a consensus, perhaps because the established terms were claimed by 
(or strongly linked to) certain States or organizations and, as a consequence, vigorously 
debated. This continued in subsequent discussions in 2017, 2018 and 2019. In the 2017 
recommendations and conclusions section of the final report,86 the term ‘human element’ 
was eventually selected,87 and in 2018—after long negotiations about the emerging 
commonalities, conclusions and recommendations section—the term ‘human responsibility’ 
substituted the term ‘human control’ in the section Possible Guiding Principles, and under 
section C reference was again made to the ‘human element’.88 Similar discussions occurred 

84 For an overview of those States see footnote 39 of this chapter and Lewis, et al. (2016) War-Algorithm Accountability., Appendix 
II. See also Crootof 2016.
85 See, for example, Horowitz and Scharre (2015) Meaningful Human Control in Weapon Systems: A Primer. UNIDIR (2014), The 
Weaponization of Increasingly Autonomous Technologies: Considering how Meaningful Human Control Might Move the Discussion 
Forward. Austria (2015), Working Paper submitted by Austria: The concept of “meaningful human control”. Noel Sharkey (2018) 
Guidelines for the human control of weapons systems. ICRAC, https://bit.ly/2tuk4jJ. Article 36 (2015), Killing by machine: Key issues 
for understanding meaningful human control. Specific formulations of the human standard will be further discussed in chapter 5.
86 Only this section is adopted by consensus. The summary of the chair is solely intended to reflect the chair’s view of the meetings. 
Nonetheless, during the first meeting in 2019, States spent significant time discussing the language that may (or may not) be 
included in the chair’s summary.
87 Chairperson (2017) Report of the 2017 Group of Governmental Experts on Lethal Autonomous Weapons Systems (LAWS) p. 4.
88 To give an impression of the negotiations let me give you an example. Whereas some States, most prominently the U.S., did 
not accept the term ‘human control’ to be included in the final report, other States did not accept the term ‘benefits’, most 
prominently Brazil and Cuba. Eventually Parties made concessions resulting in a document not containing either of those terms. 
These negotiations cannot be grasped from reading the final reports. Chairperson (2018) Report of the 2018 session of the Group 
of Governmental Experts on Emerging Technologies in the Area of Lethal Autonomous Weapons Systems, pp. 4-5.
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in 2019, eventually resulting in similar terminology being adopted (and the term ‘control’ 
was, again, removed from the final document). Which phrase will eventually be adopted—if 
any—and, moreover, how it will be interpreted remains to be seen.89

3.5 Conclusion

In this chapter I have attempted to show that the discourse of autonomous weapons is 
increasingly based on a shared vocabulary set. From these shared terms, a common 
vernacular or framework arose that resulted in a definition that is broadly used by different 
actors in the discourse on autonomous weapons. Throughout the debate, different terms 
are suggested as the object of discussion, but a number of terms stand out. Particularly 
prominent terms are ‘autonomy’, ‘select and attack’ and ‘human intervention’. These terms 
are the basis of a widely used and broadly accepted definition describing autonomous 
weapon systems as weapons that are capable of selecting and attacking targets without 
human intervention.

This definition became the framework within which autonomous weapons are discussed; 
particularly in a law-making body as the CCW framework, it can function as a demarcation—
anything that is not captured by the definition should be excluded from a potential Protocol 
and conceivably from the discourse as a whole. However, although the vernacular consists 
of common terms, these terms are fluid and pluralistic and, therefore, not commonly 
understood by those making use of the vocabulary.

Striving for a definition may be understandable, but the result of introducing one in this 
current discourse renders any definition practically meaningless. At the same time, the 
fluidity and pluralistic nature of the vocabulary itself may also be the subtle secret of 
its success.90 Keeping a definition vague in an international political body that is to take 
decisions by consensus may turn out to be a brilliant, albeit rather common, strategy. 
Hence, the question arises whether, at this point in time, a precisely defined and mutually 
understood definition is needed, desired and viable.

89 In the April meetings the High Contracting Parties considered the draft recommendations (which constituted no formal decision); 
hence, consensus was not a requirement. However, in order to increase the likelihood of adoption of the draft recommendations 
in the Review Conference in December 2016, reaching consensus on certain issues prior to those debates was preferred by certain 
States, in particular by the Chair of that year’s session German Ambassador Michael Biontino. During the Review Conference 
in December 2016, an open-ended Governmental Group of Experts was established and the High Contracting Parties agreed 
(Russia abstained) to adhere to the agreed recommendations. The agreed recommendations are contained in document CCW/
CONF.V/2 available at: <http://www.unog.ch/80256EDD006B8954/(httpAssets)/6BB8A498B0A12A03C1257FDB00382863/$file/
Recommendations_LAWS_2016_AdvancedVersion+(4+paras)+.pdf>
90 Kennedy 2006, p. 42.
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Furthermore, while States claim that there is a consensus on two fundamental points—
(1) International law applies to autonomous weapons, and (2) some form of human 
involvement is necessary to ensure the lawful use of autonomous weapons—the linguistic 
indeterminacy that permeates these debates turns this hard-fought agreement into empty, 
or at least weakened, claims of consensus. This chapter shows that while these consensus 
claims may seem a notable achievement, upon further examination they represent little 
progress.91 In the current situation, any definition or consensus claim that is introduced 
to this debate, no matter how adequate or well defined, will be interpreted differently 
amongst its participants. This raises the question: what do these claims actually mean?

To conclude, this chapter has a dual function. On the one hand, it functions as a map 
for understanding the debate on autonomous weapons—imperative for anyone who 
would decide to participate in it. On the other hand, it lays the groundwork for the next 
chapters of this dissertation by illustrating the need to ask a different set of questions. 
Rather than debating abstract theories about and definitions of autonomous weapons, it 
seems particularly important to increase our understanding of the practical context within 
which autonomous weapons and similar technologies92 are debated and (expected to 
be) used. Hence, this chapter did not ask: what is an autonomous weapon? But it asked: 
How are autonomous weapons being discussed? Similarly, the following chapters of this 
dissertation do not ask: does international law apply? But they ask: how may international 
law be implemented in military targeting practice? They do not ask: is human involvement 
necessary to ensure legal compliance? Rather, they question: how may human control be 
exercised in military targeting practice and how may this affect legal compliance? Now that 
we know how the context of the autonomous weapons debate may affect the questions 
that we ask and the answers that we may find, we can begin to answer the main research 
question of this dissertation: what is the relation between intelligent and autonomous 
technologies and the human role in ensuring contemporary targeting decisions are in 
compliance with the applicable law?

91 This naturally depends on how one defines ‘progress’. What is meant in this context is that, upon further examination, the 
substance of these commonalities is less clear and shared amongst States than it initially seems to be.
92 As explained in chapter 1, this is a more expansive approach than typically taken in international political debates in the CCW 
where diplomats and civil society actors discuss weapon’s autonomy in a broad range of contexts. Although definitional disputes 
remain unsettled—leaving open the possibility to discuss all sorts of technologies ranging from drones to sentient machines—the 
political mandate is clear in referring to weapon technologies and, hence, not the type of (nonweaponized) decision-support 
systems that also feature in this dissertation. One of the aims of this dissertation is to demonstrate why this focus on weapons is 
lacking, in that the use of weapons is only part of the process within which decisions about the use of force are made. It is more 
important to understand how humans decide to deal with these technologies than have debates about the labels that we put on 
the technologies themselves. Hence, the technologies that are discussed in this dissertation are selected based on their (current or 
expected) relevance for military targeting practices.
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4.1 Introduction

As explained in the previous chapter, common ground and shared understandings in the 
autonomous weapons discourse are rare. Nonetheless, States and other participants in 
the CCW discussions seem to share some fundamental ideas. One of few shared ideas is 
that existing international law, specifically the law concerning targeting in armed conflict, 
applies to autonomous weapons (the first consensus claim described in chapter 3 of this 
dissertation). But what does it mean to say that these rules apply to autonomous weapons? 
Who must apply the legal requirements and whose control do critics of autonomous 
weapons fear will be lost and with which legal consequences? In answering these questions, 
commentators—lawyers in particular—often seem to take a traditional legal approach 
studying the relevant rules and conventions in relation to a particular subject.1 As a result, 
many of the legal debates concerning autonomous weapons focus on determining the law 
and resolving areas of uncertainty and potential conflicting interpretations.

While such a traditional legal approach may certainly contribute to discussions about the 
(il)legality of autonomous weapons under the law concerning targeting in armed conflict, 
this may not necessarily provide a satisfying answer to the question how this body of law 
applies to these military technologies. Against this backdrop, this chapter attempts to do 
two things: it will engage with ongoing legal discourse on autonomous weapons illustrating 
the way in which lawyers typically engage on this issue and it aims to demonstrate the 
limits of this traditional approach, which seems to ignore some fundamental contextual 
aspects about the nature of military decision-making. In this regard, ‘contextual’ does not 
refer to the battlefield context within which a weapon is deployed (e.g. urban, structured, 
dynamic), but rather the practical context within which decision makers translate the law 
into operational actions. It is regularly assumed that autonomous weapons replace human 
decision makers and, in so doing, fundamentally threaten the ability to comply with the 
applicable law. However, to be able to understand the effect of autonomous weapons on 
legal compliance, it is necessary to study the practice of legal implementation more closely.

Before we move to the overview of this chapter, it may be important to make two notes. 
First, this debate about legal issues takes place in an environment that seems to lack 
definitional agreement as to what an autonomous weapon system is and what it may be 
capable of. This is explained in the previous chapter and continues to apply to the analysis 
in this chapter—and the following chapters of this dissertation. One of the aims of this 

1 See, for example, Terry D. Gill, et al. (2014) The conduct of hostilities and international humanitarian law: challenges of 21st 
century warfare - interim report. ILA study group, pp. 8-9, https://pure.uva.nl/ws/files/2346971/157905_443635.pdf; Schmitt 
2013, pp. 8-34; Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for 
Meaningful Human Control, pp. 18-27; Sassoli 2014, pp. 327-338; Christopher M. Ford, ‘Autonomous Weapons and International 
Law’ (2017) 63 South Carolina Law Review, pp. 413-478, pp. 433-451; Chantal Grut, ‘The challenge of autonomous lethal robotics 
to International Humanitarian Law’ (2013) 18 Journal of Conflict and Security Law, pp. 5-23, pp. 5-16.
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dissertation is to show why the focus on autonomous weapons is lacking. Against that 
backdrop, discussing the (il)legality of autonomous weapons is inevitable as these weapons 
are the main object of these debates. At the same time, this chapter will not be limited to 
weaponized technologies and, as described in chapter 1 of this dissertation, will consider 
intelligent and autonomous technologies in the context of targeting (other than weapons) 
whenever it adds value to do so.

Second, the focus of this chapter will be on targeting law and weapons law. Both weapons 
law and targeting law form part of a wider body of law that regulates the use of military 
force in conflict. That wider body of law is usually referred to as the law of armed conflict, 
international humanitarian law, the law of war or jus in bello.2 The law of armed conflict (as 
it will be referred to in this dissertation) strikes a balance between military necessity and 
humanity that is the foundation for the rules that will be discussed in this chapter. Whereas 
the principle of military necessity permits the use of force required to achieve a legitimate 
purpose of a conflict—only that degree that is necessary and no more—the principle of 
humanity forbids the infliction of all suffering, injury or destruction that is not necessary to 
achieve that aim.3 These two underlying principles shape all rules under the law of armed 
conflict. Although they will not be specifically discussed in this chapter, their compromise 
may be recognized in each of the rules. While the law of armed conflict consists of a large 
body of rules addressing a broad range of issues—including the treatment of prisoners, the 
use of distinctive emblems, and rules about targeting—the focus here will be on targeting 
law, specifically, the rules of distinction, proportionality and precautions.

This chapter will be structured as follows. It may be divided in two main parts. The first 
part will focus on the way in which lawyers and other commentators regularly engage 
in debates about autonomous weapons. I will illustrate, what I consider being, a more 
traditional legal approach focusing on the relevant rules and principles and their application 
to autonomous weapons. In this part, I will address ongoing discussions about the legality 
of the weaponry itself or lawfulness per se (weapons law); I will focus on claims about 
autonomous weapons’ (un)lawful use under targeting law; and I will engage with debates 
regarding legal responsibility in the context of state responsibility and individual criminal 
responsibility. In the second part, I will continue on the path that I consider the primary 
contribution of this research to ongoing debates: the practical implementation of these 
rules in contemporary military targeting. I will demonstrate that, even though traditional 

2 Jus in bello must be differentiated from the law that determines the lawfulness of resorting to the use of force called the jus ad 
bellum. Jus ad bellum and jus in bello should be strictly separated as a breach of the former does not affect the application of the 
latter. In other words, if one party to a conflict is regarded as having resorted to the use of force wrongfully, that does not diminish 
its rights, or the rights of its citizens and members of armed forces, to the protection afforded by the jus in bello. Similarly, the victim 
of aggression does not gain a right to act in a manner that breaches the law of armed conflict. Therefore, both fields of law may 
be dealt with separately and, for the purpose of this research, the topic of jus ad bellum will not be covered any further. William 
Boothby, Weapons Law and the Law of Targeting (New York: Oxford University Press, 2016), p. 4.
3 ICRC, ‘What is IHL?’ https://www.icrc.org/en/document/what-ihl.
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legal analyses provide relevant knowledge about the applicability of existing rules and 
principles to this subject, it may only take us so far in identifying the legal challenges 
(and opportunities) raised by autonomous weapons. Therefore, in this final part of the 
chapter, I do not describe targeting law and legal responsibility frameworks as a set of 
rules in the traditional sense, but rather focus on how these rules may be operationalized 
in practice (i.e. translated into concrete actions).4 In so doing, I illustrate the discrepancy 
between the way in which the role of human beings in implementing the law is typically 
discussed (considering a set of rules applied by an individual to a particular subject) 
and what practice tells us about the actual implementation or operationalization of the 
law in military decision-making (distributed implementation of the law throughout the 
military organization). By combining these two approaches (traditional legal analysis 
and a practice-oriented approach at the organizational level), I aim to infuse some 
granularity into legal debates on autonomous weapons. This chapter will end with a 
conclusion.

4.2 Autonomous weapons’ (un)lawfulness per se

One of the earliest reports that discusses questions of (il)legality of autonomous 
weapons was published by Human Rights Watch (HRW) in cooperation with the Harvard 
Law School International Human Rights Clinic (IHRC) in November 2012. Amongst 
other conclusions, the report argues that autonomous weapons that eliminate human 
involvement in the decision to use lethal force would be unable to meet legal standards. 
Hence, the report calls for a prohibition on autonomous weapons that would ensure 
that firing decisions are made by humans (as opposed to machines); according to 
HRW/IHRC, preserving that human involvement would make it easier to identify an 
individual to hold accountable for unlawful acts.5 Almost simultaneously, the United 
States Department of Defense (DoD) published their Directive 3000.09 on autonomy 
in weapon systems reaching a somewhat different conclusion as to the lawfulness of 
autonomous weapons. The Directive sets out the DoD’s guidelines to safe and responsible 
development and use of autonomous and semi-autonomous weapon systems arguing 
that these weapons “shall be designed to allow commanders and operators to exercise 
appropriate levels of human judgment over the use of force.”6 These two reports were 
enough to draw the attention of States, NGOs, and academia around the world, and 
certainly legal scholars and practitioners were not going to be silent on this issue.

4 In this context, see also Aalberts and Gammeltoft-Hansen who describe—by the (sovereignty) game methaphor—the idea of law 
as a practice that is shaped by activity “whose ‘being’ is in the ‘doing’ of the participants within the practice” rather than a self 
evident body of rules. Aalberts and Gammeltoft-Hansen 2018, p. 37.
5 Docherty (2012) Losing Humanity: The Case Against Killer Robots, p. 46.
6 United States Department of Defense (2012), Directive 3000.09 Autonomy in Weapon Systems, p. 2.
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Early publications in the field of law regularly expressed worries, or at least doubts, of 
what increasingly autonomous weapons may mean for the application of the law and 
the role of human beings in making important targeting decisions, but, in addition to 
these concerns, many legal scholars were particularly critical of the HRW/IHRC call for 
a ban.7 For example, Schmitt quickly responded to the HRW/IHRC report arguing that 
“if the systems cannot meet the legal standards cited by Human Rights Watch, then 
they are already unlawful as such under customary international law irrespective of any 
treaty law ban on them.”8 More importantly, Schmitt argues that the report obfuscates 
the distinction between prohibitions on weapons per se and those on the unlawful use 
of otherwise lawful weapons.9 This is an important distinction that requires further 
deliberation. As mentioned in the introduction, the law of armed conflict considering 
weapons proceeds along two tracks: (1) the legality of the weapon itself, and (2) the 
legality of its use. This section will focus on questions regarding autonomous weapons’ 
lawfulness per se.10

International law prescribes that the right of parties to an armed conflict to choose methods 
or means of warfare is not unlimited.11 Weapons law prohibits to employ methods and means 
that: (1) cause superfluous injury or unnecessary suffering,12 (2) cause widespread, long-term 
and severe damage to the natural environment,13 (3) are inherently indiscriminate, including 
weapons that cannot be aimed or whose effects cannot be controlled.14 As previously mentioned, 
Schmitt argues that it is unlikely that autonomous weapons will be considered a category of 
weapons that are unlawful per se. Although HRW/IHRC do not specifically refer to the three 
categories of weapons that are prohibited as such, their argument and call for a comprehensive 
and preemptive ban does imply such a conviction. Soon after these first publications, other legal 
scholars and practitioners weighed in. Particularly when the topic of weapons autonomy reached 
the international diplomatic community and deliberations as to their lawfulness initiated in fora 
such as the United Nations Human Rights Council and under the auspices of the Convention on 

7 Schmitt 2013. Matthew C. Waxman Kenneth Anderson, ‘Law and Ethics for Autonomous Weapon Systems: Why a Ban Won’t 
Work and How the Laws of War Can’ (2013) Stanford University, The Hoover Institution (Jean Perkins Task Force on National Security 
and Law Essay Series). William Boothby 2015) Possible Challenges to IHL. Presented at the United Nations Convention on Certain 
Conventional Weapons Meeting of Experts on LAWS, Geneva https://www.unog.ch/80256EDD006B8954/(httpAssets)/616D240
1231649FDC1257E290047354D/$file/2015_LAWS_MX_BoothbyS+Corr.pdf. Joint Committee on Autonomous Weapon Systems 
(AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful Human Control. Eric Talbot Jensen 2015) Lethal 
Autonomous Weapon Systems. Presented at the United Nations Convention on Certain Conventional Weapons Meeting of Experts 
on LAWS, Geneva https://www.unog.ch/80256EDD006B8954/(httpAssets)/FF46D72262535835C1257E28006182EB/$file/19+Eric
+Talbot+Jensen+SS.pdf.
8 Schmitt 2013, p. 2.
9 Ibid., p. 14.
10 The legality of the weapon itself refers to a weapon’s lawfulness per se that is discussed under weapons law. The legality of the 
weapon’s use refers to the law applicable to the conduct of hostilities and, thus, the lawfulness of a particular usage of a weapon. 
For example, a rifle can be used in violation of the applicable law when it is used to target civilians directly (unlawful use), but that 
does not render the weapon itself unlawful under weapons law (lawfulness per se).
11 Article 35 (1) of Additional Protocol I to the Geneva Conventions.
12 Article 35 (2) of Additional Protocol I to the Geneva Conventions.
13 Article 35 (3) of Additional Protocol I to the Geneva Conventions.
14 Article 51 (4) of Additional Protocol I to the Geneva Conventions.
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Certain Conventional Weapons (CCW), lawyers could no longer sit at the sidelines.15

Although opposing voices continue to be expressed,16 it soon appeared that the majority 
of lawyers concluded that autonomous weapons, as a category, were not prohibited under 
international law.17 However, autonomous weapons could carry certain types of weapons 
that are prohibited—such as biological agents—rendering that particular weapon system 
unlawful per se. Also, autonomous weapons could, for example, be intentionally designed in 
ways that may make them indiscriminate by nature, also rendering them unlawful as such.18 
To differentiate between these lawful and unlawful autonomous weapons it is necessary 
to assess them on a case-by-case basis. Such legal reviews of new weapons, means and 
methods of warfare are required by international law; the obligation is codified in Article 36 
of Additional Protocol I to the 1949 Geneva Conventions. The rule provides that:

In the study, development, acquisition and adoption of a new weapon, means or 
method of warfare, a High Contracting Party is under an obligation to determine 
whether its employment would, in some or all circumstances, be prohibited 
by this Protocol or by any other rule of international law applicable to the High 
Contracting Party.19

The obligation to conduct legal reviews soon became a major topic in international discussions 
where lawyers stress its importance, engineers point out technical difficulties of testing and 
evaluation, and State representatives question whether the legal safeguard is sufficient to 
prevent the development of unlawful autonomous weapons (and sometimes all of them discuss 
everything at once crossing disciplinary borders trying to find a comprehensive solution).

Even though many consider the obligation to conduct weapon reviews to reflect customary 
law,20 only about a dozen States are known to have such national procedures in place 

15 Issues of international law, in particular international humanitarian law, were addressed at every UN CCW meeting from 2014 
until 2019. For the majority of these meetings, well known legal scholars were invited as expert speakers and many legal advisers 
would join States’ delegations. For more information about the discussions held under the auspices of the CCW, see chapter 3 of 
this dissertation.
16 James Foy, ‘Autonomous Weapon Systems: Taking the Human out of International Humanitarian Law’ (2014) 23 Dalhousie Journal 
of Legal Studies, pp. 47-70, p. 47. Harvard Law School International Human Rights Clinic Human Rights Watch (2016) Making the 
Case: The Dangers of Killer Robots and the Need for a Preemptive Ban.
17 Anderson, et al. 2014, p. 13. Ford 2017, p. 859. Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), 
Autonomous Weapon Systems: The Need for Meaningful Human Control, pp. 21-22, 49; Charles J. Dunlap, ‘Accountability and 
autonomous weapons: Much ado about nothing’ (2016) 30 Temple International and Comparative Law Journal, pp. 63-79.
18 Schmitt 2013, pp. 8-14. Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: 
The Need for Meaningful Human Control, pp. 21-22.
19 Article 36 Additional Protocol I to the Geneva Conventions.
20 ICRC (2006) A Guide to the Legal Review of New Weapons, Means and Methods of Warfare. https://www.icrc.org/eng/assets/
files/other/icrc_002_0902.pdf. Program on Humanitarian Policy and Conflict Research (2009), Manual on International Law 
Applicable to Air and Missile Warfare. Tallinn Manual on the International Law Applicable to Cyber Warfare (Cambridge: Cambridge 
University Press, 2013). Germany 2014) Statement on Legal Aspects. Presented at the United Nations Convention on Certain 
Conventional Weapons Meeting of Experts on LAWS, Geneva https://www.unog.ch/80256EDD006B8954/(httpAssets)/04604207D
882AC50C1257CDA00704D32/$file/Germany_Legal+Aspects_rev.pdf.



THE (IL)LEGALITY OF AUTONOMOUS WEAPONS 87

4

(including the United States who is not a party to Additional Protocol I).21 This is widely 
recognized as problematic and thus States are encouraging one another to develop these 
procedures and increase transparency about them. In the past years, a number of States 
have presented their national review procedures in CCW meetings on autonomous weapons 
to share best practices and encourage other States to do the same.22 Besides the lack of 
national implementation of the obligation to conduct weapon reviews, there seems to be 
widespread concern that complex technologies—such as machine learning and adaptive 
intelligent technologies—may be difficult to comprehensively and conclusively review. For 
example, to allow an accurate weapon review, the predictability about the operation of 
an autonomous weapon in the context in which it is to be used must be sufficiently high; 
some argue that the inherently unpredictable nature of autonomous weapons could create 
serious risks that international law is not respected.23

Questions regarding the weapons’ reliability and predictability are particularly prevalent in 
relation to the testing and evaluation of increasingly autonomous weapons that demand 
increasingly sophisticated means. If we cannot control the weapon, can we sufficiently 
predict its actions on the battlefield to determine its compliance with international law? 
Can the weapon be reliable and its actions predictable, if it functions autonomously? These 
questions demonstrate the interdisciplinary nature of autonomous weapons discussions. 
Lawyers are certainly struggling to answer the legal questions in the absence of conclusive 
answers to the technical questions.24 Additionally, these questions and uncertainties 
also demonstrate the importance of the circumstances of use. As explained by the ICRC, 

21 The ICRC is currently updating their 2006 report. ICRC (2006) A Guide to the Legal Review of New Weapons, Means and Methods 
of Warfare. The U.S. does not recognize Article 36 as part of customary international law, but conducts such reviews as a matter of 
long standing policy. United States Department of Defense (2016), Law of War Manual. p. 337, http://www.defense.gov/Portals/1/
Documents/pubs/Law-of-War-Manual-June-2015.pdf; Dunlap 2016, p. 3.
22 For example, the Netherlands has presented their legal review procedures during a side event at the UN CCW meetings in 2015 
[the presentation is not made publicly available]. Belgium presented their legal review procedures during a statement given during 
the plenary sessions of the UN CCW meetings in 2017, and so did Germany in 2016. Belgium (2016) The Belgian Commission 
for the Legal Review of New Weapons. Presented at the CCW Informal Meeting of Experts on LAWS, Geneva https://www.
unog.ch/80256EDD006B8954/(httpAssets)/E561B679C0CD4C0DC1257F940052EFBF/$file/2016_LAWS+MX_ChallengestoIHL_
Presentations_Belgian+Commission.pdf. The United Kingdom has posted their weapons review procedures online and referred to 
them during several UN CCW meetings. United Kingdom Ministry of Defence (2016), UK Weapon Reviews. https://assets.publishing.
service.gov.uk/government/uploads/system/uploads/attachment_data/file/507319/20160308-UK_weapon_reviews.pdf.
23 Gilles Giacca, ‘Legal Review of New Weapons, Means and Methods of War’, in Robin Geiss (ed.), Lethal Autonomous Weapons 
Systems: Technology, Definition, Ethics, Law & Security (Berlin: Federal Foreign Office, 2016), pp. 119-127, p. 126. ICRC (2016) 
Expert Meeting: Autonomous Weapon Systems: Implications of increasing autonomy in the critical functions of weapons, p. 17. 
Kathleen Lawand (15 April 2015) Panel on possible challenges to IHL due to increasing degrees of autonomy. Presented at the CCW 
Meeting of Experts on LAWS, Geneva, p. 4, https://www.unog.ch/80256EDD006B8954/(httpAssets)/DC82A4820A0FC0B2C1257E8
80058888C/$file/2015_LAWS_MX_KLawand.pdf.
24 This can be illustrated by the December 2018 workshop organized by Harvard Law School PILAC, the ICRC and the Naval War 
College. The workshop on Artificial Intelligence at the frontiers of International Law concerning armed conflict brought together 
legal and technical scholars (but mostly legal scholars). One of the observations made by Modirzadeh and Lewis (co-organizers of 
the event) at the end of the event was that “it seems that the vast array of IHL scholars and practitioners currently lacks a sufficient 
understanding of AI”. According to Modirzadeh and Lewis, “[w]e came away from the December 2018 workshop more informed, 
more curious and more humbled. From our perspective, merely having a technical expert in attendance at future IHL events will 
not suffice (if it ever did). Indeed, acting as students for half a day forcefully reminded us that IHL scholars and practitioners must 
be willing to learn as much as they are eager to prescribe.” Sasha Radin (19 March 2019) ‘Expert views on the frontiers of artificial 
intelligence and conflict’ Humanitarian Law and Policy, https://blogs.icrc.org/law-and-policy/2019/03/19/expert-views-frontiers-
artificial-intelligence-conflict/.
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“the crucial question does not seem to be whether new technologies are good or bad in 
themselves, but instead what are the circumstances of their use.”25

4.3 (Un)Lawful use of autonomous weapons under targeting law

If the weapon is considered lawful, the next legal question is whether its use complies with 
the law of armed conflict; in the context of autonomous weapons—and for purposes of 
scope—the focus is primarily on targeting law. This is by far the most discussed question 
in the autonomous weapons debates held in the context of the UN CCW. Lawyers try to 
grapple with the technical aspects to answer this legal question too, regularly arguing 
that the legality of the use of these weapons may only be determined when technical 
capabilities are clear. For example, to determine whether an autonomous weapon can be 
used in compliance with targeting law, Sassòli argues:

The main question remains a technical one: is it possible or will it one day be 
possible to develop a program which enables a robot to distinguish not too stupidly 
between on the one hand legitimate targets, military objectives, combatants, and 
civilians directly participating in hostilities, and on the other, civilians, civilian 
objects, and specially protected objects such as cultural property, medical units, 
and objects indispensable for the survival of the civilian population?26

In short, if autonomous weapons can apply (or otherwise comply with) the law, they may 
be lawfully used; if not, their use would likely be unlawful. Seemingly, the only remaining 
question is then: can they?27

Some argue that, even when autonomous weapons cannot apply the law independent 
of human control, they could still be used in narrow circumstances where such legal 
considerations do not play a role.28 For example, if a weapon system cannot make a distinction 
between lawful targets and civilians or civilian objects, the weapon may still be used in areas 
that are devoid of civilians. Against this backdrop, the weapon may thus still be lawfully 

25 ICRC (2011) International Humanitarian Law and the challenges of contemporary armed conflicts, Report prepared for the 
31st International Conference of the Red Cross and Red Crescent. p. 40, http://e-brief.icrc.org/wp-content/uploads/2016/08/4-
international-humanitarian-law-and-the-challenges-of-contemporary-armed-conflicts.pdf.
26 Marco Sassòli (2013) Autonomous Weapons - Potential advantages for the respect of international humanitarian law. Professionals 
in Humanitarian Assistance and Protection.
27 In this context, Werner and Boer explain the importance of different imaginaries of the future. In their chapter on risk and 
cyberwar, Werner and Boer explain that “[w]hat counts [in the context of the Tallinn Manual] is which factual situations the experts 
could imagine in light of potentially applicable legal provisions”. As such, the authors conclude, the Manual is the result of what the 
the group of experts imagine that may, could, or should happen, if existing legal provisions are the starting point. Wouter Werner 
and Lianne Boer, ‘’It Could Probably Just as Well Be Otherwise’: Imageries of Cyberwar’, in Monika; Ambrus, Rosemary; Rayfuse 
and Wouter Werner (eds.), Risk and the Regulation of Uncertainty in International Law (Oxford: Oxford University Press, 2017), pp. 
39-55, p. 46.
28 Roorda 2015; Ford 2017. Schmitt 2013.
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used—at least in that specific context. Although legally sound, this argument is often disputed 
by those arguing that such types of scenarios and environments are almost non-existent in 
modern warfare. While in a more traditional way of war two organized armies would meet 
outside the city to engage in battle, contemporary warfare may be marked by hostilities in 
urban conflicts where combatants hide amongst the civilian population to prevent being 
targeted. As Corn argues “[t]oday, isolated force-on-force battles are considered a relic of 
the past.”29 It is relatively undisputed that areas within which autonomous weapons that are 
incapable of discriminating may be used lawfully are limited. Thus, besides asking about the 
weapon’s capabilities, one should also consider the context of its use.

While the circumstances of the autonomous weapon’s intended use could be relatively 
easy to provide (this does not account for the numerous ways in which the weapon can 
be misused),30 knowing the technical capabilities of future systems may be problematic. 
Considering the difficulty of answering these hypothetical and complex technical questions, 
lawyers regularly direct attention towards questions of human control and responsibility.31 
What do humans need to do to ensure autonomous weapons are used in compliance with 
targeting law? This centrality of the ‘human role’ in discussions about autonomous weapons 
is an important factor, besides the weapon’s capability and circumstances of its use. These 
three factors: (1) the weapon’s capability, (2) the circumstances or context of its use, and (3) 
the human role in relation to the weapon’s autonomous operation will reappear throughout 
the following sections.

The sections that will follow will consider the three core rules within the law of targeting 
that are particularly salient in these legal discourses about autonomous weapons: (1) the 
principle of distinction, (2) the principle of proportionality, and (3) the requirement to take 
precautionary measures. Countless books—if not libraries—have been written about these 
principles. This chapter is not the place to replicate or dispute these works. Rather, the next 
paragraphs will, in line with traditional legal analysis, briefly introduce the rule and where it 
may be found, and relate that to ongoing discussions about weapon’s autonomy and human 
control. I will describe targeting law and legal responsibility frameworks, primarily, as a set 
of rules. In other words, I will continue to demonstrate the traditional way in which lawyers 
regularly talk about autonomous weapons and the (in)applicability of the law. It is only in the 
final section of this chapter and the full extent of chapters 5 and 6 where I will recast this 
perspective and offer a different analytical lens based on contemporary targeting practices.

29 Geoffrey S. Corn, ‘Humanitarian Regulation of Hostilities: The Decisive Element of Context’ (2018) 51 Vanderbilt Journal of 
Transnational Law, pp. 763-785, p. 765.
30 As explained in the Commentary to Additional Protocol I, “[a] State is not required to foresee or analyse all possible misuses of a 
weapon, for almost any weapon can be misused in ways that would be prohibited.” Yvez Sandoz, et al. (1987) Commentary on the 
Additional Protocols. ICRC., para 1469
31 Sometimes this results in a crossing of disciplinary boundaries into the philosophical, including moral and ethical arguments 
regarding the (un)acceptability of delegating life and death decisions to algorithms.
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4.3.1 The principle of distinction

The rule
The law of armed conflict is rooted in the principle that a distinction must be made between 
those who may be lawfully attacked and those who must be protected against such attacks, 
the latter category including civilians.32 In its Nuclear Weapons Advisory Opinion, the 
International Court of Justice described the principle as one of two cardinal principles of 
humanitarian law (the other being unnecessary suffering).33 The principle of distinction is 
considered customary law and is codified in Articles 48, 51 and 52 of Additional Protocol I to 
the Geneva Conventions (AP I). It is formulated, most generally, in Article 48 of AP I:

In order to ensure respect for and protection of the civilian population and civilian 
objects, the Parties to the conflict shall at all times distinguish between the civilian 
population and combatants and between civilian objects and military objectives 
and accordingly shall direct their operations only against military objectives.

It is universally recognized that indiscriminate attacks are prohibited as well as attacks 
where civilians or civilian objects are deliberately made the object of the attack.34 Article 
51(4) of AP I describes indiscriminate attacks as:

(a) those which are not directed at a specific military objective;
(b) those which employ a method or means of combat which cannot be directed 
at a specific military objective; or
(c) those which employ a method or means of combat the effects of which cannot 
be limited as required by this Protocol; and consequently, in each such case, are 
of a nature to strike military objectives and civilians or civilian objects without 
distinction.

The prohibition on indiscriminate attacks and attacks of which civilians are the object, does 
not mean that incidental harm to civilians is also prohibited; this will be further discussed 
in the sections regarding the principle of proportionality and the requirement to take 
precautionary measures. For the application of the principle of distinction it is relevant to 
be able to distinguish between civilians and civilian objects and combatants and military 
objectives.

Article 52 (1) of AP I defines civilian objects negatively, by providing that they are “all objects 
that are not military objectives”. The key to the prohibition thus lies in the definition of 

32 William Boothby, The Law of Targeting (Oxford: Oxford University Press, 2012), p. 60.
33 Legality of the Threat or Use of Nuclear Weapons. Advisory opinion. ICJ Reports 1996., para 78; Schmitt 2012, p. 247.
34 Legality of the Threat or Use of Nuclear Weapons., para 78; Prosecutor v Kupreskic. ICTY Judgment. 14 January 2000., para 521
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military objectives. Military objectives are described as “those objects which by their nature, 
location, purpose, or use make an effective contribution to military action and whose partial 
or total destruction, capture, or minimization, in the circumstances ruling at the time, offers 
a definite military advantage”.35 The definition thus consists of two cumulative criteria. First, 
for an object to be a military objective it must make an effective contribution to military 
action. Second, its partial or total destruction, capture or minimization must offer a definite 
military advantage. Although these two elements are often related to one another (some 
argue that an object that makes an effective contribution to the adversary’s military action 
is, typically, also one that offers a definite military advantage when destructed by the 
attacker),36 it is required that both criteria are fulfilled for the object to be considered a 
military objective and, thus, the second requirement purports to further limit the category 
of legitimate objectives.37

Determining whether something is a military objective based on what is provided in the law of 
armed conflict may not always be straightforward. Much has been written to specify the two 
criteria provided in AP I, regularly resulting in heated debates.38 In short, the two cumulative 
criteria are explained as a two-pronged test that requires the fulfillment of both and should 
be considered on a case-by-case basis in view of the circumstances ruling at the time. More 
specifically, the first element refers to military objectives that either (1) by nature, (2) by 
location, (3) by purpose, or (4) by use make an effective contribution to military action. Nature 
may refer to the object’s inherent characters such as tanks, fighter jets, and ammunition 
caches. Location may refer to a site that is of particular importance for military operations, 
such as strategically located passes. Purpose may relate to the intended future use of an 
object, such as a civilian aircraft that is being fitted out to carry troops or military equipment. 
Mere speculation is not sufficient; rather, there must be a reasonable degree of certainty that 
is based on reliable and timely information.39 Finally, a military objective by use denotes to the 
current function of an object. This may be an object that is used by the armed forces, but it 
may also an object that has a dual-use function (both for the civilian population as well as the 
military), such as when a steeple of a church is used by snipers.40

Whether an object constitutes a military objective should be assessed on a case-by-case 
basis in view of the circumstances ruling at the time, rather than at some hypothetical 

35 Article 52 (2) of Additional Protocol I to the Geneva Conventions.
36 Yoram Dinstein, The Conduct of Hostilities under the Law of International Armed Conflict (Cambridge: Cambridge University Press, 
2010), p. 104.
37 Oeter 2013, 169.
38 International Law Association Study Group on the Conduct of Hostilities in the 21st Century (2017), The Conduct of Hostilities and 
International Humanitarian Law: Challenges of 21st Century Warfare. p. 327. As an observer of this working group, I experienced 
the debates in this group as sometimes heated—albeit discussions were often directed at the work of scholars outside this 
particular group.
39 Schmitt 2012, p. 154.
40 Dinstein 2010, p. 107.
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future time.41 In a similar vein, in the second prong—definite military advantage—the term 
‘definite’ has been defined as ‘concrete and perceptible’ and thus not ‘hypothetical and 
speculative’.42 The term military refers to all those targets that serve a military purpose and 
can, thus, not be merely political or economic.43 Finally, the definite military advantage is to 
be assessed as the advantage expected to accrue from the attack as a whole in light of the 
ongoing campaign and, thus, not merely from isolated or particular aspects of the attack 
and not in hindsight of the attack.44

Besides civilian objects, civilians are also protected from direct attack under targeting law. 
A civilian is defined negatively, meaning that civilians are considered those persons who are 
not members of the armed forces.45 Members of the armed forces are, in turn, explained 
in Article 43 of AP I as “all organized armed forces, groups and units, which are under a 
command responsible to that party for the conduct of its subordinates.”46 Additionally, “[a]ll 
members of the armed forces of a party to the conflict are combatants, except medical and 
religious personnel.”47 At risk of oversimplification, the armed forces may be described as 
either traditional combatants or members of organized armed groups.48 Combatants refer 
to three types of individuals: members of the regular armed forces, members of militias or 
volunteer corps that belong to a party to the conflict,49 and members of a levee en masse. 
These individuals may be attacked based on their status unless they are hors de combat, 
have surrendered, have been captured, have parachuted from a disabled aircraft, or enjoy 
a protected status such as medical and religious personnel.50

Turning back to the definition of a civilian. Simplistically, civilians are persons who are 
not members of the armed forces and are therefore protected from direct attack under 
targeting law.51 However, they are only protected for such time as they do not take a direct 
part in hostilities.52 In 2009, the ICRC issued its Interpretive Guidance on the Notion of 

41 International Law Association Study Group on the Conduct of Hostilities in the 21st Century (2017), The Conduct of Hostilities and 
International Humanitarian Law: Challenges of 21st Century Warfare, p. 328.
42 ICRC, ‘Practice Relating to Rule 8. Definition of Military Objectives.’ https://ihl-databases.icrc.org/customary-ihl/eng/docs/v2_
rul_rule8.
43 International Law Association Study Group on the Conduct of Hostilities in the 21st Century (2017), The Conduct of Hostilities and 
International Humanitarian Law: Challenges of 21st Century Warfare, pp. 343-344.
44 Schmitt 2012, p. 254. Dinstein 2010, p. 108.
45 Boothby 2012, p. 70.
46 Henkaerts and Doswald-Beck (2005) ICRC Study on Customary International Humanitarian Law, p. 17. Article 43 (1) of Additional 
Protocol I to the Geneva Conventions.
47 Ibid., p. 14. Codified in Article 43 (2) of Additional Protocol I to the Geneva Conventions.
48 Michael N. Schmitt and Eric Widmar, ‘The Law of Targeting’, in Paul A.L. Ducheine, Michael N. Schmitt and Frans P.B. Osinga (eds.), 
Targeting: The Challenges of Modern Warfare (The Hague: T.M.C. Asser Press, 2016), pp. 123-145, p. 124.
49 When they wear a fixed distinctive sign recognizable at a distance, carry their arms openly, abide by the laws of war, and operate 
under responsible command. Article 4(A)(2) of the Third Geneva Convention.
50 Schmitt and Widmar 2016, pp. 124-125.
51 Article 50 (1) of AP I provides “[a] civilian is any person who does not belong to one of the categories of persons referred to in 
Article 4 A (1), (2), (3) and (6) of the Third Convention and in Article 43 of this Protocol. In case of doubt whether a person is a 
civilian, that person shall be considered to be a civilian.”
52 Codified in Article 51 (3) of Additional Protocol I to the Geneva Conventions and Article 13 (3) of Additional Protocol II to the 
Geneva Conventions, and reflecting customary international humanitarian law.
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Direct Participation in Hostilities providing useful, albeit somewhat controversial, criteria 
for assessing direct participation in hostility (DPH). Pursuant to the guidance, an act will 
constitute direct participation in hostilities if it fulfills the following three cumulative 
criteria.53 First, “the act must be likely to adversely affect the military operations or 
military capacity of a party to an armed conflict or, alternatively, to inflict death, injury, 
or destruction on persons or objects protected against direct attack (threshold of harm).” 
Second, “there must be a direct causal link between the act and the harm likely to result 
either from that act, or from a coordinated military operation of which that act constitutes 
and integral part (direct causation).” Third, “the act must be specifically designed to directly 
cause the required threshold of harm in support of a party of the conflict and to the 
detriment of another (belligerent nexus).” Controversy exists as to the rule’s interpretation 
and application in practice, ranging from the scope of ‘direct’ (does it include financing 
insurgent groups?) to the standard ‘for such time’ (when does the direct participation begin 
and cease?), the status of human shields, and the revolving door phenomenon.54

The rule applied to autonomous weapons
In the legal discourse about autonomous weapons these rules would typically be studied (as 
above) and applied to autonomous weapons (as below). Questions may, for instance, arise 
regarding potentially conflicting interpretations and areas of uncertainty (e.g. grey areas in 
the law or uncertainties as to the capabilities of autonomous weapons). This section (as well 
as the next sections titled ‘The rule applied to autonomous weapons’) aims to demonstrate 
how commentators—lawyers in particular—engage in legal debates regarding these 
weapons. In these sections, the term ‘context’ refers to battlefield context or circumstances 
of use (e.g. is the operational environment urban, structured, more or less dynamic?).

Whether the use of autonomous weapons complies with the principle of distinction 
seems to be dependent on, at least, three factors: (1) the weapon’s capabilities, (2) the 
circumstances of its use, such as the environment itself and (3) its relationship with the 
human operator, such as the parameters within which the weapons is allowed to operate 
autonomously (e.g. the commander’s restrictions). For example, if the weapon can only 
make a distinction between tanks and everything that is not a tank, it will most likely not 
be able to comply with the principle of distinction in a situation where it has to make a 
determination as to whether a combatant is hors de combat (and thus no longer a lawful 
target) or not. It may not render the weapon unlawful as such, but it does seem to—at 

53 Nils Melzer (2009) Interpretative Guidance on the Notion of Direct Participatoin in Hostilities under International Humanitarian 
Law. ICRC.
54 The revolving door phenomenon refers to individuals who repeatedly directly participate, but do so in separate incidents. The 
ICRC argues that each act must be treated separately. Once he or she no longer participated, he or she reacquires immunity 
from attack. Ibid., p. 71. This is disputed, however, by those arguing that such individuals remain subject to attack throughout 
their activities, only regaining protection from attack when they unambiguously withdraw from participation. Michael N. Schmitt, 
‘Deconstructing Direct Participation in Hostilities: The Constitutive Elements’ (2010) 42 New York University Journal of International 
Law and Politics.
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least—make it unsuitable for that particular situation (identify combatants hors de combat), 
which may result in an unlawful attack. For the sake of this argument, let’s assume that the 
weapon will encounter both tanks and civilians, because, for instance, a column of tanks is 
passing through an urban area. In order to limit risks of collateral damage, the commander 
might apply certain restrictions upon the weapon’s use. For example, the commander may 
decide to limit the geographical area within which the weapon operates to an area that is 
expected to contain the preprogrammed targets (tanks), but no civilians. He or she may 
also limit the time of autonomous operation—e.g. only for 30 minutes at day or night time 
or report to the operator every 10 minutes or before every attack—because the longer the 
system operates autonomously, the greater the chance that the environment will change, 
both in terms of the natural environment (e.g. weather conditions), but also in terms of the 
operational environment (e.g. civilians entering the area of operations). Such limitations—
while potentially enabling compliance with the principle of distinction—may be considered 
precautionary measures that will be further discussed in section 4.3.3.

Turning back to the weapon system’s (in)capability to discriminate between lawful military 
objectives and civilians and civilian objects, most existing technologies and, most likely, 
those currently under development are based on narrow Artificial Intelligence meaning that 
their expertise is confined to a single domain (as opposed to general Artificial Intelligence 
systems that would have general purpose reasoning that humans use to flexibly perform 
tasks).55 This narrowness means that current systems with this form of technology may fail 
when they are deployed outside of the context for which they were designed—e.g. if they 
are preprogrammed to identify and attack tanks, but they are tasked with identifying and 
attacking combatants, oil fields and/or fighter jets.56 This may become particularly prevalent 
in dynamic situations since increasingly complex situations seem to require increasingly 
sophisticated systems. For example, whereas it is certainly conceivable that an autonomous 
system may be capable of identifying members of armed forces—as they are required to 
take measures to ensure that they are readily distinguishable from civilians—identifying a 
civilian who may be directly participating in hostilities may be much more difficult, since 
the civilian will likely not exhibit any outward indication of his or her civilian status or may 
intentionally hide his or her status.57

It is important to bear in mind that this distinction is challenging for both autonomous systems 
and humans. Hence, in contemporary targeting practices, humans are increasingly aided 
by narrow AI technologies in making those determinations regarding target development. 
Project Maven of the U.S. DoD is such an example. The first task of Project Maven was to 
field technology—in the field of machine learning—to automate processing, exploitation and 

55 Scharre and Horowitz (2018) Artificial Intelligence: What Every Policymaker Needs to Know, p. 4.
56 Ibid.
57 Ford 2017, p. 437.
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dissemination for UAVs collecting full motion video.58 This means that analysts—who used to 
spend 80 percent of their time doing mundane administrative tasks associated with staring 
at full motion video, counting, characterizing objects that may be of interest for further 
target development—are now able to focus on actually analyzing the data and developing 
targets, because the technology may be used to identify relevant activity and label that data 
for them.59 Although this may seem a minor task in the entire process of developing targets 
and identifying lawful military objectives (a process that will be discussed in more detail in 
chapters 5 and 6), it is a vital task that may significantly influence what objects and persons 
may eventually be targeted. Owing to the alleged success of combining human qualities with 
software capabilities in Project Maven, the U.S. DoD continues to explore other targeting 
tasks where human-machine teaming may prove valuable (see further discussion on the role 
of these technologies in chapter 6 and, in particular, chapter 7).

While it is highly unlikely that today’s technology is sophisticated enough to—independently 
of human decision makers—make across the board determinations as to the lawfulness of 
all persons and objects, the technology may (and is likely to) improve significantly over 
the next years. It is regularly argued that a case-by-case analysis is required to determine 
whether and in what circumstances a particular weapon may be used in compliance 
with the principle of distinction (and other rules and principles such as the principle of 
proportionality) and in what not.60 That way, an autonomous weapon is no different from 
other weapons that can be used lawfully in some situations but not in others. For instance, 
the United States considered using the so-called ‘mother of all bombs’ lawful for attacking 
ISIS’ tunnels and bunkers that merely contained militants,61 but the same bomb cannot be 
used lawfully in a crowded urban area where the target is a singular combatant. Even if 
the combatant is a lawful target, this does not allow the indiscriminate bombing of a city 
causing extensive (and most likely excessive) collateral damage. Thus, using a bomb this size 
in a crowded city will most likely be a violation of the principle of distinction since the attack 
may be considered of a nature to strike military objectives and civilians or civilian objects 
without distinction (i.e. an indiscriminate attack),62 but is certainly also problematic in light 
of the principle of proportionality (this will be further discussed in the next section).

58 Project Maven was part of my fieldwork conducted at the Pentagon. For more information on Project Maven see chapter 7 of this 
dissertation and the article published in the Naval War College Review: Ekelhof 2018, p. 78.
59 Ibid.
60 Lawand (2015) Panel on possible challenges to IHL due to increasing degrees of autonomy; Joint Committee on Autonomous 
Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful Human Control, p. 22; Richard Moyes 
and Heather Roff (2016) Meaningful Human Control, Artificial Intelligence and Autonomous Weapons. Article 36, p. 6; Lewis, et al. 
(2016) War-Algorithm Accountability, p. 85; Michael N. Schmitt and Jeffrey S. Thurnher, ‘”Out of the Loop”: Autonomous Weapon 
Systems and the Law of Armed Conflict’ (2013) 4 Harvard National Security Journal, pp. 231-281, p. 254; Sassoli 2014, p. 334.
61 The Pentagon concluded “Although the MOAB weapon leaves a large footprint, it is discriminate and requires a deliberate 
launching toward the target”. Robert Burns (13 April 2017) ‘U.S. drops largest non-nuclear bomb on ISIS target in Afghanistan’ news 
release PBS, https://www.pbs.org/newshour/world/pentagon-u-s-dropped-largest-non-nuclear-bomb-afghanistan.
62 Article 51 (4) (c) of AP I prohibits indiscriminate attacks, describing these as “those which employ a method or means of combat 
the effects of which cannot be limited as required by this Protocol; and consequently, in each such case, are of a nature to strike 
military objectives and civilians or civilian objects without distinction.”
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Before continuing to the discussion of the principle of proportionality, it is important to 
note that, in the event of doubt, targeting law prescribes that a person shall be assumed 
to be a civilian.63 Article 52 (3) of AP I provides that “[i]n case of doubt whether an object 
which is normally dedicated to civilian purposes, such as a place of worship, a house or other 
dwelling or a school, is being used to make an effective contribution to military action, it shall 
be presumed not to be so used.” To some, doubt is an inherently human characteristic that 
can never be programmed into a machine.64 However, others argue that doubt ought to be 
considered as a certain level of uncertainty, which can be programmed.65 Particularly in the 
field of Artificial Intelligence, there are extensive theories and practice on how to deal with 
uncertainty in the programming of intelligent systems.66 Seemingly, the easiest way would be 
to program doubt (or uncertainty) as a binary function: a system is either 100% certain or not. 
However, the law requires reasonable, not absolute certainty. This complicates the question, 
because now those programming the system need to understand what constitutes ‘reasonable 
certainty’ and, at least according to Ford, “[q]uantifying reasonable certainty is inherently 
more subjective; mathematically, what constitutes ‘reasonable certainty’ is unclear.”67

Nonetheless, it may not be impossible to specify boundaries of certainty that are required 
for a system (or a human) to identify (and potentially attack) lawful targets. According to 
Thurnher, developing a computer program that measures the likelihood that a potential target 
is valid in a particular situation will be a significant challenge, but, theoretically, it would be 
possible.68 That is assuming that States can determine the appropriate doubt threshold or, in 
other words, determine what is ‘reasonable doubt’. It is true that these decisions are often 
subjective, but the question seems to be, however, whether this is a normative position (i.e. 
it ought to be subjective) or simply a description of the unfortunate reality.69 According to 
Sassòli:

63 Article 50 (1) of Additional Protocol I to the Geneva Conventions.
64 For example, Human Rights Watch and the Harvard Law School IHRC argue that, to comply with the law of armed conflict, 
autonomous weapons would need human qualities that they inherently lack. Amongst these qualities, HRW/IHRC argue that these 
weapons could not apply human judgment to deal with subjective tests. Docherty (2012) Losing Humanity: The Case Against Killer 
Robots, p. 36.
65 For example, during an ICRC expert meeting Schmitt argued that, while certainly challenging, algorithms that would enable 
an autonomous weapon to compute doubt are possible in theory. ICRC (2014) Expert Meeting Autonomous Weapon Systems: 
Technical, military, legal and humanitarian aspects, p. 81. In their edited book ‘Risk and the Regulation of Uncertainty in International 
Law’, Monika Ambrus, Rosemary Rayfuse, and Wouter Werner engage with questions of ‘uncertainty’ in a variety of legal contexts. 
Amongst other questions, the book addresses what lawyers recognize as ‘certain’ and uncertain’ and through which mechanisms 
they cope with uncertaintly. The authors illustrate how, in the context of precautionary measures, lawyers deal with uncertainty. 
“While formulations of the [precautionary] principle differ, its core message is that, in cases of possible serious or irreversible 
damage, lack of full scientific certainty shall not be used as a reason for postponing preventative measures. The principle thus 
aims to guide decision-making while recognizing the existence of sometimes radical uncertainty and ambiguous and contestable 
scientific knowledge.” Monika Ambrus, et al. (eds.), Risk and the Regulation of Uncertainty in International Law (Oxford: Oxford 
University Press, 2017) pp. 4-5.
66 See, for example, Ronald C. Arkin, et al. (2009) An Ethical Governor for Constraining Lethal Action in an Autonomous System. 
CSE Technical Reports, https://www.cc.gatech.edu/ai/robot-lab/online-publications/GIT-GVU-09-02.pdf; Paul Krause and Dominic 
Clark, Representing uncertain knowledge: An Artificial Intelligence approach (Dordrecht: Springer, 1993).
67 Ford 2017.
68 Jeffrey S. Thurnher, ‘Means and Methods of the Future: Autonomous Systems’, in Paul A.L. Ducheine, Michael N. Schmitt and 
Frans P.B. Osinga (eds.), Targeting: The Challenges of Modern Warfare (The Hague: T.M.C. Asser Press, 2016), pp. 177-200, p. 192.
69 Sassoli 2014, p. 334.
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Both for human operator and for autonomous weapons it would be desirable if 
a formula of such a calculation [proportionality], together with indicators of the 
elements that should/should not be taken into account, could be agreed upon. 
Obviously, the determination must be made on a case-by-case basis, but I do not 
see why it should be ‘subjective’.70

The issue of subjectivity will re-appear in the following sections as it applies to the application 
of targeting law more generally.

4.3.2 The principle of proportionality

The rule
The principle of proportionality is certainly one of the most debated principles of the law of 
armed conflict. The principle, considered customary law and codified in article 51(5)(b) and 
(repeated in) article 57 AP I, prohibits:

[L]aunching an attack which may be expected to cause incidental loss of civilian 
life, injury to civilians, damage to civilian objects, or a combination thereof, which 
would be excessive in relation to the concrete and direct military advantage 
anticipated.71

The principle is more easily stated than it is applied in practice. As the ICTY committee 
explains in its Final Report to the Prosecutor on the 1999 NATO bombing campaign “[t]
he main problem with the principle of proportionality is not whether or not it exists but 
what it means and how it is to be applied.”72 Certainly, there are situations where it may 
be relatively easy to determine that the relation between the legitimate destructive effect 
and undesirable effects is unacceptable; the report provides that, for example, bombing a 
refugee camp of which the only military significance is that people in the camp are knitting 
socks for soldiers is obviously disproportionate.73 Conversely, refraining from an air strike on 
an ammunition depot merely because a farmer is plowing a field in the area is not what the 
principle of proportionality requires either.74 The United States Law of War Manual explains 
that determining whether the expected incidental harm is excessive does not necessarily 

70 Ibid.
71 The principle of proportionality is also contained in Protocol II, Amended Protocol II to the Convention on Certain Conventional 
Weapons, the Statute of the International Criminal Court, and a large number of military manuals.
72 Final Report to the Prosecutor by the Committee Established to Review the NATO Bombing Campaign Against the Federal Republic 
of Yugoslavia. ICTY. 13 June 2000, para 48; William J. Fenrick, ‘Attacking the Enemy Civilian as a Punishable Offense’ (1997) 7 Duke 
Journal of Comparative & International Law, pp. 539-570, p. 545.
73 It should be noted that, while this example may illustrate ‘excessiveness’ in the context of the principle of proportionality, making 
people who are knitting socks in a refugee camp the object of an attack raises serious legal concerns regarding the application of 
the principle of distinction. Final Report to the Prosecutor by the Committee Established to Review the NATO Bombing Campaign 
Against the Federal Republic of Yugoslavia, para 48.
74 Ibid., para 48.
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lend itself to a quantitative analysis, because it is not only comparing apples and oranges 
but the evaluation also intrinsically involves both military judgments as well as moral and 
ethical considerations evaluating the risks to human life.75 By means of example, the Manual 
agrees that harming the one farmer when targeting an ammunition depot could indeed be 
considered proportionate, but “an extraordinary military advantage would be necessary 
to justify an operation posing risks of collateral death or injury to thousands of civilians.”76 
This still leaves a considerable gray area within which the application of the proportionality 
rule may not be so clear. Consequently, questions of proportionality may not only result in 
“highly open-ended” inquiries, but the answer may also be “subjective and imprecise”.77

Nonetheless, before we come to the balancing exercise between the expected civilian harm 
and the anticipated military advantage, it is necessary to determine what the meaning 
and scope of the two categories may be. With regard to the question on what constitutes 
incidental loss of civilian life, injury to civilians and damage to civilian objects, some claim 
that it only concerns direct harm while others argue that this claim finds no direct support 
in the rule and, thus, indirect effects must also be considered.78 While discussions on the 
scope of civilian harm remain unresolved, it seems to be generally accepted that the harm 
to civilians and civilian objects extends only to that what can be reasonably expected. The 
legal standard is whether “a reasonably well-informed person in the circumstances of the 
actual perpetrator, making reasonable use of the information available to him or her, could 
have expected excessive civilian casualties to result from the attack”.79 As such, the principle 
of proportionality does not refer to the actual damage caused.80

The same standard applies to the determination of the military advantage, which is to be 
based on what is ‘anticipated’ and is not meant to be an assessment made in hindsight.81 In 
addition, it seems to be relatively undisputed that ‘military advantage anticipated’ consists 
of gained ground or weakening enemy forces.82 With regard to the qualifiers ‘concrete’ and 
‘direct’, the Commentary of the Additional Protocols provides that these terms indicate 
that the advantage must be “substantial and relatively close, and that advantages which 
are hardly perceptible and those which would only appear in the long term should be 

75 United States Department of Defense (2016), Law of War Manual, p. 265.
76 Ibid., pp. 265-266.
77 Ibid., p. 266.
78 A variety of factors may be considered, such as, the in- or exclusion of long-term repercussions, psychological effects, medical 
personnel and civilians directly participating in hostilities. Not all these factors will be addressed in this chapter as not all details 
are relevant for the subjects discussed in this dissertation. For more information on these legal debates, see Gill, et al. (2014) The 
conduct of hostilities and international humanitarian law: challenges of 21st century warfare - interim report, p. 13.
79 Prosecutor v Stanislav Galic. ICTY Judgment. 5 December 2003, para 58.
80 Nonetheless, the actual damage may be relevant if it is the same as what could be reasonably expected beforehand. In that case, 
the actual damage may be proof as such of a violation of the principle of proportionality. Exchange with deputy director of legal 
affairs (11 March 2019).
81 Prosecutor v Stanislav Galic, para 58.
82 Gill, et al. (2014) The conduct of hostilities and international humanitarian law: challenges of 21st century warfare - interim 
report, p. 14.
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disregarded”.83 Besides vague, hypothetical, indirect and long-term advantages, advantages 
that are other than military (e.g. political, economic or moral) are to be disregarded.84 
Finally, the ICRC indicates that several States have expressed that ‘military advantage’ refers 
to the advantage anticipated from the attack as a whole and thus not from isolated parts of 
the attack.85 Also, it is regularly argued that “an ‘attack’ involves a finite, delimitable event, 
and should not be confused with the entire war”.86

Now that I have introduced—certainly not resolved—the core issues related to the 
interpretation of the principle of proportionality, let us move to the application of the 
rule as regularly discussed in the autonomous weapons discourse. One may recognize the 
traditional legal approach within which the relevant rule or principle is determined (as 
above) and applied to the subject of study (as below).

The rule applied to autonomous weapons
The highly contextual and qualitative element of proportionality analyses in combination 
with the subjective outcome is often what critics of autonomous weapons claim makes 
proportionality a uniquely human analysis and, thus, one of the core reasons why humans 
must always be the ones to apply this rule.87 Nonetheless, as explained above, the law 
does not require perfect awareness of consequences of the attack in light of the expected 
incidental harm to civilians and civilian objects and the military advantage anticipated; nor 
does it consider the actual damage and military advantage on the basis of hindsight. Rather, 
this assessment is one of reasonableness. But what may constitute a reasonably well-
informed person? Against this backdrop, an important distinction may be made between 
the two types of assessments that the proportionality analysis requires.

The first is a quantitative analysis of the expected collateral damage. The second is a 
qualitative analysis balancing the values of the expected incidental civilian harm with the 
military advantage anticipated. Whereas the former may be easily conducted by intelligent 
and autonomous technologies, it is regularly acknowledged that the latter may prove far more 
technologically challenging—in part owing to the subjectivity of these value judgments.88 

83 Sandoz, et al. (1987) Commentary on the Additional Protocols, para 2209.
84 However, it has also been highlighted that, in some NIACs, the aim of rebel groups is not always to want to gain territory. Gill, et 
al. (2014) The conduct of hostilities and international humanitarian law: challenges of 21st century warfare - interim report, p. 14.
85 ICRC, ‘IHL Database Customary IHL: Rule 14. Proportionality in Attack.’ https://ihl-databases.icrc.org/customary-ihl/eng/docs/
v1_rul_rule14#refFn_C9F91DAC_00027.
86 Gill, et al. (2014) The conduct of hostilities and international humanitarian law: challenges of 21st century warfare - interim 
report, p. 14; William J. Fenrick, ‘Targeting and Proportionality During the NATO Bombing Campaign Against Yugoslavia’ (2001) 12 
European Journal of International Law / EJIL, pp. 489-502, p. 499.
87 This was, for example, made explicit by Belgium in their statement to the UN CCW GGE on LAWS given on Tuesday 26 March 
2019. At the time of writing, the statement was not yet made publicly available. See also Docherty (2012) Losing Humanity: The 
Case Against Killer Robots, p. 32.
88 Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful 
Human Control, pp. 12, 25; Bradan T. Thomas, ‘Autonomous Weapon Systems: The Anatomy of Autonomy and the Legality of 
Lethality’ (2015) 37 Houston Journal of International Law, pp. 235-274, p. 268; Schmitt and Thurnher 2013, p. 266.
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Although subjectivity seems to be the reality of war, the underlying reason does not seem to 
be that the law prescribes subjective decision-making (rather than using objective criteria). 
Rather, the law requires the protection of civilians from direct attacks and incidental harm. 
The question could thus be phrased as: may civilians be better protected if those planning 
and deciding upon the attack take into account their youth, religion, personal values and 
ethics or should the only consideration be the military advantage to be gained and the 
incidental effect upon civilians?89 If the answer is the latter and the proportionality principle 
can be translated to fit a computer program, this may—at least according to some—be an 
opportunity to improve the proportionality analysis’ objectivity.90

Against this backdrop, it may be ever more important to understand the weapon’s capabilities 
to be able to determine the lawfulness of using weapons that would independently conduct 
proportionality analyses. If a weapon is capable of complying with the proportionality 
principle, its use does not seem to be prohibited under this principle based on the fact 
that humans are not controlling the weapon during its operation. However, considering 
the current state of technology and the complex value judgments that are part of the 
proportionality analyses (i.e. comparing the value of the expected incidental civilian harm 
with the anticipated military advantage) it seems sensible to agree with the many other 
participants in this discourse who argue that—at least for the foreseeable future—it is 
unlikely that weapons would be programmed to conduct such analyses independently.91

To be fair, determining anticipated military advantage and expected collateral damage 
and weighing these unlike values against one another may be difficult for the most skilled 
humans, let alone autonomous systems.92 Additionally, military advantage should be 
calculated “in the circumstances ruling at the time”,93 which means that it is a contextual 
and dynamic analysis that is difficult to mathematically specify beforehand.94 According to 
Sassòli, this means that autonomous weapons could not apply proportionality unless they 
are “constantly updated about military operations and plans”.95 That is not to say that the 
use of autonomous weapons would be unlawful in all situations.96 The military advantage 
that is anticipated with some targets may remain largely static over significant time. For 

89 Sassoli 2014, p. 335.
90 Ibid., p. 331.
91 Schmitt and Thurnher 2013, p. 266; ICRC (2016) Expert Meeting: Autonomous Weapon Systems: Implications of increasing 
autonomy in the critical functions of weapons, p. 16; Human Rights Watch and Harvard Law School International Human Rights 
Clinic (2015), Mind the Gap: The Lack of Accountability for Killer Robots. p. 8.
92 Ford 2017, pp. 443-444. Anderson et al argue “[t]o be fair, many military lawyers have questioned whether human soldiers are 
capable of truly applying this ambiguous test either.” Anderson, et al. 2014, p. 14.
93 Article 52(2) Additional Protocol I to the Geneva Conventions.
94 The biggest obstacle does not seem to be the actual programming of these elements. Instead, it seems to be the difficulty (or 
unwillingness) to specify the value of civilian lives and (compare it to) the military advantage. Apparently, it is acceptable to leave 
it up to legal advisers and commanders to make these decisions under pressure, but not to have a transparent conversation about 
what exactly the expectations are beforehand. The fact that the proportionality analysis is highly contextual does not mean that 
the values cannot be specified.
95 Sassoli 2014, p. 332. Ford 2017.
96 Thurnher 2016, p. 189.



THE (IL)LEGALITY OF AUTONOMOUS WEAPONS 101

4

instance, the military advantage of destroying or neutralizing an enemy’s headquarters 
will likely remain fairly constant throughout an operation.97 Furthermore, Thurnher 
suggests that “nations might instead rely on preprogramming the acceptable values for the 
situations that an autonomous weapon might encounter”, where the operator essentially 
pre-determines the excessive amount of collateral damage for any specific target.98 This still 
means that humans may be determining the values necessary to conduct the qualitative 
analysis (and pre-program it), but autonomous weapons may calculate the expected 
collateral damage and apply the preprogrammed rules in practice (within the boundaries 
set by their operators).

Irrespective of who may make the most accurate predictions of future technological 
capabilities in making proportionality assessments, it seems most convenient (both from the 
perspective of military effectiveness as well as compliance with the law) to combine human 
and machine qualities. This is also acknowledged in autonomous weapons debates in the 
CCW where discussing the most appropriate manner to establish effective human-machine 
interaction has become a core issue.99 The benefits of combining human and machine 
capabilities seem most obvious in the application of the principle of proportionality owing 
to its two types of assessments in one (qualitative and quantitative).

Already, there exist real-world applications where autonomy is integrated as a part of 
these assessments. As illustrated by Trapp, legal requirements—such as gathering and 
assessing information about targets as required by the precautionary measure rule—are 
measured in terms of human effort, but “[i]n the current ‘Information Age’, some of that 
human effort has been replaced by machines.”100 For example, the United States uses an 
automated weaponeering system that provides the standard automated methodology for 
estimating the employment effectiveness of most non-nuclear, kinetic weapons, called the 
Capability Analysis Tool.101 Furthermore, some States have mandated the use of the Digital 
Precision Strike Suite Collateral Damage Estimation (DCiDE) tool for collateral damage 
analysis of kinetic weapons.102 Although targeteers and weaponeers are still required to 
feed information into the tool (e.g. type of building and munitions), this tool automatically 

97 Ford 2017, p. 446.
98 Thurnher 2016, p. 189.
99 In 2018 the issue of human-machine interaction was included in the report that was adopted by consensus and subsequently 
appeared on the agenda for the next year. In 2019, the High Contracting Parties agreed upon an additional guiding principle 
referring to human-machine interaction as an important factor in ensuring compliance with international law. Chairperson (2018) 
Report of the 2018 session of the Group of Governmental Experts on Emerging Technologies in the Area of Lethal Autonomous 
Weapons Systems. Chairperson (2019) Draft Report of the 2019 session of the Group of Governmental Experts on Emerging 
Technologies in the Area of Lethal Autonomous Weapons Systems, p. 3.
100 Paul Scharre, Army of None: Autonomous Weapons and the Future of War (New York: W.W. Norton & Company, 2018)., chapter 19.
101 United States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, p. B-3.
102 United States Air Force (2019), Annex 3-60 TARGETING. Curtis E. Lemay Center for Doctrine Development and Eduction, p. 
26, https://www.doctrine.af.mil/Portals/61/documents/Annex_3-60/3-60-Annex-TARGETING.pdf; Joint Targeting School (2014), 
Collateral Damage Estimation Course Syllabus. http://www.dtic.mil/doctrine/jfs/jts/collateral_damage_methodology_course_
syllabus30jul14.pdf; Interview with targeting staff at the U.S. 363rd ISR Wing (17 May 2017).
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conducts a physics-based modeling of, for instance, weapons- and blast-effects.103 This type 
of division of labor between human decision makers and technologies is what the majority 
of commentators in discussions about autonomous weapons seem to consider the most 
promising avenue, both in terms of achieving utility and ensuring the best possible compliance 
with the law. Although it is clear that, for the foreseeable future, machines will not be as good 
as humans at understanding the context for their actions (while in other circumstances they 
perform far better than humans),104 it remains unclear what exact tasks can and should be 
conducted by technologies and which should remain in the hands of human decision makers.

It may be concluded from autonomous weapons discussions that the appropriate division 
of labor—from the perspective of pursuing compliance with targeting law—may depend on, 
at least, three (by now well known) factors: (1) the machine’s (and human’s) capabilities, (2) 
the circumstances of its use, and (3) the manner in which they interact (the human role). 
Even if the first two factors are clear (who excels at which tasks in what circumstances), the 
latter (effectively combining the two) may pose great challenges. Although human-machine 
teaming is said to often yield better outcomes than either may achieve operating separately,105 
it requires more than simply putting them together. History has shown that human-machine 
teaming is no easy task and does not axiomatically result in the best outcomes. For example, 
human-machine teaming may be complicated and vulnerable for mistakes when there are 
ineffective interfaces, when humans under- or over-trust the system (i.e. automation bias), 
or in circumstances in which there may not be enough time for humans to make conscious 
decisions about the use of force.

An example is the Patriot fratricide that occurred in Operation Iraqi Freedom in 2003. The 
Patriot system misclassified the lead aircraft as a ballistic missile and the operator ordered 
the firing units to switch to operate mode after which the system automatically engaged the 
target seconds later.106 One factor that seems to have led to this fratricide stemmed from the 
unwarranted and uncritical trust in automation.107 Even though the Patriot was under human 
supervision and the operator approved the engagement, this human-machine collaboration 
appeared ineffective. While not all mistakes end up being violations of the law,108 legal 
compliance may certainly be improved and the risk of civilian harm may be decreased by 
means of effectively using technology. This requires more than understanding the appropriate 
division of labor and the development of technologically capable and sophisticated systems. 

103 These technologies will be further discussed in chapter 6 and 7 of this dissertation.
104 Scharre 2018., chapter 19.
105 Larry Lewis, ‘AI for Good in War; Beyond Google’s ‘Don’t Be Evil:’.’ Breaking Defense, https://breakingdefense.com/2018/06/
ai-for-good-in-war-beyond-googles-dont-be-evil/#disqus_thread.
106 Larry Lewis (2018) Redefining human control: Lessons from the Battlefield for Autonomous Weapons. Center for Autonomy and 
AI (CAAI), p. 7.
107 Scharre 2018., chapter 19.
108 It should be noted here that these Patriot fratricides are not necessarily violations of the law; although these instances of 
misidentification are tragic, the legal standard is—as explained previously—one of reasonableness.
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What is also needed is effective implementation that augments the benefits of human-
machine collaboration. As explained by Scharre this requires autonomous systems to be:

[D]esigned so that human operators can program their intent into the machine, 
human-machine interfaces that give humans the information they need to make 
informed decisions, training that requires the operators to exercise judgment, and 
a culture that emphasizes human responsibility. When these practices are followed, 
the result can be safe and effective systems like C-RAM [the U.S. counter-rocket, 
artillery, and mortar system], where automation provides valuable advantages but 
humans remain in control.109

4.3.3 The requirement to take precautionary measures

The rule
Article 57 AP I lays down the rule that “[i]n the conduct of military operations, constant care 
shall be taken to spare the civilian population, civilians and civilian objects.” The following 
paragraphs of Article 57(2)(a) further specify this rule, prescribing a threefold obligation to

(i) do everything feasible to verify that the objectives to be attacked are neither 
civilians nor civilian objects and are not subject to special protection but are 
military objectives within the meaning of paragraph 2 of Article 52 and that it is not 
prohibited by the provisions of this Protocol to attack them;

(ii) take all feasible precautions in the choice of means and methods of attack with a 
view to avoiding, and in any event to minimizing, incidental loss of civilian life, injury 
to civilians and damage to civilian objects;

(iii) refrain from deciding to launch any attack which may be expected to cause 
incidental loss of civilian life, injury to civilians, damage to civilian objects, or a 
combination thereof, which would be excessive in relation to the concrete and 
direct military advantage anticipated;

Part (b) of the article deals with the next phase: the decision to attack has been taken, but the 
actual engagement has not yet taken place. If, then, it becomes apparent that the objective 
is not a lawful military objective or the civilian harm is expected to be excessive in relation 
to the concrete and direct military advantage anticipated, the attack shall be cancelled or 
suspended.

109 Scharre 2018., chapter 19.
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The requirement to take precautionary measures, deemed customary law by the ICRC 
study, is addressed to “those who plan or decide upon an attack”.110 A preliminary issue 
that requires further clarification is on whom these obligations rest. Regularly, “those 
who plan or decide upon an attack” is described as referring to commanding officers. 
Anderson et al argue that the responsibility for the operation belongs to the commander 
and it is therefore that the rules of precautions in attack fall upon commanders.111 
Furthermore, when Switzerland ratified AP I, it made a reservation that the article only 
creates obligations for commanders at battalion level and above (and thus not at the 
lower levels).112 Because the requirement is based on what is ‘feasible’ and thus what is 
practicable or practically possible taking into account all circumstances prevailing at the 
time, Dinstein argues that the obligation “devolves on relatively high echelons, inasmuch 
as they are the only ones who normally have the prerequisite overview of the military 
situation.”113 However, Dinstein also adds that senior officers rely on intelligence reports 
developed by lower commands so, in that sense, the taking of precautionary measures 
may be a collaborative effort between higher and lower echelons of command and 
between commanders and planners. Although the ICRC commentary recognizes that 
those who plan and decide upon an attack may not always be capable of taking such 
decisions, the ICRC determines that “it clearly follows that the high command of an army 
has the duty to instruct personnel adequately so that the latter, even if of low rank, can 
act correctly in the situations envisaged.”

As with many legal requirements, its application depends on the context (here referring 
to both the environment of use as well as the context of operational decision-making). 
As explained by Schmitt, there may be situations where air attack planners have access 
to processed information that requires an attack to be suspended or cancelled while the 
aircrew does not; at the same time, the aircrew may identify potential collateral damage, 
while the planner could not. Both are required to do whatever is feasible at their level.114 
Similarly, Henderson argues that the obligations in article 57 AP I “apply to all personnel 
who have the authority and practical possibility to affect the course of an attack.”115

110 Henkaerts and Doswald-Beck (2005) ICRC Study on Customary International Humanitarian Law, p. 51.
111 Anderson, et al. 2014, p. 16.
112 See Swiss statement made on ratification of AP I on 17 February 1982. Boothby 2012, p. 119. Henderson 2009, p. 159.
113 Yoram Dinstein, The Conduct of Hostilities under the Law of International Armed Conflict (Cambridge: Cambridge University Press, 
2016), p. 167. Anderson et al discuss the requirement in relation to weapon’s autonomy and come to a similar conclusion. They 
argue that “precautions in attack operate generally at a level above an individual weapon, whether operated by a human soldier 
or by a computer integrated into it, and relying on pre-planning and information obtained beforehand. Situational awareness for 
those directly carrying out the attack is often very low, even if the target is visible to them, and because they do not typically have 
awareness of the entire operation and its parts, they are often not in a position to make a judgment as to a change in precautions.” 
The authors conclude that, in that sense, the application of precautions in the operation of autonomous weapons is no different of 
those where humans carry out the attack with low situational awareness. Anderson, et al. 2014, p. 16.
114 As the extent and nature of the verification requirement varies depending on the individual’s role, Schmitt argues that each 
individual is required to do whatever is feasible at their level. Schmitt 2012, pp. 260-261.
115 Henderson 2009, p. 157.
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The rule applied to autonomous weapons
The reference to “those who plan or decide upon an attack” may be particularly relevant in 
light of discussions about weapons autonomy. Article 57 of AP I is the only rule within the 
law of targeting that seems to refer to specific persons. Consequently, it could be argued 
that this means that it must be a human being who plans or decides upon an attack.116 At 
least the ICRC has hinted at this:

[W]hile the primary subjects of IHL are States, IHL rules of distinction, 
proportionality and precautions in attack are addressed (implicitly or explicitly) 
to those who plan and decide upon an attack. These rules create obligations for 
human combatants and fighters which are responsible for respecting them, and 
will be held accountable for violations.117

However, all law of armed conflict rules are written with humans and, on a more general 
level, the State in mind as those having the responsibility to implement the rules; none of 
these rules are addressing machines. According to Boothby, in discussing the requirement 
to take precautionary measures the focus should remain on the obligations themselves, 
“without unhelpful attention being paid to whether it is a person or a thing which fulfills 
the task.”118 It should—at least according to Boothby—not matter whether a machine or a 
person applies precautionary measures, as long as the measures are taken. Ford and Sassòli 
agree that there is nothing legally objectionable about machines making this assessment 
as long as the system is of sufficient capability and the commander employing the system 
is reasonably certain that it will comply with the obligation to take feasible precautions in 
attack.119

That does not mean, however, that these (and other) legal scholars are not doubtful 
whether it would be technically possible to apply the obligation. Concerns are particularly 
prevalent in situations where the attack with an autonomous weapon must be suspended 
or cancelled.120 The use of autonomous weapons begs the question of when precautions 
in attack should be taken, argues Ford.121 Precautions in attack are continuous in nature; 
technology has the potential to enhance these requirements if they are sophisticated 
enough to take continual precautions, but if they cannot, who should be taking precautions 

116 See, for example, a discussion held during the ICRC expert meeting on autonomous weapons in Versoix, Switzerland, in 2016 
and the presentation given by Richard Moyes during the same event. ICRC (2016) Expert Meeting: Autonomous Weapon Systems: 
Implications of increasing autonomy in the critical functions of weapons, pp. 16, 48, 79.
117 Lawand (2015) Panel on possible challenges to IHL due to increasing degrees of autonomy, p. 4.
118 Boothby 2012, p. 120.
119 Ford 2017, p. 451. Sassoli 2014, p. 336. The members of the Joint Committees on Autonomous Weapons argued in their advisory 
report to the government of the Netherlands that “[f]rom a legal perspective, it makes no difference whether a target is selected 
and engaged by a human or an autonomous weapon; in both cases, this process must adhere to IHL rules.” Joint Committee on 
Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful Human Control, p. 26.
120 Docherty (2012) Losing Humanity: The Case Against Killer Robots. Sassoli 2014, p. 337. ICRC (2016) Expert Meeting: Autonomous 
Weapon Systems: Implications of increasing autonomy in the critical functions of weapons, pp. 79-80.
121 Ford 2017, p. 449.
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and at what time of the process?122 Shany agrees and goes one step further in saying 
that if it turns out, at some point in time, that autonomous weapons are less prone to 
mistakes than humans, then militaries would be required to use them in order to reduce 
civilian harm.123 “Failure to use such technology may be regarded as failure to apply a 
reasonable precaution.”124 On the contrary, Akerson argues that autonomous weapons 
would inherently contravene the central tenets of the law of armed conflict, because they 
do not possess ‘common sense’ and ‘good faith’,125 which are required in the determination 
of what precautions are feasible.126 As seen in the previous sections, this requirement to 
be able of subjective reasoning is a recurring theme in discussions about the (il)legality of 
the use of autonomous weapons (and sometimes also related to a weapon’s lawfulness per 
se). However, as explained previously, an important question seems to—thus far—remain 
unanswered. Are these concepts subjective owing to military reality or are they subjective 
because they ought to be?

Also, in order to be able to determine whether a particular weapon use is in compliance 
with targeting law, one should, at least, ask the important three questions that reappear 
throughout this chapter: (1) what would the autonomous weapon be capable of, (2) what 
are the circumstances of its use, and (3) what is the relationship with humans? Assuming 
the most likely scenario that the autonomous weapon is incapable of making complex 
value judgments required in many contemporary battlefield scenarios (or humans are 
better at it), could the weapon in those circumstances be used in accordance with the 
obligation to take precautionary measures? Many believe it is possible for, at least, some 
autonomous weapons to be used in compliance with targeting law.127 Thurnher argues, for 
instance, that humans will still control the targeting process at its heart to ensure that the 
autonomous systems fully comply with the legal requirements. For example, if, during its 
autonomous operation, the weapon objectively determines that an attack would result in a 
higher degree of civilian harm than the human operator has permitted, the weapon system 
would disengage or seek guidance from its human operator.128 Although there is no explicit 
stipulation, Article 57 of AP I does, indeed, seem to suggests the existence of a process 
within which people not only execute attacks, but also plan them and decide upon whether 
or not to proceed on different levels of command. This process, known as the targeting 

122 Ibid.
123 See the view expressed by Prof Yuval Shany provided by: Radin (2019) ‘Expert views on the frontiers of artificial intelligence 
and conflict’. See also the U.S. working paper describing that when a “reliable autonomous function is available, the use of such a 
weapon could also be deemed a feasible precaution to reduce the risk of civilian casualties.” United States (2019), Implementing 
International Humanitarian Law in the Use of Autonomy in Weapon Systems.
124 Radin (2019) ‘Expert views on the frontiers of artificial intelligence and conflict’.
125 ICRC (1987), ICRC Commentary p. para 2198, https://ihl-databases.icrc.org/applic/ihl/ihl.nsf/Treaty.xsp?action=openDocument
&documentId=D9E6B6264D7723C3C12563CD002D6CE4.
126 David Akerson, ‘The Illegality of Offensive Lethal Autonomy’, in Dan Saxon (ed.), International Humanitarian Law and the 
Changing Technology of War (Leiden: Martinus Nijhoff Publishers, 2013), pp. 65-98, pp. 87-88.
127 See also Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for 
Meaningful Human Control. Roorda 2015. Thurnher 2016.
128 Thurnher 2016, pp. 193-194.
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process, provides a context (referring to military conduct and decision-making) that may 
be vital in understanding the effects of autonomous weapons on human control and the 
implementation of the law in military operations. It thus deserves further attention that will 
be given accordingly in section 4.4 and chapters 5 and 6.

Finally, of all three targeting rules discussed in this chapter, the obligation to take 
precautionary measures may be the legal requirement that creates the biggest divide between 
proponents and opponents of a ban on autonomous weapons. Whereas proponents of a 
ban on autonomous weapons regularly argue that the use of these weapons would result 
in violations of the law,129 opponents of a ban argue that there may be situations where 
it is legally required to use autonomous weapons.130 Questions arise as to whether the 
requirement to take precautionary measures in the choice of means and methods of attack 
to minimize incidental civilian harm would translate into the obligation to use autonomous 
weapons when these means would prove better than their human-controlled versions. 
Although discussions about using autonomous weapons as a precautionary measure are 
still in their infancy (in part due to the speculative nature of these discussions), debates 
about precision-guided munitions (PGM) may shed some light on the legal issue at stake 
here.131

In discussions about PGMs it is widely held that there is no obligation to use expensive 
‘smart bombs’ where cheaper ‘dumb bombs’ will do.132 This will—at least in part—depend 
on the circumstances on the ground (what is the effect on civilian harm when not used?), the 
availability of PGMs to the belligerent party and the executing unit, and the consideration of 
the commander whether or not to spare PGMs for a more compelling need at a later time.133 
Besides, Dinstein argues that “claims relating to an obligation to use PGM would introduce 
an inadmissible discriminatory treatment of more highly developed Belligerent Parties, as 
against less highly developed opponents”.134 Against that backdrop, some legal scholars 
explain that all precautionary measures apply irrespective of the weapons technology 
used and are thus considered technology neutral.135 Legally speaking, the precautionary 

129 For instance, because (1) those who plan and decide upon an attack refers to persons, not machines, (2) the obligation requires 
“constant care” and is thus not a one-time obligation that can be programmed in advance as Thurnher suggests, and that (3) it is 
an inherently subjective rule and thus impossible for machines to fulfill as Akerson argues.
130 See, for example, Margulies who argues that technological advancement may at some point require that AI technologies are 
deployed as a precautionary measure as they improve situational awareness that is necessary to exercise constant care in reducing 
harm to civilian persons or objects. Peter Margulies, ‘The Other Side of Autonomous Weapons: Using Artificial Intelligence to 
Enhance IHL Compliance’ (2018) Research Paper 182 Legal Studies Research Paper Series, pp. 5-6; United States (2019), 
Implementing International Humanitarian Law in the Use of Autonomy in Weapon
Systems; Radin (2019) ‘Expert views on the frontiers of artificial intelligence and conflict’. (Yuval Shany’s contribution).
131 Using PGM in urban environments can limit civilian harm and destruction of civilian objects. It is an example of how autonomous 
technologies can minimize those risks and increase humanitarian protection. Lewis, ‘AI for Good in War; Beyond Google’s ‘Don’t 
Be Evil:’’. Margulies 2018, pp. 5-6.
132 Dinstein 2016, p. 170.
133 Ibid.
134 Ibid.
135 International Law Association Study Group on the Conduct of Hostilities in the 21st Century (2017), The Conduct of Hostilities 
and International Humanitarian Law: Challenges of 21st Century Warfare, p. 384.
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rule instructs those who plan or decide upon an attack to take precautionary measures to 
minimize the expected civilian harm, meaning that if the attack against a military objective 
can be executed within these parameters, “it would be equally legal with or without PGM”, 
explains Dinstein.136 The International Law Association writes that if the use of PGM would 
avoid or minimize the harm as prescribed in Article 57 AP I and its use would be feasible 
under the given circumstances “then using such a PGM is compulsory”.137 In situations 
where the attack is expected to cause excessive civilian harm compared to the military 
advantage anticipated when PGMs are not used, those who plan or decide upon the attack 
seem to have only two options: carry out the attack with PGM or not to carry out the attack 
at all.138 In view of the above, it may be concluded that parties to a conflict have, at most, a 
moral obligation to use PGMs, not a legal one.139 This reasoning would seem to apply to all 
methods and means of warfare, including autonomous weapons.

Whereas PGM is a well-known example that may be used to inform legal discussions in 
respect of deploying new technologies on the battlefield, it may be far more challenging 
to apply the same line of reasoning to future (intelligent and autonomous) systems that 
may come in all shapes and sizes, carrying different technologies, and possessing varying 
capabilities. Although future intelligent and autonomous capabilities may certainly generate 
benefits, they will also carry risks. It may be unhelpful to base legal arguments on unfounded 
speculation about what can and cannot be technologically achieved.140

Finally, there are different ways to approach and deal with the legal issues at stake; some call 
for a ban, others consider regulation the best solution, and yet another group argues that 
existing law is sufficient to regulate autonomous weapons. Nonetheless, it seems that this 
call is premature. Before deciding upon possible measures, it is important to understand 
more about the relation between humans and technologies in the context within which 
they collaborate and exert influence. This will be further discussed in the second part of this 
chapter (as well as chapters 5 and 6 of this dissertation). This practice-oriented approach 
will be introduced in the next section, after a discussion of ongoing debates concerning 
legal responsibility.

136 Dinstein 2016, p. 170.
137 International Law Association Study Group on the Conduct of Hostilities in the 21st Century (2017), The Conduct of Hostilities 
and International Humanitarian Law: Challenges of 21st Century Warfare, p. 384.
138 Ibid.
139 Eric H. Pouw and Paul A. L. Ducheine, Isaf Operaties in Afghanistan: Oorlogsrecht, Doelbestrijding in Counterinsurgency, Roe, 
Mensenrechten & Ius Ad Bellum (Nijmegen: Wolf Legal Publishers, 2010), p. 127.
140 How one imagines the future of intelligent and autonomous capabilities matters in these legal debates. As explained by Werner 
and Boer in the context of the Tallinn Manual on cyberwar, the way in which the future is imagined—for the legal experts involved 
in the Tallinn Manual the future is framed in terms of the content of the legal rules drafted in the past—has consequences for 
the kind of questions that are posed and the answers that may be provided. Werner and Boer 2017. Rather than engaging in 
speculative debates about what is and is not possible in the future or imagine the future through existing rules, this dissertation 
focuses primarily on contemporary targeting practices and existing applications of military AI.
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4.4 Pointing the finger: Who has legal responsibility?

Serious concerns exist about the potential inability or increasing difficulty to assign 
responsibility when autonomous weapons are used (e.g. the risk of an accountability 
gap).141 Throughout autonomous weapons debates, various commentators have argued 
that no individual can be held responsible for autonomous weapons’ behavior,142 while 
others outright reject or nuance these concerns.143 In line with the above sections, I will first 
determine the rules and the relevant legal frameworks (I will limit this to the two main forms 
of responsibility recognized under international law: State responsibility and individual 
criminal responsibility) and, second, demonstrate the traditional way in which lawyers 
apply these to autonomous weapons. Importantly, the analysis on legal responsibility does 
not end here. As we move into the second part of this chapter, I will introduce—what I 
consider—one of the main points of this research: the decisive element of context. The 
intent is to move away from the perspective of responsibility as a set of rules that must be 
determined on a particular subject (traditional legal approach) and, instead, focus on how 
responsibility may be assigned in practice.144 In so doing, I will demonstrate that the urge 
to assign blame to an individual—a leading factor in the autonomous weapons discourse—
may ignore the military context within which responsibility practices are typically shared 
amongst various individuals at the organizational level.145

4.4.1 Legal responsibility frameworks

As explained previously, autonomous weapons, like all weapons, must be developed and 
used in accordance with the applicable law. As a result, States and individuals can be 
held responsible for violations of these applicable rules, depending on the facts of that 
particular case. In this context, various terms relating to responsibility exist. Responsibility 
may come with a finding of ‘liability’ in that those who are responsible are also liable 
to pay compensation (liability as the existence of a financial obligation).146 Alternatively, 
States can agree that, regardless of who is responsible for the wrongdoing, the liability 
rests with a particular State; this may be the case within NATO where—depending on the 

141 Human Rights Watch and Harvard Law School International Human Rights Clinic (2015), Mind the Gap: The Lack of Accountability 
for Killer Robots.
142 Sparrow was one of the first to argue this. Robert Sparrow, ‘Killer Robots’ (2007) 24 Journal of Applied Philosophy, pp. 62-
77. Others soon followed. Heyns (2013) UNGA HRC Report of the Special Rapporteur on extrajudicial summary or arbitrary 
executions, p. 14. Human Rights Watch and Harvard Law School International Human Rights Clinic (2015), Mind the Gap: The Lack 
of Accountability for Killer Robots.
143 Dunlap 2016; Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need 
for Meaningful Human Control; Beard 2014.
144 Somewhat similar, Aalberts and Gammeltoft-Hansen describe—by the (sovereignty) game methaphor—the idea of law as a 
practice that is shaped by activity “whose ‘being’ is in the ‘doing’ of the participants within the practice” rather than a self evident 
body of rules. Aalberts and Gammeltoft-Hansen 2018, p. 37.
145 See also Henderson 2009., chapter 9
146 That is not to say that responsibility and liability are the same. For such a discussion, see N.L.J.T. Horbach, ‘The Confusion About 
State Reponsibility and International Liability’ (1991) 4 Leiden Journal of International Law, pp. 47-74.
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circumstances—responsibility lies with the Alliance, while liability for the wrongdoing may 
be assigned, by treaty, to particular Member States.147 Furthermore, ‘accountability’ is the 
broadest of all terms in that it may involve the law of responsibility, but may also be used to 
refer to other forms such as democratic accountability.148 In the section that follows, I will 
use the term ‘responsibility’. More specifically, I will discuss two forms of legal responsibility: 
State responsibility and individual criminal responsibility.

State Responsibility
Owing to the historical primacy of States in the international legal system, the law of State 
responsibility is the most developed branch of responsibility.149 The responsibility of a State 
arises from the acts or omissions that constitute a breach of a rule of international law that 
is attributable to a State.150 Article 1 of the International Law Commission’s Articles on the 
Responsibility of States for Internationally Wrongful Acts states the basic principle that “[e]
very internationally wrongful act of a State entails the international responsibility of that 
State”.151 More specifically, “State responsibility entails discerning the content of the rule, 
identifying a breach of the rule, assigning attribution for that breach to a state, determining 
available excuses (if any), and imposing measures of remedy”.152

This means that any use of a weapon system that has resulted in an internationally wrongful 
act—for example, because it was used without distinction—would be attributable to a State, 
assuming that the decision to do so was made by an organ of that State and no available 
excuses exist.153 This would not only be concerned with unlawful use of an otherwise lawful 
weapon; a State may also be responsible if it were to use a weapon system that is unlawful 
per se as a result of inadequate reviews prior to deployment.154 Lastly, State responsibility 
may co-exist with individual criminal responsibility; they are not mutually exclusive.

147 NATO (1951), Agreement between the Parties to the North Atlantic Treaty regarding the Status of their Forces. https://www.
nato.int/cps/en/natohq/official_texts_17265.htm; Kirsten Schmalenbach, Die Haftung internationaler Organisationen (Framfurt 
am Main: Peter Lang, 2004), pp. 537-539.
148 See, for example, Robert E. Goodin, ‘Modes of democratic accountability’, in Innovating Democracy: Democratic Theory and 
Practice After the Deliberative Turn (Oxford: Oxford University Press, 2008); Charlotte Ku and Harold K Jacobson (eds.), Democratic 
accountability and the Use of Force in International Law (Cambridge: Cambridge University Press, 2009).
149 James Crawford and Simon Olleson, ‘The nature and forms of international responsibility’, in Malcolm D. Evans (ed.), International 
Law (New York: Oxford University Press, 2010), pp. 441-471, p. 441.
150 Article 2 of the International Law Commission’s Articles on the Responsibility of States for Internationally Wrongful Acts. 
International Law Commission (2001), Draft articles on Responsibility of States for Internationally Wrongful Acts, with 
commentaries, p. 22.
151 The International Law Commission describes the aim of the draft articles and commentaries as follows: “These articles seek to 
formulate, by way of codification and progressive development, the basic rules of international law concerning the responsibility of 
States for their internationally wrongful acts. […] The articles do not attempt to define the content of the international obligations, 
the breach of which gives rise to responsibility. This is the function of the primary rules, whose codification would involve restating 
most of substantive customary and conventional international law.” Ibid., p. 31.
152 Lewis, et al. (2016) War-Algorithm Accountability, p. viii.
153 According to Article 4 of the International Law Commission’s Articles on the Responsibility of States for Internationally Wrongful 
Acts, “[a]n organ includes any person or entity which has that status in accordance with internal law of the State. International Law 
Commission (2001), Draft articles on Responsibility of States for Internationally Wrongful Acts, with commentaries, p. 40.
154 Legal reviews of new weapons, means and methods of warfare are required by international law; the obligation is codified in 
Article 36 of Additional Protocol I to the 1949 Geneva Conventions. ICRC (2006) A Guide to the Legal Review of New Weapons, 
Means and Methods of Warfare.
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Individual criminal responsibility
Besides the law of State responsibility, specific responsibility regimes have been developed 
with respect to individuals. Individual responsibility in international law is mostly limited to 
specific categories of (criminal) acts that may or may not occur on the battlefield and follows 
that, when States commit an internationally wrongful act, it is possible to single out the 
responsible individuals and try them as such.155 Many of the rules on individual responsibility 
are found typically in international criminal law. Within international criminal law, there are 
recognized categories156 of crimes—including war crimes,157 genocide,158 and crimes against 
humanity.159 Individual criminal responsibility has also been confirmed with regard to grave 
breaches of the four Geneva Conventions of 1949 and the 1977 Additional Protocols. Article 
49 of the First Geneva Convention provides that:

The High Contracting Parties undertake to enact any legislation necessary to provide 
effective penal sanctions for persons committing, or ordering to be committed, any 
of the grave breaches of the present Convention defined in the following Article.160

Such grave breaches include willful killing, torture or inhuman treatment, willfully causing 
great suffering or serious injury to body or health, extensive destruction and appropriation 
of property not justified by military necessity and carried out unlawfully and wantonly, 
making the civilian population the object of attack, and launching such attack while causing 
excessive loss of life or damage to civilians or to their property when committed willfully.161 
Criminal responsibility for committing these war crimes or grave breaches may rest with any 

155 This has its roots in the Nuremberg Trials where the main aim was to hold individuals accountable for the most serious 
international crimes and punish them through a fair trial which safeguards the rights of the accused. Philippe Kirsch (30 September 
2006) Applying the Principles of Nuremberg in the ICC. Presented at the 60th Anniversary of the Nuremberg Judgment, Washington 
University, pp. 2-3, https://www.icc-cpi.int/NR/rdonlyres/ED2F5177-9F9B-4D66-9386-5C5BF45D052C/146323/PK_20060930_
English.pdf.
156 These categories, in a slightly different form, first arose in the context of the Nuremberg trials that served as an example 
of holding individuals responsible for actions in violation of the law of armed conflict. While many international courts and 
tribunals were established since, these efforts culminated with the Rome Statute establishing the ICC. Rebecca Crootof, ‘War Torts: 
Accountability for Autonomous Weapons’ (2016) 164 University of Pennsylvania Law Review, pp. 1347-1402, p. 1360.
157 War crimes are essentially serious violations of the rules of international humanitarian law, both customary and treaty. By way of 
example, Article 2 of the Statute of the ICTY provides the jurisdiction. Malcolm N. Shaw, International Law (Cambridge: Cambridge 
University Press, 2014), p. 312.
158 By way of example, Article 4 of the Statute of the ICTY provides that “[g]enocide means any of the following acts committed with 
intent to destroy, in whole or in part, a national, ethnical, racial or religious group, as such: (a) killing members of the group; (b) 
causing serious bodily or mental harm to members of the group; (c) deliberately inflicting on the group conditions of life calculated 
to bring about its physical destruction in whole or in part; (d) imposing measures intended to prevent births within the group; (e) 
forcibly transferring children of the group to another group.”
159 By way of example, Article 5 of the Statute of the ICTY provides the jurisdiction with regard to the following crimes when 
committed in armed conflict, whether international or internal in character, and directed against the civilian population: “(a) 
murder; (b) extermination; (c) enslavement; (d) deportation; (e) imprisonment; (f) torture; (g) rape; (h) persecutions on political, 
racial and religious grounds; (i) other inhumane acts.”
160 Article 49 of the First Geneva Convention, article 50 of the Second Geneva Convention, article 129 of the Third Geneva 
Convention, and article 146 of the Fourth Geneva Convention. The obligation links the law of armed conflict with international 
criminal law in that the former provides the source of many crimes prosecuted under international criminal law. Allison M. 
Danner and Jenny S. Martinez, ‘Guilty Associations: Joint Criminal Enterprise, Command Responsibility, and the Development of 
International Criminal Law’ (2005) 93 California Law Review, pp. 75-170, pp. 80-81.
161 Article 50 of the First Geneva Convention, article 51 of the Second Geneva Convention, article 130 of the Third Geneva 
Convention, article 147 of the Fourth Geneva Convention, and Article 85 of Additional Protocol I. See also Shaw 2014, p. 288.
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individual, regardless of rank or position.162 To assign responsibility for these international 
crimes to them, there must be a prohibited act (actus reus) and a mental state (mens rea) 
indicating a relevant level of culpability.163

Finally, the doctrine of command (or superior) responsibility adds another dimension to 
individual criminal responsibility by holding superiors responsible if they knew or had 
reason to know that a subordinate was about to commit or was committing a war crime and 
failed to take all necessary and reasonable measures to prevent its commission or punish 
the person responsible.164 Considered a long-standing rule of customary international law, 
the rule is to be found in Article 86 (2) of AP I and the Statutes of the ICC and ICTY.165

4.4.2 Autonomous weapons and legal responsibility

Similar to discussions about targeting and weapons law, there seems to be no dispute as 
to whether existing legal responsibility frameworks apply to international wrongful acts 
committed with autonomous weapons. Rather, what is being discussed is the application 
of these existing responsibility frameworks and the identification of the individual who 
should be held responsible for unlawful consequences of these weapons. Against this 
backdrop, it is relatively undisputed that States are responsible under the Laws of State 
Responsibility should their armed forces use autonomous weapons in an unlawful 
manner.166 More specifically, a State may be held responsible for inadequate reviews in 
the development stage, for failures regarding risk prevention and harm reduction at the 
pre-deployment stage, as well as for illicit actions of the autonomous weapon system 
during operation.167 Even the most critical voices agree that “[S]tate responsibility for the 
unlawful acts of fully autonomous weapons could be assigned relatively easily to the user 
[S]tate”.168 What is more contentious is how to ascribe individual criminal responsibility 
for those acts.

As explained above, to assign individual criminal responsibility for wrongful acts, there 
must be a prohibited act (actus reus) and a mental state (mens rea) indicating a relevant 
level of culpability. While it is obvious that machines are not human beings, it is not 

162 Ibid.
163 In this context it is worth referring to article 30 of the Rome Statute of the ICC explaining the two elements of intent: “(a) In 
relation to conduct, that person means to engage in the conduct; (b) In relation to a consequence, that person means to casue that 
consequence or is aware that it will occur in the ordinary course of events.”
164 ICRC, ‘Rule 153. Command Responsibility for Failure to Prevent, Repress or Report War Crimes.’ https://ihl-databases.icrc.org/
customary-ihl/eng/docs/v1_rul_rule153#Fn_5496F07E_00002.
165 See also ibid.
166 Michael N. Schmitt (10 August 2015) ‘Regulating Autonomous Weapons Might be Smarter Than Banning Them’ Just Security, 
https://www.justsecurity.org/25333/regulating-autonomous-weapons-smarter-banning/ ; Dunlap 2016.
167 Robin Geiss (13 April 2016) Autonomous Weapons Systems: Risk Management and State Responsibility. Presented at the UN 
CCW meeting of experts on Lethal Autonomous Weapons Systems (LAWS) Geneva.
168 Human Rights Watch and Harvard Law School International Human Rights Clinic (2015), Mind the Gap: The Lack of Accountability 
for Killer Robots, p. 13.



THE (IL)LEGALITY OF AUTONOMOUS WEAPONS 113

4

uncommon for commentators to restate this fact in order to argue that autonomous 
weapons cannot be held legally responsible, as they do not fulfill both of these elements 
of a crime.169 If the weapon can thus not be held legally responsible, is there an individual 
who can be causally linked to the actus reus element and has the necessary mental state? 
Against this backdrop, due regard is paid to the role of the commander.170

It is regularly argued—at least in the autonomous weapons discourse—that the 
commander remains legally responsible for decisions about the use of force, regardless 
of how that force is applied (with autonomous weapons or otherwise).171 This flows, in 
part, from the doctrine of command responsibility. Under command responsibility, the 
commander may be held responsible for his or her failure to supervise or intervene in the 
subordinate’s criminal acts if (1) that individual is under his or her command or authority, 
if (2) that military commander either knew or, owing to the circumstances at the time, 
should have known that the forces were committing or about to commit such crimes, 
and (3) that commander or person failed to take necessary and reasonable measures to 
prevent or punish those crimes.172 This superior or command responsibility may apply to 
any person who is able to exercise ‘effective control’ over one or more individuals at the 
time of commission of the act.173 While it is sometimes argued that autonomous weapons 
cannot be considered ‘subordinates’ under the doctrine of command responsibility and, 
therefore, commanders cannot be held responsible under that construct,174 this does not 
mean commanders are not responsible for unlawful actions of autonomous weapons.

169 Ibid., p. 18; Sparrow 2007. It may be worthwhile to note here that, in many jurisdictions, crimes may have many elements of 
crime and the actus reus and mens rea may (only) be two of those elements. Exchange with deputy director of legal affairs (11 
March 2019).
170 While the responsibility of programmers and developers is also subject to debate, this will not be part of this dissertation as 
the focus is on the targeting process and military operations more broadly. I certainly recognize that it is impossible to strictly 
separate the decisions made by programmers (for example about what targets to engage) with the operational use of these 
weapons. Therefore, I hereby would like to add that a programmer who intentionally programs an autonomous weapon to operate 
in violation of the applicable law would certainly be legally responsible for resulting violations. It is much less clear, however, how 
programmers and developers can be held legally responsible for violations that occur otherwise. In that respect, I would like to 
refer to Tim McFarland and Tim McCormack, ‘Mind the Gap: Can Developers of Autonomous Weapons Systems be Liable for War 
Crimes?’ (2014) 90 International Law Studies, pp. 361-385.
171 For example, the United States argues that “[w]hen using weapons systems with autonomous functions, the commander must 
make the legal judgments required by IHL, including by the principles of distinction and proportionality. The human operators of 
the system and their superior commanders are responsible and accountable for their use of the system, even if that system has 
sophisticated autonomous functions.” United States (2018), Human-Machine Interaction in the Development, Deployment and Use 
of Emerging Technologies in the Area of Lethal Autonomous Weapons Systems. p. 8, https://www.unog.ch/80256EDD006B8954/
(httpAssets)/D1A2BA4B7B71D29FC12582F6004386EF/$file/2018_GGE+LAWS_August_Working+Paper_US.pdf. Similarly, see 
Chairperson (2017) Report of the 2017 Group of Governmental Experts on Lethal Autonomous Weapons Systems (LAWS) p. 7; 
Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful 
Human Control, p. 30.
172 Henkaerts and Doswald-Beck (2005) ICRC Study on Customary International Humanitarian Law, pp. 558-563. Article 28 Rome 
Statute of the ICC. Article 86 (2) of Additional Protocol I to the Geneva Conventions.
173 Neha Jain, ‘Autonomous weapons systems: new frameworks for individual responsibility’, in Nehal Bhuta, et al. (eds.), 
Autonomous Weapons Systems: Law, Ethics, Policy (Cambridge: Cambridge University Press, 2016), pp. 303-324, p. 311.
174 Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful 
Human Control, p. 30. Contrarily, Special Rapporteur Christof Heyns argues that “[s]ince a commander can be held accountable 
for an autonomous human subordinate, holding a commander accountable fora n auotnomous robot subordinate may appear 
analogues.” Heyns (2013) UNGA HRC Report of the Special Rapporteur on extrajudicial summary or arbitrary executions, p. 15.
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To hold commanders responsible, the mental state of the commander is fundamentally 
linked to his or her relationship with and understanding of the system.175 In other words, 
the commander deciding to use the weapon must have a reasonable understanding of the 
autonomous weapon and how it will work before deploying it in a particular situation.176 
To illustrate, if there is insufficient certainty that the core principles of targeting law will be 
satisfied, the deployment of the autonomous weapon in those circumstances may result in 
violations that—at least according to a Dutch advisory committee—may be attributable to 
an individual. The Committee argues that the decision whether or not to use the weapon 
shifts, rather than creates a gap, explaining that accountability transfers to the person who 
activated the weapon or to the commander who decided to deploy it.177 However, those 
who argue that autonomous weapons are inherently unpredictable disagree. They argue 
that the unpredictable behavior of an autonomous weapon (e.g. through machine learning 
or adaptive capabilities) would jeopardize the “crucial action/responsibility nexus”,178 cause 
an “accountability gap”,179 or may “threaten to destabilize nearly seventy years of efforts to 
establish international criminal law.”180

It may be concluded from the above discussions that many of these debates pertaining to 
autonomous weapons and individual criminal responsibility are based on the premise that 
autonomous weapons replace combatants on the battlefield and, therefore, either create 
an accountability gap or a shift in who is legally responsible. Rather than having a soldier 
make the final decision to fire or release a weapon, this task is assumed to be realized by 
an autonomous weapon. For example, Beard explains (in referring to the U.S. DoD policy) 
“[u]ntil such time as autonomous combatant systems can be trusted to ‘pull the trigger’ on 
their own, a related policy holds that human control should be maintained”.181 Nonetheless, 
the broader aim of this dissertation is to move away from this focus on the individual 
‘pulling the trigger’ and place autonomous technologies (weaponized or not) within the 
context of military conduct and decision-making.182 Therefore, in the sections that follow, I 
will introduce this military context and illustrate why this alternative approach may provide 
a particularly insightful framework for the assessment of—at least—responsibility and 
autonomous weapons.

175 Beard 2014, p. 653.
176 What degree of knowledge one must have about the workings of an autonomous weapon in order to be considered reasonable 
remains subject to ongoing discussions. In this context, Dunlap draws from the Talinn Manual on International Law Applicable to 
Cyber Warfare. Dunlap 2016, p. 7.
177 Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful 
Human Control, p. 27.
178 Holy See (2018), Statement presented at the CCW Group of Governmental Experts on LAWS.
179 Human Rights Watch and Harvard Law School International Human Rights Clinic (2015), Mind the Gap: The Lack of Accountability 
for Killer Robots.
180 Crootof 2016, p. 1350.
181 Beard 2014, p. 653.
182 As explained in the introductory chapter, I do not view these technologies as replacements for humans; rather, I argue that their 
introduction to the targeting process may change the tasks and activities of human actors.
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4.4.3 The decisive element of context: Targeting as a process,
 not an isolated action

Traditional legal analysis in the autonomous weapons discourse has largely precluded 
meaningful analysis of responsibility practices in the military context. In order to understand 
the effect of these weapons on the implementation of the law, attention should be given 
to the military context within which humans and technologies collaborate: the targeting 
process. The targeting cycle is a process that is relatively well known within the military 
domain, but less so outside these contexts. Often, targeting is thought of in terms of the 
destruction of targets, targeted killings, or the resulting harm to civilians.183 It is a reality 
of warfare that in order to defeat the enemy one must target the enemy’s capability to 
fight.184 This may be achieved by blowing things up and killing people, but targeting is much 
more nuanced than that. What is typically not considered are the thousands of people 
who are attempting to control operations and produce the desired results.185 Simplified 
explanations of targeting as a rather isolated action, do not do justice to the system of 
interrelated parts where people in different functions execute tasks, implement the 
law, policy and other instructions, and exercise control. Against this backdrop, targeting 
may be best described as a decision-making process within which numerous individuals 
with a range of expertise—e.g. intelligence staff, targeteers, weaponeers, commanders, 
lawyers, weapon operators—collaborate in a deliberate (not ad hoc),186 iterative cycle that 
methodically plans actions against adversary targets to achieve the effects needed to meet 
the strategic and operational campaign objectives.187 Having said that, targeting is complex, 
often chaotic, and may take many forms.

The manner in which targeting decisions are made and the law applied may range from 
relatively simple to extremely complex. As explained by Henderson:

At one end of the spectrum, a soldier may observe a person, conclude that the 
person is an enemy combatant, and shoot at that person. At the other end of the 
spectrum, a vast amount of information from various sources may be analysed to 

183 We regularly see examples of this interpretation of targeting in daily news reports. Popular news channels such as Al Jazeera, 
CNN, BBC and Reuters regularly publish headlines such as “Netanyahu: Strikes in Syria targeted Hezbollah arms” and “Air 
strike on mosque near Aleppo in Syria kills 42: monitor” or “U.S.: ‘Jihadi John’ targeted in drone strike”. Al Jazeera, Netanyahu: 
Strikes in Syria targeted Hezbollah arms. http://www.aljazeera.com/news/2017/03/netanyahu-strikes-syria-targeted-hezbollah-
arms-170318035135150.html. Angus McDowall (March 16, 2017) ‘Air strike on mosque near Aleppo in Syria kills 42: monitor’ 
news release Reuters, http://www.reuters.com/article/us-mideast-crisis-syria-airstrike-idUSKBN16N2RG. CNN (November 13, 
2015) ‘U.S.: ‘Jihadi John’ targeted in drone strike’ news release CNN, http://edition.cnn.com/videos/world/2015/11/13/jihadi-john-
us-drone-strike-sciutto-dnt-lead.cnn.
184 Geoffrey S. Corn, et al., The Law of Armed Conflict: An Operational Approach (New York: Wolters Kluwer Law & Business, 2012), 
p. 161.
185 Michael W. Kometer, Command in the Air - Centralized versus Decentralized Control of Combat Airpower (Alabama: Air University 
Press, 2007), p. 26.
186 Here ad hoc does not refer to dynamic targeting. The difference (and similarities) between deliberate and dynamic targeting will 
be further discussed in Chapter 5.
187 United States Air Force (2017), Annex 3-60 TARGETING, p. 7. 
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determine that an enemy combatant will be in a certain building at a certain time. 
Further work is then undertaken to determine where that building is geographically 
located. A pilot, who never sees this information that supported the analysis, is 
tasked to bomb the building. The attack may be conducted using a laser-guided 
weapon where the laser designation is provided by yet another person.188

The two examples provided by Henderson typically result in different ways in which the 
law is implemented and legal responsibility may be attributed. Both examples are at the 
boundaries of a spectrum—either with very little to no planning or with months (or even 
years) of planning involving a broad range of actors. Typically, targeting practices are 
somewhere in between those outer points of this spectrum. However, in the vast majority 
of situations, more than one individual is involved in the selection and attack of a target. In 
such situations, responsibilities are typically shared or distributed.

Nonetheless, as illustrated by the previous section on individual criminal responsibility, 
to identify who is legally responsible for violations of targeting law, attention seems to 
be primarily directed at those individuals physically committing the crime (e.g. pulling 
the trigger or dropping the bombs) or those who exercise effective control over those 
individuals by means of their superiority (command or superior responsibility). This is 
common in criminal law that “generally takes the individual human person as the central 
unit of action and the appropriate object of blame when things go terribly wrong.”189 This 
focus on the responsibility of the individual is no different in the autonomous weapons 
discussions outlined above. In this context, questions about responsibility typically focus 
on the individual ‘pulling the trigger’ or taking ‘the ultimate decision’ or ‘final decision’ to 
attack. Against this backdrop, the central question regarding the potential responsibility gap 
resulting from autonomous weapons use rests on the assumption that the autonomous 
weapon replaces the human decision maker thereby creating a gap owing to the fact that 
the legal responsibility that used to rest on the shoulder of that individual, is now no longer 
attributable to any person. However, this is not necessarily the case.

In the following paragraphs I will attempt to explain that this focus on the individual may not 
provide the most accurate account of responsibility practices, as it does not account for the 
various ways in which legal obligations may be distributed amongst individuals operating in 
the targeting process. Consequently, the individualistic focus—typically on the combatant 
on the battlefield or the commander—is a simplification of the actual military practice that 
may hinder meaningful discussions about human control. This section aims to infuse some 
granularity into discussions about legal responsibility and autonomous weapons from the 
perspective of military conduct and decision-making in respect of the targeting process.

188 Henderson 2009, p. 233.
189 Jain 2016, p. 303.
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4.4.4 The decisive element of context: Shared responsibility
 within the organization

To determine legal responsibility for unlawful actions in the context of the targeting 
process it may be useful to break down the targeting process in a planning, execution and 
assessment phase and consider the legal obligations (i.e. distinction, proportionality and 
precautions) within those contexts. A more detailed analysis of the six steps of the targeting 
process will be provided in chapter 6; for our current analysis of legal responsibility it is 
sufficient to use a shorter (three-phase: planning, execution and assessment) version of 
the process here.

With regard to the specific legal obligations, as translated through military doctrine, 
Henderson provides a useful list of legal considerations that was adopted by Australia 
during the 2003 Gulf War. It expresses the legal obligations by means of six steps, which may 
then be applied in the planning and execution phases of the targeting process. Although 
targeting doctrine adds another phase to the process (i.e. assessment), for the purpose 
of our analysis, the assessment phase may be disregarded for now. It bears emphasis, 
however, that the assessment phase is vital to eventually ensure that legal responsibility is 
assigned, because it produces the necessary assessments (e.g. battle damage assessment) 
to determine whether any violations may have occurred. However, our analysis will focus 
on how the law may be implemented so that, consequently, it may be possible to identify 
and assign legal responsibility. Hence, we will focus on the planning and execution phases.

Henderson describes the legal steps as follows (where step 1-4 deal with planning and step 
5-6 with the execution of an attack):

1. Locate and observe the potential target and its surrounding area;
2. Assess whether the target is a valid military objective and that it is  

 otherwise unprotected from attack by the law of armed conflict;
3. Take all feasible precautions to minimize collateral damage;
4. Assess whether any expected collateral damage is proportional (i.e. not  

 excessive) to the anticipated military advantage to be gained from the  
 attack;

5. Take such care as is appropriate in the tactical situation to release or fire  
 the weapon to achieve the best possible chance of hitting the selected  
 aim point;

6. Cancel or suspend the attack should it become apparent that any one of  
 the assessments made under steps 2 or 4 is no longer valid;190

190 Henderson 2009, p. 237.
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Step #1
Although the first step may not seem to include any specific legal requirement under 
targeting law, the observation and collection of information of a potential target contributes 
to important legal decisions. It is particularly relevant in light of the requirement to take 
precautionary measures. Without knowledge of the potential target and its surrounding 
area, it is difficult—if not impossible—to determine what type of precautions are needed 
to minimize incidental harm to civilians and civilian objects. It would also be complicated to 
determine whether the target is a lawful military objective, as required by the principle of 
distinction, if no such information is available.

Step #2
The second step is then to take the information gathered in the first step and apply the 
principle of distinction. In many targeting operations—particularly in the execution of 
deliberate targets that are pre-planned—those individuals conducting step one (gathering 
the information) are not the same individuals as those applying the legal requirement to 
that information in the second step.191 Step one may be conducted by a range of military 
personnel, such as pilots, drone operators, imagery analysts, or intelligence staff. They 
may be operating on the battlefield or located hundreds of miles away from the area of 
operations. Step two may be the commander’s decision, but that commander may rely 
on advice from lawyers and information from third parties when determining whether an 
object is a lawful military objective. Already, we may see that in step one and two that the 
implementation of the principle of distinction is likely to be a team effort.

Step #3
Step three may be considered a translation (from law into doctrine) of one of the 
requirements prescribed by the rule to take precautionary measures. Article 57 (2)(a)(ii) 
prescribes that those who plan or decide upon an attack shall “take all feasible precautions 
in the choice of means and methods of attack with a view to avoiding, and in any event to 
minimizing, incidental loss of civilian life, injury to civilians and damage to civilian objects”. 
During the planning phase of an operation, there is a step called ‘capabilities analysis’ 
(or ‘weaponeering’) during which weaponeers and targeteers determine what weapons, 
means or method would be most appropriate to execute the attack with.192 This includes 
a determination of what weapon(s) and delivery-method(s) may create the desired effects 
on the target and an estimation of the collateral damage (CDE) that may occur from using 
that weapon on that particular target.193 If the target is a fixed building—e.g. a military 
command and control facility, a weapon’s cache, or an IED factory—a capabilities analysis 

191 Ibid., p. 235.
192 United States Air Force (2017), Annex 3-60 TARGETING, p. 70.
193 Collateral damage is the unintentional or incidental physical damage to non-combatants, non-military objects and/or 
environment resulting from an attack. NATO (2015), AJP-3.9 Allied Joint Doctrine for Joint Targeting. p. 1-10.
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may be conducted in advance (e.g. days, weeks, months or even years). This is different for 
dynamic situations where there is less time for such considerations, for example, when an 
infantry soldier may choose—subject to his or her orders—between using a grenade or his 
or her rifle.194 In the latter example, the application of the requirement to take precautions 
in the choice of means and methods is applied by one person: the infantry soldier (although 
influenced by higher level orders). In the former example, however, this step may be—and 
often is—conducted by a number of individuals; they may conduct assessments, they may 
use automated tools, and the products are typically reviewed by many different staffs and 
commands before they are presented to the commander in the Joint Targeting Coordination 
Board during which several advisers (e.g. legal and political advisers) may provide advice to 
the commander before a target is approved (or not) to be placed on the joint prioritized 
target list.195

Step #4
When the target is pre-planned (deliberate targeting), step four—the application of the 
proportionality principle—may be applied by means of a similar process involving multiple 
individuals. When the target is engaged dynamically, the involvement of the different 
individuals and command levels is typically less owing to the limited time available to 
engage the target. Nevertheless, the decision to approve an attack that is expected to cause 
collateral damage is not a decision that is typically taken lightly in modern operations—
where civilian casualties are often deemed unacceptable (even if they would be legally 
acceptable, the political repercussions could be high).196 Therefore, it may be reasonably 
expected that the decision to attack a target with a high risk of civilian casualties will involve 
higher levels of command—potentially all the way up to the political leadership.

Step #5
Step five and six are part of the execution phase. Step five is the requirement to take constant 
care in the conduct of military operations. Naturally, this also applies to the planning of the 
operations since the choice of methods and means should also be taken with care to spare 
the civilian population, civilians and civilian objects. This means that in a deliberate mission 
this requirement may—at least—also apply to the work of weaponeers and targeteers, and 
during a dynamic mission this may—at least—apply to those choosing the weapon (which 
may be a commander who approves the use of PGM, but it may also be an infantry soldier 
who decides to use a grenade). In step 5, Henderson also refers specifically to the need for 
appropriate skills to fire a weapon in such a way that the attack is not indiscriminate.197 He 

194 Henderson 2009, p. 235.
195 The Joint Targeting Coordination Board and the validation of targets will be further discussed in chapter 6 of this dissertation.
196 The Joint Force Commander typically has the authority to approve targets, but he or she can delegate the authority to 
subordinate levels. The large number of targets may render this more effective. Where there is a high risk of collateral damage or 
the target may be particularly sensitive for other reasons, the decision authority may remain at the Joint Force Commander or even 
escalate to political leadership. This will depend upon the circumstances and may change throughout operations.
197 Henderson 2009, p. 235.
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also mentions ‘appropriate’ care in the tactical situation, thereby referring to the obligation 
to take such steps as are feasible.198 For example, a pilot that is tasked with attacking a target 
in an uncontested area—where there is air superiority—may be expected to apply a higher 
level of care than a pilot that is to conduct the same operation in hostile circumstances 
where he or she may be dealing with enemy aircraft and air defense systems. What is 
expected thus depends on what is feasible in the circumstances ruling at the time.

Step #6
Step six refers to the precautionary measure that requires that “an attack shall be cancelled 
or suspended if it becomes apparent that the objective is not a military one or is subject 
to special protection or that the attack may be expected to cause incidental loss of civilian 
life, injury to civilians, damage to civilian objects, or a combination thereof, which would be 
excessive in relation to the concrete and direct military advantage anticipated”.199 It is often 
assumed that the weapon operator (e.g. the pilot releasing the bomb, the infantry soldier 
handling the gun) would be the one who effectively controls the weapon and is, thus, in 
a position to cancel or suspend the attack. In many situations, this will be true, however, 
certainly not in all situations.

As explained previously by Schmitt, there may be situations where air attack planners have 
access to processed information that requires an attack to be suspended or cancelled while 
the aircrew does not; at the same time, the aircrew may identify potential collateral damage, 
while the planner could not. Both are required to do whatever is feasible at their level.200 
Nonetheless, this example still implies that, eventually, the aircrew is responsible for the 
practical suspension or cancellation of the attack since they are the only ones that may 
have direct, physical control over the weapon. This is, however, not always the case. Besides 
the pilot, the Joint Terminal Attack Controller (JTAC) may identify and assess a target and, 
consequently, task a pilot with dropping a laser-guided bomb blind through the clouds.201 If 
the JTAC would then be lasing the target so that the bomb (after coming through the clouds) 
would be guided to the identified target, it may be said that the pilot and the JTAC share the 
legal responsibility to suspend or cancel the attack if it becomes apparent that the objective 
is not a lawful military objective or the collateral damage would be disproportionate. A 
similar example to the one described here will be discussed in a case study in chapter 5.

Legal responsibility and the division of labor
It may be concluded from these practical examples that even though the individuals who may 
execute the attack (e.g. soldiers or pilots) bear responsibilities to comply with the law, they 

198 Ibid.
199 Article 57(2)(b) of Additional Protocol I to the Geneva Conventions.
200 Schmitt 2012, pp. 260-261.
201 Henderson 2009.
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make decisions within a context that is created by other individuals; they rely on intelligence 
gathered and assessed by others; and they act under the command of their superiors.202 
Their actions may be shaped and constrained by other officials in the chain of command 
who may share the responsibility to ensure legal compliance.203 Fenrick even goes one step 
further arguing that subordinates “would be entitled to assume that their superiors had 
carried out the attack precautions.”204 Regardless of whether this is true, it may—at least—be 
concluded that every individual is part of a system within which they are controlled even as 
they attempt to exercise control.

Against this backdrop, it may be argued that the application of many legal obligations appear 
to be shared amongst different individuals, and who is legally responsible for any violations 
may be highly dependent on the circumstances and type of operation. It is clear that the 
assessment of the practical application of the law in military conduct and decision-making 
provides insights that we may not have been able to gain from a traditional approach to the 
law (determining the rules related to a subject). Furthermore, the given examples provide 
a somewhat different practice than what individual criminal responsibility is typically based 
on. More specifically, as Osiel argues “[t]he criminal law assumes a world of unencumbered 
individuals, independently interacting”,205 and while it may be meaningful to examine 
individual responsibility, legal compliance may not merely be ensured (or violated) within an 
individual’s decision-making process.206 Instead, those individual capacities to either comply 
with or violate the law are enabled, enhanced, and constrained by other actors and the 
features of organizations. Individuals are part of a collective process—at the level of the 
military organization—within which a range of actors may implement the rules at different 
levels, but legal compliance is also influenced by procedures, doctrine, methodology, training, 
and even technologies (e.g. autonomous decision-support systems). As Crawford describes 
it, “[w]hile individuals certainly pull the triggers or drop the bombs, the underlying causes of 
a large portion of collateral damage deaths and injuries may lie at the organizational level.”207

Considering this, it may be useful to focus discussions on the division of labor (as established 
in practice) and, against that backdrop, assess what the effect of autonomous weapons 
would be on the implementation of targeting law and the attribution of legal responsibility. 
The decisions made—in part—by pilots, commanders, political leadership, lawyers, 
targeteers, weaponeers, and intelligence personnel are part of a team effort within which 
none of them seem to be acting entirely on their own initiative. Their decisions should thus 
not be seen as isolated actions, but might be better viewed in light of the collective effort of 

202 M. Schulzke, ‘Autonomous Weapons and Distributed Responsibility’ (2013) 26 Philosophy and Technology, pp. 209-213, p. 204.
203 Ibid.
204 William J. Fenrick, ‘The Rule of Proportionality and Protocol I in Conventional Warfare’ (1982) 98 Military Law Review, p. 115. 
Henderson 2009.
205 Mark Osiel, Making Sense of Mass Atrocities (Cambridge: Cambridge University Press, 2009), p. 187.
206 Neta Crawford, Accountability for Killing: Moral Responsibility for Collateral Damage in AMerica’s Post-9/11 Wars (Oxford: Oxford 
University Press, 2013), p. 314.
207 Ibid.
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the military organization as a whole.208 Concretely, that means that in light of the distributed 
nature of military conduct and decision-making legal responsibility may be shared amongst 
individuals within the organization.

While these shared responsibility practices at the organizational level provide relevant 
insights, it has a flipside that cannot be ignored. In Grossman’s work on psychology in killing, 
he found that one of the reasons for soldiers to be more willing to kill was the idea that 
the responsibility for killing was shared with others; the collective action of a crew actually 
made killing easier.209 Grossman explains that “[k]illing another human being can be an 
extraordinarily difficult thing to do. But […] if he [a soldier] can get others to share in the 
killing process (thus diffusing this personal responsibility by giving each individual a slice of 
the guilt), then killing can be made easier.”210

The soldier feeding the ammunition wasn’t killing anyone; he was only feeding the 
ammunition. The spotter wasn’t pulling the trigger; he was just telling the gunner 
where to aim. Even the gunner could absolve himself of responsibility; he was 
merely aiming where the spotter told him to aim.211

This sharing of responsibility (or, in Grossman’s words, diffusion of personal responsibility) 
may also be relevant in relation to intelligent and autonomous technologies. If the individual 
activating, launching or using the autonomous weapon would consider him or herself free 
from responsibility because the weapon would be ‘pulling the trigger’, this too could lead to 
more killing. Legally speaking, lowering the threshold to kill in the conduct of hostilities is not 
unlawful as long as every attack is in compliance with the applicable rules under the law of 

208 It bears emphasis that being involved in the targeting process, does not automatically result in legal responsibility when a 
violation of the law occurs in the process. Those who can or should be held legally responsible will depend on what made the 
violation occur, not merely who was involved in the process. If, for example, the commander will decide to attack an object that is 
considered protected under the law of armed conflict, and all the information provided to her or him by intelligence personnel and 
his or her advisers confirmed this, the legal responsibility for attacking that object rests on the commander, not on those individuals 
that were involved in the process and applied the law as required. On the other hand, if a drone crew were to track vehicles that 
were moving near the area of operations of friendly ground troops and, after a couple of hours, reported to the ground force 
commander that the vehicles contained military aged males while the video showed women and children, the predator crew may 
be held responsible for failing to discriminate between combatants and civilians, even though the ground commander would be 
making the decision to attack the convoy. Notwithstanding, situations are typically much more complex. The example of the drone 
crew, which resulted in a helicopter attack on a civilian convoy killing 23 and wounding 12 civilians, occurred in Afghanistan in 2010. 
Major investigations highlighted several factors that complicated the attribution of legal responsibility. Besides the inaccurate 
and unprofessional reporting by the drone crew (descriptions provided by imagery analysts were frequently different from that 
of the drone crew), other issues that led to the attack were faulty communication between the different actors (imagery analysts 
communicated with the drone crew, the drone crew communicated with the ground forces and with the helicopter crew that were 
called in to strike the targets), confusion between the ground forces in Afghanistan and the drone crew in Nevada about roles and 
responsibilities, and, more generally, the reports identified issues with procedures, doctrine and training (some of which were 
adjusted after the attack aiming to prevent civilian casualties in future operations). Lewis (2018) Redefining human control: Lessons 
from the Battlefield for Autonomous Weapons, pp. 5-6, 11-12. Crawford 2013, pp. 307-309.
209 Dave Grossman, On Killing: The Psychological Cost of Learning to Kill in War and Society, Revised Edition edn Open Road Media, 
2014).
210 Ibid.
211 Scharre 2018., chapter 17.
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armed conflict.212 However, both from an ethical as well as a strategic (international security) 
perspective, this may be an unwelcome result.

Against this backdrop, the purpose of this section is not to propose abandoning individual 
criminal responsibility and replacing it with a framework that accounts for the distributed 
work of war in contemporary practice. Rather, it is to illustrate the need to rethink many 
of the dominant assumptions about individual criminal responsibility and the function 
of organizations in ensuring compliance with the law in targeting practice. Particularly in 
autonomous weapons debates, it may be important to go beyond an analysis of individual 
criminal responsibility and raise awareness about shared responsibility practices at the 
organizational level. Rather than trying to attribute legal responsibility to a single individual 
(or fail to assign it to a machine), it seems more appropriate to acknowledge the distributed 
nature of military conduct and decision-making. These existing military structures provide a 
framework for shared responsibility between different actors that may be used to determine 
who is responsible for the actions of autonomous weapons.213 While this approach may not 
obviate the complexities of individual criminal responsibility in distributed decision-making, 
it does—at least intend to—make clear that these complexities already exist regardless of 
the (future) introduction of intelligent and autonomous technologies.

4.5 Conclusion

The traditional way in which lawyers and other participants to autonomous weapons 
debates regularly discuss issues of legal compliance certainly has value. As illustrated 
in the first part of this chapter, participants to the legal discourse do find agreement 
on the applicability of the law to a certain degree, but continue to debate many of the 
interpretations of the existing rules.214 These discussions have, thus far, provided a number 
of important insights. As with any weapon system, States are obliged under Article 36 of 
Additional Protocol I to determine whether new weapons, means and methods of warfare 
are compatible with the requirements under international law. There seems to be no reason 
to assume that autonomous weapons, as a category of weapons, would be unlawful per se. 
Rather, their lawfulness needs to be assessed on a case-by-case basis. Similarly, whether 

212 If so, it would also be unlawful to train your soldiers to engage in targeting. Grossman describes that modern armies have 
developed sophisticated ways to overcome the instinctive human aversion to killing. If making killing easier would be unlawful, 
then training your soldiers to kill would be too.
213 Schulzke 2013, p. 209.
214 Controversy exists as to the application of the Martens Clause. This clause provides that even in cases not covered by specific 
international agreements, civilians and combatants remain under the protection and authority of the principles of international 
law derived from established custom, from the principles of humanity and from the dictates of public conscience. Opponents of 
autonomous weapons argue that delegating life and death decisions to machines would go against the principles of humanity and 
the dictates of the public conscience. See, for example, Docherty (2012) Losing Humanity: The Case Against Killer Robots; Heyns 
(2013) UNGA HRC Report of the Special Rapporteur on extrajudicial summary or arbitrary executions; Dan Saxon, Autonomous 
Weapon Systems, Human Dignity and International Law (Leiden University: Doctoral thesis, 2016).
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autonomous weapons may be used in compliance with targeting law (the requirements of 
distinction, proportionality and precautions in attack) may only be assessed on a case-by-
case basis. The outcome may not only depend on the weapon’s technological capabilities to 
comply with the law, it may also depend on the circumstances of its use, and the role that 
is assigned to the human operator. However, what is not always recognized in traditional 
legal analyses of autonomous weapons is that this operational context extends beyond 
the physical circumstances of the weapons use. The relevant context includes the military 
decision-making process—in particular the targeting process. 215

The second part of this chapter, therefore, provided some preliminary examples of how 
important this operational context may be in discussions about legal compliance, legal 
responsibility, and weapons autonomy. Legal debates typically have an individualistic focus 
(one that is common in individual criminal law) in that discussions seem to rest on the 
assumption that implementation of the law is a moment in an individualistic process (e.g. a 
commander or a pilot who fails to cancel an attack when it became apparent that the attack 
would be disproportionate). In autonomous weapons debates, many seem to believe that 
these weapons will be replacing human operators. From that perspective, it makes sense 
to have concerns about potential responsibility gaps. However, weapons use (autonomous 
or not) is only a part of the many decisions that go into targeting and, as such, the focus 
on legal compliance during weapons operation only provides limited insight into how legal 
compliance is ensured in military decision-making.

Against this backdrop, I argue that it may be more representative of military practice to 
recast (or widen) the debate onto the level of the military organization within which the 
implementation of the law is typically distributed amongst various individuals. This analytical 
lens that takes the organization as the primary framework demonstrates the existence of 
a collective process within which targeting law may be implemented in different ways, by 
different individuals, but also through the use of doctrine, methodologies, (e.g. collateral 
damage methodology), military procedures and technological aids (e.g. decision-support 
systems). Certainly, legal responsibility cannot be divorced from this context. To be able 
to determine who may be responsible for a failure to comply with the rules and principles 
enshrined in targeting law, a detailed analysis of the decision-making process may provide a 
particularly insightful explanatory framework for discussions about weapons autonomy—it 
may compel us to look at the human role in applying the law differently.

The ultimate aim of providing the organizational perspective towards shared responsibility in 
contemporary targeting practice is to introduce an alternative analytical lens that seems to 
better reflect how the law is implemented in military practice. In this way, discussions about 

215 As well as the type of targeting (deliberate or dynamic) and the type of mission that varies in terms of command structure (e.g. 
centralized control versus decentralized mission command type operations). Corn 2018, p. 785.
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legal compliance and responsibility are very similar to discussions about human control. 
Both seem to adopt an individualistic focus—they are typically perceived as a moment 
in an individualistic process—but may be better understood through an organizational 
perspective that acknowledges their distributed nature. While this chapter has focused 
primarily on the legal discourse in relation to autonomous weapons, the next will scrutinize 
discussions in respect of human control.





CHAPTER 5
The human element
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5.1 Introduction

The previous chapter engaged with the legal discourse on autonomous weapons and 
introduced the organizational perspective illustrating the importance of understanding 
the military context within which decisions about the use of force are made. This chapter 
will engage with international discussions pertaining to human control in a similar manner. 
While it may be concluded from chapter 4 that the law does not explicitly prescribe the 
need for human involvement, judgment or control as such, there seems to be agreement 
amongst States and other participants in these debates that some form of human 
involvement is necessary to ensure the lawful use of autonomous weapons (the second 
consensus claim described in chapter 3 of this dissertation). This seems to flow from 
the common concern of losing human control, judgment, or (more general) involvement 
over the use of weapons, and the potentially devastating effects that would have on legal 
compliance and responsibility practices. Nonetheless, what it means to say that some 
form of human involvement is necessary to ensure compliance with the law concerning 
targeting remains unclear.

Since the very first autonomous weapons discussions took place, several diplomatic and 
academic attempts have been made to further specify the ‘human element’.1 However, 
these are typically concerned with semantics and, comparable to the legal discussions 
described in chapter 4, often lack due consideration of the practical context within 
which the proposed standard ought to be applied. This chapter will first engage with 
these discussions pertaining to the human element to, subsequently, move beyond 
those abstract debates and operationalize the human element to analyze its potential 
in facilitating or ensuring legal compliance. Here too the organizational perspective may 
provide a particularly useful analytical lens to study issues of human control and legal 
compliance in the context of contemporary targeting practice. Before moving to a more 
detailed description of the purpose and overview of this chapter, it may be important to 
make two notes.

First, even though this chapter will focus primarily on the ‘human element’, those 
issues will be related to (previously discussed) issues pertaining to legal compliance and 
responsibility. Lawand explains how the ICRC sees the relation between law, responsibility 
and the human element when she says:

1 Horowitz and Scharre (2015) Meaningful Human Control in Weapon Systems: A Primer; Moyes and Roff (2016) Meaningful 
Human Control, Artificial Intelligence and Autonomous Weapons; Austria (2015), Working Paper submitted by Austria: The concept 
of “meaningful human control”; Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon 
Systems: The Need for Meaningful Human Control; Crootof 2016.
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No doubt that the IHL rules on the conduct of hostilities are addressed to human 
beings: while the primary subjects of IHL are States, IHL rules of distinction, 
proportionality and precautions in attack are addressed (implicitly or explicitly) 
to those who plan and decide upon an attack. These rules create obligations for 
human combatants and fighters which are responsible for respecting them, and 
will be held accountable for violations.2

This statement demonstrates how discussions about the human element, the relevant law 
and responsibility may overlap. It is not easy—to say the least—to fully disentangle legal 
considerations from those concerning the human element. In fact, it is regularly argued 
that the need for human involvement flows from the desire to ensure legal compliance.3 A 
leading legal expert in the U.S. military explains that the drafters of the Directive 3000.09 
concerning autonomy in weapon systems intended the language ‘appropriate levels of 
human judgment’ to refer to the levels of supervision required to ensure compliance with the 
standards prescribed by the law of armed conflict.4 In their working paper on a ‘compliance-
based’ approach to autonomous weapons, Switzerland argued that “[a]t the heart of the 
issue is the question: what is the right quality of the human-machine interaction to ensure 
and facilitate compliance with IHL?”5 It was expressed during the 2016 ICRC expert meeting 
on autonomous weapons that human control is a requirement for compliance with the law 
of armed conflict.6 Nonetheless, according to some, the human element would preferably 
satisfy more than legal compliance and should also include moral and ethical standards. For 
example, Sharkey argues that “[t]he stated aim should be to raise the bar on humanitarian 
standards in conflict” [emphasis added].7 It thus remains controversial whether a human 
involvement standard should confirm existing law or result in the development of new law 
prescribing higher standards. For reasons of scope and focus, this chapter (and following 
chapters) will not specifically address ethical and moral arguments unless discussion of the 
legal and military-operational aspects requires doing so.

2 Lawand (2015) Panel on possible challenges to IHL due to increasing degrees of autonomy, p. 4.
3 This can be illustrated by the programme of work guiding the CCW GGE meetings on LAWS in 2019. In considering the human 
element, the chair defined a number of guiding questions including, but certainly not limited to: “what type and degree of human 
involvement (in the form of control, oversight and/or judgement) is required or appropriate when using weapons with autonomy 
in their critical functions to ensure compliance with IHL?” and “[w]hat is the form and degree, if any, of human supervision – such 
as the ability to intervene and abort – which, during the operation of a weapon that can autonomously select and attack targets, 
may be deemed sufficient for compliance with IHL?” as well as “[c]an IHL-compliant human-machine interaction be ensured in a 
weapons system with autonomy in its critical functions?” [emphasis added] While the programme of work is no longer available, 
the chairperson’s letter on the provisional program of work is. (2019) Chairperson’s letter on the Provisional Programme of Work. 
pp. 2-3, https://www.unog.ch/80256EDD006B8954/(httpAssets)/7B5A37B32D6EFEC0C12583C2005394AB/$file/67821658.pdf.
4 See: Dan Saxon where he refers to a presentation delivered by Jackson in a panel on ‘Autonomous Weaponry and Armed Conflict’. 
Dan Saxon, ‘A human touch: autonomous weapons, DoD Directive 3000.09 and the interpretation of ‘appropriate levels of human 
judgment over the use of force’’, in Nehal Bhuta, et al. (eds.), Autonomous Weapons Systems: Law, Ethics, Policy (Cambridge: 
Cambridge University Press, 2016), pp. 185-208, p. 201.
5 Switzerland (2016) Towards a “compliance-based” approach to LAWS.
6 ICRC (2016) Expert Meeting: Autonomous Weapon Systems: Implications of increasing autonomy in the critical functions of 
weapons, p. 19.
7 Noel Sharkey, ‘Staying in the loop: human supervisory control of weapons’, in Nehal Bhuta, et al. (eds.), Autonomous Weapons 
Systems: Law, Ethics, Policy (Cambridge: Cambridge University Press, 2016), pp. 23-38, p. 29. 
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Second, another point that bears emphasis is that discussions about human involvement 
regularly depart from the implicit and sometimes explicit premise that both in past and 
current military operations the human role is ‘appropriate’ or ‘sufficient’. This is demonstrated 
by official statements, (working) papers and informal discussions where States and civil 
society members highlight, “MHC is concerned with maintaining human control” [emphasis 
added].8 Accordingly, some States and organizations consider the examination of current 
practices of targeting and weapons deployment a key factor in determining the meaning of 
the concept.9 This focus on past and current operations could, indeed, shed some new light 
onto international deliberations about autonomous weapons.

The primary purpose of this chapter is to analyze whether the legal-political conceptualization 
of the human element (i.e. the way in which the human element is being discussed in the 
autonomous weapons discourse) may align with the manner in which military operations 
(specifically contemporary air operations) are conducted today. Is the standard of the 
human element disembodied from the reality of warfare or has it—as ostensibly assumed 
in international discussions about autonomous weapons—always been applied and may 
it, thus, serve as a guiding principle for future operations? More importantly, what are the 
important questions that one has to ask to understand the human element as it is currently 
exercised in military operations, specifically, within the chain of command and control? 
These are vital questions since the formulation of a misplaced concept may be detrimental 
to the implementation of and compliance with existing law, for example when the human 
element is interpreted to conflict with existing humanitarian norms and it is suggested that 
the latter could be sacrificed in the name of ensuring additional control.10 In other words, 
even though the concept may be intended to strengthen legal compliance, it may actually 
risk weakening it if it does not pay due regard to the decisive element of (targeting) context.

This chapter will apply the organizational perspective (as introduced in chapter 4 of this 
dissertation) to move beyond theoretical debates about human involvement and examine 
the practical context within which the human element is (expected) to be applied. The 

8 Moyes and Roff (2016) Meaningful Human Control, Artificial Intelligence and Autonomous Weapons, p. 4. During the April 
2018 GGE, at least the following States and organizations referred to maintaining, preserving, retaining, or continuing to exercise 
human control: Republic of Korea, France, Switzerland, Russia, Mexico, Canada, China, ICRC, HRW (this is not an exhaustive list). 
In its proposal for a political declaration, Germany proposes to affirm that “State parties share the conviction that humans […] 
should continue to exert sufficient control over lethal weapons systems they use.” Ambassador Michael Biontino, Permanent 
Representation of the Federal Republic of Germany to the Conference on Disarmament in Geneva (2017), General Statement by 
H.E. Ambassador Michael Biontino. https://bit.ly/2V5GVkv. Similarly, UNIDIR describes that “[r]ecent discussions in a variety of 
intergovernmental, academic and policy forums have considered, among other issues, the objective of maintaining ‘meaningful 
human control’ over increasingly autonomous weapons.” UNIDIR (2014), The Weaponization of Increasingly Autonomous 
Technologies: Considering how Meaningful Human Control Might Move the Discussion Forward, pp. 1, 3. 
9 ICRC, ‘Statement by the ICRC during the CCW meeting of experts on autonomous weapon systems.’ https://bit.ly/2DhVibo; ICRC 
(2016) Expert Meeting: Autonomous Weapon Systems: Implications of increasing autonomy in the critical functions of weapons. 
Article 36 (2013), Structuring debate on autonomous weapons. p. 3. Austria (2015), Working Paper submitted by Austria: The 
concept of “meaningful human control”. Government of the Netherlands, Government of the Netherlands (2016), Government 
response to AIV/CAVV advisory report no. 97, Autonomous weapon systems: the need for meaningful human control.
10 Crootof 2016, p. 61.
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remainder of this chapter is divided as follows. First, section 5.2 will introduce how standards 
of the human element have been discussed and described in the autonomous weapons 
discourse and provides some concrete examples as to how they have been theorized. 
Section 5.3 will lay the groundwork for the application of the organizational perspective. I 
will elaborate upon (NATO and U.S.) military doctrine that describes the different targeting 
types and missions that are important for our understanding of the human element in 
contemporary military practice. Sections 5.4 and 5.5 will then provide two case studies 
aimed at providing details regarding the context-dependent nature of human role in 
today’s military conduct and decision-making.11 Section 5.6 will elaborate upon some of 
the identified discrepancies between the human element as described in the context of 
the autonomous weapons discourse and the human element as demonstrated by military 
practice—by means of applying the organizational perspective to contemporary targeting 
practice. Similar to the previous chapter, I conclude that the organizational perspective—
which reveals the distributed nature of military conduct and decision-making—better 
reflects current targeting practices and, in so doing, may provide a more appropriate 
analytical lens to examine issues about human control. Finally, section 5.7 will conclude this 
chapter.

5.2 The human element in theory

5.2.1 Labels

While the feeling that the High Contracting Parties to the CCW may never reach agreement 
on anything substantial often prevailed during my visits to the UN meetings on LAWS in 
Geneva, States claim there is, at least, a consensus that weapon systems should be subject 
to some form of human involvement.12 This human involvement has been formulated in 
several different, but similar, ways. During the 2018 April GGE meetings, the chair provided 
a summary of terms that are used to refer to the human element (see figure 1).

11 Considering that discussions about autonomous weapons typically focus on the relationship between the human operator 
and the weapon’s operation, I will go along with this approach in the case studies. Discussions about the human element in 
relation to autonomous weapons seem to be based on an underlying presumption about human agency where there is clear 
causation between a human being’s decision and the subsequent action and effects. For instance, a person who decides to attack 
a combatant pulls the trigger causing death or injury. Considering that the aim of the case studies is to draw important connections 
between legal-political discussions about human control and the actual human role in military practice, I will first provide insights 
into the relation between human control and the application of force on the battlefield.
12 See also chapter 3 on finding ‘common ground’ at the UN CCW deliberations regarding Lethal Autonomous Weapons Systems.



CHAPTER 5132

Figure 1: Chair’s slides13

Although these terms may have different meanings in different contexts, it seems that, thus 
far, they are used with quite some flexibility within international discussions on autonomous 
weapons. This will likely change if these terms will become part of internationally binding 
regulation, but, for the time being, States and civil society use them interchangeably in order 
to move forward on one of the few promising themes that have relatively broad agreement. 
For the remainder of this chapter, I adopt the terms ‘human control’ or ‘involvement’ to 
refer to this human element while understanding that different terms may be used to refer 
to this notion.

5.2.2 Content

As this concept primarily extracts meaning from the context within which it may be applied 
and through the interpretation and further specification given to it by those actors that 
may apply the concept, it requires further examination. This chapter will address both, 
but before moving to the context, this section will reflect on the different requirements 
or elements aimed at further specifying this standard. The efforts that I will focus on are 
recurring throughout international debates. These are the contributions made by the Center 
for a New American Security (CNAS),14 the U.S. Department of Defense (U.S. DoD),15 the 

13 Indian Ambassador Amandeep Singh Gill, ‘Chair’s slides.’ unog, https://bit.ly/2Gu7MPk
14 Horowitz and Scharre (2015) Meaningful Human Control in Weapon Systems: A Primer, p. 4.
15 United States Department of Defense (2012, incorporating change 1, May 8, 2017), Directive 3000.09 Autonomy in Weapon 
Systems, pp. 2-3. Although the U.S. specifically rejected the term ‘Meaningful Human Control’ – arguing that “it does not fully 
capture the full range of human activity that takes place in weapon system development, acquisition, fielding and use” – the U.S. 
elements of appropriate levels of human judgment are strikingly similar to the other formulations of MHC. United States (2014), 
Closing Statement at the UN CCW Meeting of Experts on LAWS. https://www.unog.ch/80256EE600585943/(httpPages)/A038DEA
1DA906F9DC1257DD90042E261?OpenDocument.
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U.K. NGO Article 36,16 the International Committee for Robot Arms Control (ICRAC),17 and 
the International Committee of the Red Cross (ICRC).18 Considering the continuing heated 
discussions regarding the human control standard in the CCW, it may come as a surprise 
that most, if not all, of these past and present formulations contain similar elements. To 
illustrate, during the UN GGE meetings in 2018 and 2019 the U.S. strongly opposed the use 
of the term ‘control’ in the final conclusions and recommendations part of the report (that 
is to be adopted by consensus), while at the same time the U.S. DoD’s explanation of the 
term ‘appropriate levels of human judgment’ has strong resemblances with other concepts 
that refer to control. These resemblances—i.e. recurring terms, themes or elements—are 
illustrated (in bold) in the table added to this dissertation in Appendix II. The table does 
not contain an exhaustive overview of all past and present formulations of concepts 
describing human involvement; instead, it provides the elements or requirements of those 
formulations that feature most prominently in international discussions.

5.2.3 Human control over what and by whom?

Discussions about human control typically focus on semantics (e.g. labels, terms and themes) 
and content (e.g. describing elements of human control). There is much less focus on the 
context within which this human control ought to be exercised, more specifically, who should 
exercise control and over what. Different suggestions have been made, including control over 
every individual attack (NGO Article 36), over the ultimate decision to use force (e.g. France), 
over the wider loop or the targeting cycle (e.g. Netherlands,19 Switzerland), over the critical 
functions of the weapon (ICRC), over the weapon system (e.g. Japan, Austria). Considering 
that the concept is introduced to discussions about weapon autonomy, the most common 
reference is one that refers to human operators (or commanders) that must exercise control 
over the (autonomous) weapon itself (or particular critical functions of the weapon). In other 
words, the focus seems to be, primarily, on the relationship between the weapon system and 

16 First formulated in 2014. More recent source: Richard Moyes 2016) Towards a Working Definition of LAWS - CCW comments. 
Presented at the UN CCW meeting of experts on LAWS, Geneva https://bit.ly/2KJULVL.
17 First formulated in 2014. More recent source: Sharkey (2018) Guidelines for the human control of weapons systems, p. 4.
18 Initial formulations of elements date as early as the 2015 April meetings: Neil Davison 2015) Characteristics of Autonomous 
Weapon Systems. Presented at the CCW Meeting of Experts, https://www.unog.ch/80256EDD006B8954/(httpAssets)/37D5012BB
F52C7BBC1257E2700599465/$file/Characteristics+of+AWS+ICRC+speaking+points+14+Apr+2015.pdf.
A more recent and summarized formulation can be found: ICRC (2016) Expert Meeting: Autonomous Weapon Systems: Implications 
of increasing autonomy in the critical functions of weapons, p. 83.
19 The government of the Netherlands adopted this approach from an advisory committee that produced a report answering 
questions posed by the Dutch government. I was involved in the writing of that report and, in part, contributed to the analysis 
of human control in the targeting process. For my earliest publication on autonomous weapons in the context of the targeting 
process, see Ekelhof 2015. In 2016, I delivered a statement introducing the targeting cycle to the delegations during the UN meeting 
of experts on LAWS; and I delivered a similar presentation at the ICRC Expert Meeting. In that same year, the government of the 
Netherlands introduced their government position to the CCW, specifically, referring to the targeting process. These were amongst 
the first references made to the targeting process in these debates. Most states (Bulgaria, the United Kingdom, Switzerland) 
and organizations (iPRAW and ICRAC) only started to refer to the targeting process as being important for these deliberations 
since late 2017 or early 2018. Ekelhof (2016) Human Control in the Targeting Process; Government of the Netherlands (2016), 
Government response to AIV/CAVV advisory report no. 97, Autonomous weapon systems: the need for meaningful human control; 
Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful 
Human Control.
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the person operating or controlling it (i.e. the human-machine relationship). For example, 
the CNAS formulation refers to human control over the use of the weapon—with the third 
requirement referring to design and testing, but, most importantly “to ensure effective 
control over the use of the weapon”. Additionally, CNAS refers to the human operator as the 
person in the executive role. The ICRC refers to human control that must be exercised over 
the critical functions of the weapon, and distinguishes between control that is exercised by 
the designer in the development stage and human control on the part of the commander 
during the deployment phase. During the April 2018 GGE meeting, Switzerland commented 
“[a]s autonomy in weapons systems increases, there is a need to think carefully about the 
relationship or the interface between a human operator and a machine.”20

This way of thinking is very similar to what is described in chapter 4 about the (il)legality of 
autonomous weapons under the law concerning targeting in armed conflict. Both in legal 
discussions and in discussions about the human element there is a similar focus on who may 
be ‘pulling the trigger’ or making ‘the ultimate decision’ to use force. This is an individualistic 
focus; one that typically focuses on the individual who is thought of as being replaced by the 
weapon (e.g. the soldier or the pilot) and/or the individual next in the chain of command 
who may otherwise exercise some form of control over the weapon (e.g. the weapon’s 
operator and/or the commander). However, as illustrated in the second part of chapter 4, this 
narrow focus on the relationship between the weapon and the operator can be potentially 
problematic, because, in practice, humans may exercise different forms of control at various 
junctures in the decision-making cycle and at various command levels in the organizational 
structure. As such, the control that may be exercised during weapon deployment is only part 
of the picture. It may therefore be more accurate to consider weapons use as only one part 
of the process and operator’s control may be better described as distributed control (across a 
number of individuals, services and commands that operate) in various phases of the targeting 
cycle. Without this practical context, it seems impossible to create an accurate picture of 
how human control can (or cannot) facilitate and ensure compliance with the applicable law. 
Additionally, to determine whether human control may be meaningful (or appropriate or 
sufficient), the organizational perspective that takes a holistic approach towards practice—
paying due regard to these different forms of control—may provide a particularly insightful 
analytical and explanatory framework. Against that backdrop, let me explain various types 
of targeting and missions as explained in military doctrine and reflected in contemporary 
targeting practice in order to provide the basic context within which human control may be 
assessed.

20 Furthermore, during that same meeting, the United Kingdom stated that “systems should always have a human operator involved 
in making critical decisions, including the use of lethal force.” Brazil referred to concepts (such as MHC) as describing “the type 
and quality of interaction between operator and machine”. Other references made to the role of the operator in controlling the 
autonomous weapon were made by: the Netherlands and New Zealand. Statements are available on the unog website under item 
6b: https://www.unog.ch/__80256ee600585943.nsf/(httpPages)/7c335e71dfcb29d1c1258243003e8724?OpenDocument&Expa
ndSection=7#_Section7
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5.3 Laying the groundwork: Different targeting types
 and missions

During my fieldwork, I identified different types of targeting and different types of missions 
that may result in different ways in which the law may be implemented, responsibility may 
be shared, and human beings may exercise control in the process. The type of control that 
may be considered necessary in one mission may differ from that considered necessary 
and feasible in others.21 It is therefore important to understand what targeting types and 
missions may occur in military operations. The following sections will explain the difference 
between deliberate targeting and dynamic targeting. Consequently, it will provide insights 
in some common military missions within the air domain: air interdiction, close air support, 
strike coordination and reconnaissance, and time sensitive target prosecution. This section 
is based largely on the study of military doctrine and the fieldwork conducted at military 
exercises, war games, courses and conferences. For a full overview of the fieldwork, see 
Appendix II.

5.3.1 Deliberate and dynamic targeting

First, military doctrine makes a distinction between two types of targeting: deliberate 
targeting and dynamic targeting.22 The steps and considerations in each cycle are largely the 
same; the main difference between deliberate and dynamic targeting is time. When targets 
are identified and developed in time and with sufficient detail to allow the capability analysis 
and force assignment to be planned and conducted, they may be included in the deliberate 
targeting cycle and actions against them may be scheduled.23 Dynamic targeting consists of 
the same steps, but is more responsive than deliberate targeting since the process is used 
to prosecute targets that are either unexpected or known to exist in the area of operations 
(and have thus received some target development), but were not yet detected, located or 
selected for action in sufficient time to be included in the deliberate process.24 Although it is 
regularly argued that dynamic targeting is more prevalent in contemporary conflicts where 
the majority of the attacks may be conducted in dynamic, urban environments,25 both types 
of targeting are said to be vitally important to achieve the campaign’s objectives.26

21 See also Kometer 2007, p. 45.
22 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. 1-2 – 1-3. This distinction is also embedded in the training for 
and execution of military operations. All military practitioners who I consulted in the process of this research were well aware of 
this distinction.
23 Ibid., pp. 1-2.
24 Ibid., pp. 1-2 - 1-3.
25 That is not to say that dynamic targeting does not occur outside these environments. Exchange with F-15 and Predator operator 
(18 December 2018).
26 Interview with Director of Intelligence (1 December 2016).
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The major advantage of dynamic targeting seems to be that it provides the opportunity 
to act in a responsive and timely manner to evolving situations, providing the opportunity 
to exploit enemy vulnerability that may be of limited duration.27 Dynamic targeting is 
considered necessary because conflict situations are subject to constant change and 
intelligence is never exhaustive.28 Not all targets are located, identified or developed 
enough and in sufficient time; a target of opportunity may emerge or changes in the 
operational environment may necessitate change to planned targets. However, according 
to NATO doctrine, this may lead to an overall reduction in the probability of success due 
to reduced time for mission preparation.29 In addition, dynamic targeting—by itself—is 
sometimes described as being too responsive to be able to generate the strategic effects 
necessary to win the war (with the exception of Time Sensitive Targets that will be discussed 
later).30 Due to the fact that dynamic targeting pertains to targets that, so to speak, ‘pop up’ 
unexpectedly, it is sometimes associated with the game ‘Whac-A-Mole’—a famous arcade 
game where a mole appears from different holes and you have to whack it on the head 
with a hammer before it sinks back. Nonetheless, this comparison is wrong, at least, in its 
design.31 Like deliberate targeting, dynamic targeting is guided by a process that requires 
personnel to fulfill various tasks before a decision to use force may be taken. Even though 
dynamic targeting is designed to require less time, the process—at least as described in 
doctrine and confirmed by my observations of practice—is not random or ad hoc.32

Deliberate targeting, on the other hand, takes time, making it too slow to effectively respond 
to dynamic targets (e.g. emerging and fleeting targets). But, concomitantly, this time may 
be considered a price worth paying when it comes to the realization of strategic effects, 
explains a NATO Director of Intelligence.33 Deliberate targeting allows forces to think more 
strategically, he continues to explain; it allows more rigorous analysis of information—a level 
of detail that may be considered particularly relevant in the environment and conditions of 
contemporary operations within which collateral damage has become almost intolerable.34 
Against this backdrop, it may be concluded that both dynamic and deliberate targeting are 
needed in order for military forces to be able to reach the desired end state of contemporary 

27 United States Air Force (2017), Annex 3-60 TARGETING, p. 36.
28 This was implied in many of the interviews that I conducted with military practitioners. Only some would make this explicit. 
Interview with Director of Intelligence (1 December 2016).
29 NATO (2011), ATP 3.3.2.1(C) Tactics, Techniques and Procedures for Close Air Support and Air Interdiction. p. 1-4, https://dnbl.ncia.
nato.int/EW/EW%20COI%20Shared%20Documents/NCS%20and%20NFS%20Agencies/NSO/ATP/20110217_NU_ATP_3.3.2.1%20
EdC_TTPs%20for%20close%20air%20support%20and%20air%20interdiction%20(CAS).pdf.
30 Interview with Director of Intelligence (1 December 2016). It bears emphasis that there may be profound strategic side effects 
from dynamic targeting. As explained by an F-15 and Predator operator, when Qaddhafi was struck, the attack was perceived as a 
strike against himself, but the convoy was struck in order to get it moving. A tactical action (to get a convoy moving) can have large 
strategic results. Another example of how tactical (dynamic actions) can have strategic results is the targeting of mobile SAMs and 
ICBM. Tactical actions are often used to eliminate them, but if the attack fails, the launch of these systems can have significant 
strategic consequences (e.g Desert Storm with launches into Israel). Exchange with F-15 and Predator operator (18 December 
2018).
31 United States Air Force (2017), Annex 3-60 TARGETING, p. 42.
32 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. 1-3, 2-2.
33 Interview with Director of Intelligence (1 December 2016).
34 Ibid.
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operations. Which type will prevail will depend on the nature of the conflict, the operational 
environment itself, and the phase of the campaign.35

Drawing on NATO and U.S. doctrine, the deliberate targeting process consists of six phases: 
(1) JFC objectives, guidance and intent, (2) Target development, validation, nomination 
and prioritizations, (3) Capabilities analysis, (4) Commander’s decision, force planning and 
assignment, (5) Mission planning and execution and (6) Combat assessment.36 Together, 
these six phases form a cycle that may seem sequential but is, in reality, iterative and 
bidirectional; sometimes phases are achieved simultaneously and they may also overlap.

The targeting process that is developed to facilitate dynamic targeting is called the F2T2EA 
(or F2T2E2A) cycle. F2T2EA stands for: Find – Fix – Track – Target – Engage – Assess. Although 
this may seem different from the deliberate process, dynamic targeting is only different 
from deliberate in terms of timing of the steps in the process; it is not different in the overall 
substance of the steps or the applicable law.37 The table provided in Appendix III goes into 
more detail and demonstrates the resemblance between the two cycles.

Thus, the steps in the dynamic targeting process essentially contain the same considerations 
as those in the deliberate targeting process, but the steps are more compressed due to 
the time available and the nature of the targets (they are often fleeting or posing a risk 
to own forces). In fact, the doctrine of the deliberate targeting process—controlled by 
strategy, objectives and guidance, the relevant law, rules of engagement, national caveats 
etc.—is equally applicable to the dynamic process.38 The reason why doctrine describes the 
F2T2EA cycle also as part of the deliberate targeting process—in phase 5 mission planning 
and execution—is that even planned targets are executed in an operational environment 
that changes as a result of actions from the joint force, adversary and other actors.39 In 
such a situation, previous decisions need to be confirmed, verified and validated (in some 
cases they require changes or cancellation as required by the precautionary rule). Thus, the 
F2T2EA cycle plays a role in both the deliberate and the dynamic targeting process.

The context that is relevant for discussions about human control extends beyond the 
difference between deliberate and dynamic targeting. They include differences between 

35 It is typical to have more deliberate targets ready at the start of an operation as many may have been developed in advance 
(sometimes already in peace time). As operations proceed, targeting typically becomes more dynamic as forces run out of prepared 
targets and are forced to respond to circumstances as they evolve. This depends on the type of operation though. For example, in 
Operation Unified Protector there were barely any deliberate targets developed at the start of the operation and allied forces ran 
out of those soon. OUP was approximately 90 percent dynamic and 10 percent deliberate targeting. Rui Romao, ‘Targeting and 
Adaptation in Combat: Examining the Libya Case’ (2013) 15 Baltic Security & Defence Review, pp. 5-26, p. 16.
36 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting; United States Air Force (2017), Annex 3-60 TARGETING.
37 The applicable law does not vary, but the way in which it is practically applied may differ between deliberate and dynamic 
targeting. This will be further discussed in chapter 6. United States Air Force (2019), Annex 3-60 TARGETING, p. 40.
38 Ibid.
39 Ibid., p. 41; NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. 2-4 – 2-6.
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types of missions and related command structures. In order to illustrate this, let me explain 
four types of targeting missions that interviewees recurred to during our conversations, 
that I studied in military doctrine and, in part, observed during military exercises: (1) Air 
Interdiction, (2) Close Air Support, (3) Strike Coordination and Reconnaissance, and (4) Time 
Sensitive Target prosecution.

5.3.2 Air Interdiction

First, Air Interdiction (hereinafter AI, only in this chapter) is described in NATO doctrine as 
a type of preplanned operation that may be “conducted to divert, disrupt, delay, degrade 
or destroy an adversary’s military potential before it can be brought to bear effectively”.40 
Simply put, AI is an effort to attack enemy personnel and resources before they engage in 
combat.41 From a military perspective, the advantage of such types of targeting may be that 
you engage (interdict) enemy capabilities as far from friendly forces as possible with the 
desired objective to deny the enemy initiative, agility, depth, and synchronization, while 
allowing friendly forces to exploit these tenets.42 Examples of the type of targets that are 
typically engaged through AI are lines of communication, command and control networks, 
and combat supplies; for example, destroying enemy forces’ lines of communication 
renders them impotent by isolating them from the command and control architecture, 
and denying them resupply.43 Against this backdrop, AI is typically conducted in “deep 
area of the battlefield” and without direct support from ground troops.44 In that way, it 
is different from close air support (discussed in the next section), which typically requires 
detailed coordination with friendly forces to be effective.45 Success in AI is said to be highly 
dependent on the degree of control of the air (for friendly aircraft to carry out AI tasks) and 
the availability of accurate and relevant intelligence on enemy targets; otherwise, it may 
be difficult to select relevant and viable interdiction targets.46 As such, one military lawyer 
explains, the planning for AI missions may involve hundreds of people with a broad range of 
expertise, making AI a good example of deliberate targeting.47

40 NATO (2016), AJP-3.3 Allied Joint Doctrine for Air and Space Operations. p. 1-10.
41 Terry L. New, ‘Where to Draw the Line Between Air and Land Battle.’ Air University, 1995, p. 25.
42 Ibid., pp. 25-26.
43 Ibid., pp. 26-27.
44 Robert Novotny, ‘Defining Operational Fires.’ Naval War College, 2006, p. 7.
45 Nonetheless, by observing practice it became clear to me that air interdiction also requires detailed planning and deconfliction 
with other friendly forces in the theater to prevent fratricide and duplication of effort.
46 Milan N. Vego, Joint Operational Warfare: Theory and Practice, Reprint of 1st edition edn Government Printing Office, 2009), p. 
V102.
47 Personal interview with senior military lawyer I (26 January 2017). Some argue that AI is, by definition, preplanned. Nonetheless, 
NATO doctrine (AJP-3.3.2) also refers to unplanned interdiction targets as “pop-up” interdiction targets that may be attacked by 
interdiction-capable forces. Email exchange with military lawyer (31 July 2018); NATO (1999), AJP-3.3.2 Air Interdiction and Close 
Air Support.
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5.3.3 Close Air Support

Second, Close Air Support (CAS) is an example of the type of mission that may be either 
preplanned or immediate. Typically, CAS is considered a form of dynamic targeting due to the 
fact that it must be responsive in order to be effective. CAS focuses on providing timely and 
accurate fires in support of friendly forces in close proximity of the enemy.48 According to NATO 
doctrine, it provides ground forces with firepower in offensive or defensive scenarios “to destroy, 
suppress, neutralize, disrupt, fix or delay adversary forces in close proximity to friendly ground 
forces.”49 Here, ‘in close proximity’ does not refer to distance, rather, it is situational.50 Imagine a 
ground tactical unit is conducting an operation when enemy forces appear to be situated in close 
proximity constituting a threat to the ground unit. This is an example of the type of situations 
where close air support may be requested to provide support to friendly forces. CAS may be 
either unanticipated (immediate) or it may be incorporated in the deliberate targeting process 
in certain situations where CAS is already anticipated (pre-planned). The latter basically means 
that the assets are pre-assigned (for example because there is a high risk that ground troops will 
encounter hostile forces during a house-to-house search and they may require air support), but 
it is yet unclear what targets may have to be engaged (if any), when and how.

In contemporary practice, CAS is typically requested by the ground commander, who may then 
provide guidance to the air component after which the dynamic targeting process starts. In CAS 
missions, selecting and engaging targets as part of the targeting process may be considered—and 
often is—a combined effort by, at least, the aircrew and the ground troops.51 According to U.S. 
doctrine, these individuals may consider aspects such as target type, mission, risks to own forces 
(e.g. proximity to friendly forces and risk to aircrafts posed by, for example, enemy air defenses), 
collateral damage issues, terrain and weather, available capabilities and time.52 Additionally, as is 
the case with any mission or type of targeting, CAS missions must be conducted in accordance 
with mission objectives, the applicable law and rules of engagement.

5.3.4 Strike Coordination and Reconnaissance

Another targeting mission is Strike Coordination and Reconnaissance (SCAR). SCAR missions are 
conducted dynamically. They may be executed in areas where potential targets are known or 
expected to exist but their location is not yet known.53 As described in U.S. doctrine, a fighter 

48 United States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, p. II-21.
49 NATO (2016), AJP-3.3 Allied Joint Doctrine for Air and Space Operations, p. 1-11.
50 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. I-2, https://fas.org/irp/doddir/dod/
jp3_09_3.pdf.
51 This will be explained in detail in the second case study of this chapter, which is developed in collaboration with a number of 
practitioners (practicularly air crew) and reviewed by yet other practitioners to ensure the scenarios reflect contemporary targeting 
practices and are not the mere reflection of one individual’s field experience. The same applies to the first case study.
52 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. I-2.
53 Interview with F-16 operator and weapons instructor (24 November 2016).



CHAPTER 5140

aircraft searches for targets in a specific geographic area with the purpose of finding and fixing 
targets for engagement by a designated strike aircraft.54 An F-16 operator illustrates that the 
pilot may be tasked, for example, to find enemy tanks. There may also be given a range of targets 
together with priorities, such as prio 1 are tanks, prio 2 are combatants, prio 3 are mortars.55 
Once found and fixed, the pilot may either hand the target off to the designated strike aircraft or 
he or she can be tasked to engage the target him or herself. Either way, the complete dynamic 
targeting cycle should be performed in line with the commander’s objectives and the relevant 
law and rules of engagement. One reason why SCAR missions are conducted dynamically seems 
to be because certain targets are known or expected to exist in the area, but they have not 
yet been detected, located and identified. Hence, they cannot be included in the deliberate 
targeting cycle.

5.3.5 Time Sensitive Target prosecution

The fourth type of mission discussed here is the prosecution of a Time Sensitive Target (TST). 
According to NATO doctrine, a TST is “a target requiring immediate response because it poses (or 
will soon pose) a danger to friendly forces or is a highly lucrative, fleeting target of opportunity 
whose destruction is of high priority to achieve campaign’s objectives.”56 U.S. doctrine considers 
TSTs of such high priority that their effective engagement may make or break the campaign 
and the JFC is willing to divert assets away from other targets to find, fix, track, target, engage 
and assess it.57 Some examples of TSTs are mobile high-threat Surface-to-Air Missiles, mobile 
command and control vehicles and facilities, and enemy leadership.58 Nevertheless, a TST may 
be anything that is posing an imminent danger to friendly forces or is a highly lucrative, fleeting 
target. Hence, depending on the situation, even a combatant with a laptop could be a TST as 
long as he or she fulfills one or more of those criteria and is listed on the TST-matrix. In fact, 
with the capabilities of modern-day technology in mind, a laptop may be a much more deadly 
weapon than a fueled SCUD-missile that is ready to fire within minutes. In short, what may be 
considered a TST depends on the conflict situation.

Although there might be circumstances that a TST can be included in the deliberate targeting 
cycle,59 it seems—at least from the practice that I observed—that a TST usually warrants 

54 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. I-4.
55 Interview with F-16 operator and weapons instructor (24 November 2016).
56 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 1-2.
57 Obviously, these types of targets are of such high importance that specific doctrine about how these are prosecuted, is often 
classified or restricted. Nevertheless, similar information can often be found in unclassified and publicly accessible U.S. targeting 
documents. Also, basic information about TSTs can be found in AJP-3.9 that is unclassified (but not publicly accessible). United 
States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, p. ix.
58 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. A-1.
59 An example could be a S400 (missile system) factory. If S400 missile systems are listed on the TST-matrix, but instead a S400 
factory is located, then the engagement of the factory itself may be planned through the deliberate process. S400 systems still 
remain on the TST-matrix so they can be engaged dynamically once they pop up. But the factory is not likely to be engaged 
dynamically due to the risk of undesired consequences (e.g. collateral damage). It should be noted that, as with all practical 
examples, this ultimately depends on the situation.
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immediate (dynamic) targeting prosecution. Therefore, it could be said that very clear direction 
and guidance is needed from the JFC on what targets are considered TSTs and the total number 
of TSTs should be limited. Against that backdrop, TSTs are listed on a TST-matrix.60 This matrix 
contains specific direction and guidance on procedures regarding the prosecution of TSTs. It 
includes TST priorities, positive identification requirements, Target Engagement Authority 
(i.e. the level of command required to authorize an engagement at each level of CDE—
wherever feasible delegated to lowest level possible to accelerate decision-making), national 
caveats, desired effects (e.g. kill capability, kill destroy or detention), command and control 
and coordination requirements (specific for TST prosecution), acceptable risk to own forces 
and collateral damage levels from the JFC.61 By means of the TST-matrix, forces may conduct 
the necessary preparations and, once a TST is detected, the process is intended to allow the 
fastest prosecution of the target, while maintaining the checks required for legal, political and 
operational needs. Although prosecuting TSTs seems to be a trade in its own right that requires 
considerable deliberate planning and preparation, TSTs are typically engaged dynamically.

Against the backdrop of these different types of targeting and missions, I will discuss two case 
studies (AI and CAS) to illustrate the need to take these different contexts into account when 
discussing human control standards. Because there is very little written about the actions of 
decision makers (particularly aircrew) at these levels,62 these case studies are based on the limited 
literature that is publicly available and, more importantly, on extensive field research.63 In search 
of case studies that reflected contemporary targeting practices, I consulted and collaborated 
with various military practitioners at different command levels and with different nationalities, 
backgrounds and expertise—including, but not limited to, pilots,64 targeteers, weaponeers, 
commanders, military planners, and lawyers.65 In the case studies, I will be telling their stories. 
Additionally, early drafts of the case studies were evaluated by yet other practitioners to ensure 
they reflect broader, established practice and were not merely reflective of the experiences 
of a few. Other sources and activities that proved relevant for the development of these 
vignettes were my participation in (and successful completion of) the NATO JFAC Advanced 
targeting course and the observation of different military exercises and war games.66 Ideally, I 

60 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. A-4, A-8.
61 Ibid.
62 Kometer 2007, p. 81.
63 For more information about the field research and the sites visited see chapter 2 as well as Appendix I to this dissertation.
64 While all individuals consulted in the process of this research provided valuable information, the operators brought particularly 
relevant insights to this chapter. They will remain anonymous, but some details regarding their background and experiences are 
shared here. For example, one F-15 operator provided details pertaining to 2,300 hours of flying in the F-15C and operating an 
MQ-1B. In addition to that, he logged 242 close air support controls as a joint terminal attack controller. Another operator brought 
10 years of experience in operations flying an F-16 and also served as a weapons instructor. These are two—of approximately 
ten—operators who are consulted. Most of them were consulted multiple times. Some materials from the interviews are cited in 
this work, while some are not. Also, some operators merely provided background information or comments to the earlier drafts of 
this text and, as such, may not be referenced.
65 The experts come from different command centers such as NATO JFC Brunssum, NATO HQ AIRCOM in Ramstein, NATO CAOC 
Uedem, the Netherlands Ministry of Defense, and the United States Department of Defense. They will remain anonymous; the 
conversations will be referred to by the interviewees’ expertise or function and date only (unless agreed otherwise).
66 For more information on the research process, including participant observation of contemporary targeting practices, see 
chapter 2 of this dissertation.
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would examine the human role in all types of military operations considering a range of varying 
operational circumstances. However, not only would that be impossible given the endless 
possible variations, a broader set of examples would be at the expense of important details. 
Against this backdrop, I decided to limit the analysis to two examples as to pay due regard to the 
complexities and nuances of military decision-making—something that is necessary in order to 
fully understand the human role so as to move forward on discussions regarding human control.

5.4 Case 1: Human control in an Air Interdiction operation67

As the primary purpose of this chapter is to move beyond abstract theoretical discussions, 
the next sections will assess how human control may be operationalized in real-world 
military missions. What may human control or involvement look like in practice? Although 
every military mission is different depending on the context, the vignettes selected for 
these studies may be considered routine, conventional military air operations. In this first 
case study, the human role in the context of a deliberate targeting mission, namely, air 
interdiction will be scrutinized. Although the pre-planned nature of the mission means 
that the deliberate targeting cycle will guide the planning, execution and assessment of 
the mission, discussions about human control typically focus on the weapon’s deployment 
(i.e. execution) phase. In line with these discussions, the focus here is too on the human-
machine relationship during mission execution: the weapon itself and the individual(s) who 
control(s) it.

It bears emphasis that, even though this is a detailed case study, it is still somewhat simplified. 
An operation as in this scenario may be much more complex owing to the involvement of 
other platforms to ensure mission effectiveness and lower the risk to own forces as well as the 
risk of civilian casualties. For example, this case study does not include consideration of enemy 
surface-to-air missiles in a hostile environment and, as a result, does not consider the operation 
of other assets to support the attack—such as aircraft for offensive counter air sweep, aircraft 
for suppression of enemy air defenses, electronic warfare support and airborne warning and 
control systems (AWACS).68 Also, this case study is based on operational experiences drawn 
from recent conflicts within which NATO and U.S. forces would typically enjoy air superiority. 
The conduct of operations, command and control structures, and relevant constraints may 
be subject to change in a situation where forces would be fighting a near-peer threat in a 
contested airspace. For the purposes of this case study, this will now be disregarded.

67 This case study was published as an article in the Global Policy Journal. See: Merel A.C. Ekelhof, ‘Moving Beyond Semantics on 
Autonomous Weapons: Meaningful Human Control in Operation’ (2019) 10 Global Policy, 343-348. The article has been edited for 
the purposes of including it as the part of the fifth chapter of this dissertation, but the bulk of the text remains unchanged. © 2019 
The Author. Global Policy published by Durham University and John Wiley & Sons Ltd.
68 Alan Docauer, ‘Peeling the Onion: Why Centralized Control / Decentralized Execution Works’ (2014) March-April Air & Space 
Power Journal, pp. 24-44, p. 27.
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5.4.1 Details of the platform, weapon and target

The F-16 strike fighter is an aircraft that has existed for over 40 years and has gone through at 
least 138 configurations.69 It is a manned aircraft that carries one trained operator. While the 
operator’s decision-making is supported by certain software, the system is not considered 
autonomous. Over the past four decades, new technologies have been incorporated into 
the cockpit, avionics, sensors and weapons.70 This software is further discussed in the 
section on mission execution—for now it suffices to say that the F-16 strike fighter can be 
considered a manned aircraft that is manually operated by a trained pilot.

The Joint Direct Attack Munitions (JDAM) is a guided weapon with high accuracy.71 Once 
released, the bomb’s guidance system (INS/GPS) is intended to guide the bomb to its 
preplanned and preprogrammed target. In this case, it may be assumed that the bombs are 
two 2000-lb often used to achieve desired kinetic effects on buildings, such as the military 
compound that serves as a target for this case study. The exact operation of the bombs 
will be explained in the following paragraphs—for now it suffices to say that the JDAMs 
are released from the F-16 by the operator, after which they may guide themselves to the 
target.

The target is a military compound of which the destruction is anticipated to offer a definite 
military advantage. It is a command and control (C2) facility. The desired effect is the 
degradation of the adversary’s command and control capability. On a tactical level that 
may translate into the destruction of the C2 facility, as this would significantly decrease the 
ability for the adversary to control its operations in the area. This operation is part of a joint 
military mission in the context of an international armed conflict.

5.4.2 The mission execution

Even though the focus of this case study is on mission execution, a brief discussion of 
the mission planning at the level of the air component is in order here.72 The result of 
the mission planning is the air tasking order (ATO), which typically provides the details of 

69 Lockheed Martin, The F-16 Then and Now. https://www.lockheedmartin.com/us/news/features/2014/f16-then-and-now.html.
70 Ibid.
71 FAS, ‘Joint Direct Attack Munition (JDAM) GBU-29, GBU-30, GBU-31, GBU-32.’ https://fas.org/man/dod-101/sys/smart/jdam.
htm. JDAM was certified as operational capable on the B-2 in July 1997; it is still a popular guidance system in current operations. 
Pat Host, ‘US Air Force ramping up JDAM, SDB I munition production.’ Janes, http://www.janes.com/article/74987/us-air-force-
ramping-up-jdam-sdb-i-munition-production.
72 Interestingly, mission planning for remotely piloted aircraft (also known as drones) is not the same as with standard flying, 
explains one operator. With RPA mission planning you have “the same shifts, continuous, [and] all you get are intel updates [that 
you have to] compare to what happened yesterday”. In this context, it is said to be challenging to keep personnel involved in 
mission planning. Exchange with F-15 and Predator operator (18 December 2018).
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the mission that the aircraft will fly.73 This may be extremely detailed with target locations, 
times and munitions, but it may also be less detailed when the aircraft are tasked to conduct 
dynamic targeting on unanticipated targets.74 As discussed previously, dynamic and deliberate 
targeting are not different in terms of substance of the steps, but the difference in available 
time may result in some important variances, such as the availability of information. As will 
be explained in the section on the assessment of human control (5.4.3), the availability of 
information (to establish situational awareness) may be of vital importance for our practical 
analysis of control. In this case, the ATO will provide detailed information supporting the 
execution of the AI mission.

The details of the mission (in the ATO) will typically be sent to air bases all over the theater 
where airmen may review the individual missions and do the detailed planning that aircrews 
need to fly the missions. They may extract all the applicable target data, procedures, 
frequencies and other instructions for each mission. One operator points out—and others 
confirmed—that these airmen are typically not the airmen who will be executing the 
mission.75 The operators who will fly the mission will most likely come in a couple of hours 
before the takeoff time; they will get briefed on the mission, study the data provided for 
them and do last-minute preparations.76 The operator tasked with mission execution will 
receive a target package for deliberate targeting that typically includes:

1. A description of the target consisting of all available knowledge. In this case that 
will be a description of the C2 facility;

2. The target’s coordinates;

3. A collateral damage estimation (CDE) to provide the operator with an estimation 
(not a certainty) of the expected collateral damage.77 In this case, this is CDE 
level 4,78 which means that the risk of collateral damage is low as long as the 

73 The ATO includes all known and prospective aircraft that may fly during that day; it articulates the tasking for joint air operations 
for a specific execution timeframe, typically 24 hours, and hence serves as a means for planning/tasking the prosecution of targets 
(and other air missions) by the air component, as well as for deconfliction and coordination. Definition of the air tasking order 
as formulated by the U.S. Joint Chiefs of Staff in Joint Publication 3-30: “A method used to task and disseminate to components, 
subordinate units, and command and control agencies projected sorties, capabilities and/or forces to targets and specific missions.” 
The ATO also holds missions flown by other components. United States Joint Chiefs of Staff (2014), Joint Publication 3-30 Command 
and Control of Joint Air Operations. https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_30.pdf., GL-6
74 Kometer 2007, p. 76.
75 Interview with F-16 operator (3 November 2017).
76 Kometer 2007, p. 81.
77 Collateral damage is the unintentional or incidental physical damage to non-combatants, non-military objects and/or environment 
resulting from an attack. NATO (2015), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 1-10.
78 CDE levels range from 1 to 5. CDE level 1 low presents the lowest probability of collateral damage and has no tactical restrictions 
on execution, while under CDE level 5 commanders are assuming significant risk of collateral damage. While CDE level 1 to 4 are 
concerned with questions related to mitigating techniques preventing collateral damage, level 5 asks how many civilians and 
non-combatants do I think will be injured/killed by the attack? For an overview of the various levels and related risks see the U.S. 
collateral damage methodology (CDM): United States Joint Chiefs of Staff (2012), CJCSI 3160.01A No-Strike and the Collateral 
Damage Estimation Methodology, p. D-A-2.
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predetermined mitigating techniques are applied.79

4. A recommendation of the quantity, type, mix, and configuration of lethal 
and non-lethal weapons needed to achieve the desired effects while avoiding 
unacceptable collateral damage (i.e. weaponeering solution).80 In this case that is 
a recommendation of two 2000-lb JDAMs.

5. The joint desired point of impact used as a standard to identify aim points;

6. The weather forecast that, in this case, describes a night with overcast conditions 
(clouds cover most or all of the sky) and heavy rainfall.

A recap of the rules of engagement (representing policy, operational interests and law) 
and the special instructions (a set of instructions issued to pilots that commonly follow 
and summarize the rules of engagement) is usually part of the briefing.81 Once briefed, the 
operators take off to fly the missions. When an operator flies a mission to a preplanned 
target—as is the case in this vignette—he or she may fly the mission as planned. However, 
given the dynamic context of air operations in combination with the simultaneous execution 
of hundreds or thousands of sorties,82 the operator will be guided by those who control the 
air theater to ensure proper flow through the airspace.83 Nevertheless, no one other than 
the operator will be responsible for flying the airplane.

In general, the mission execution consists of six steps: find, fix, track, target, engage, assess 
(F2T2EA). In this case study, these steps will serve as guidance to explain the actions of 
the F-16 operator when tasked with the previously described mission. In the following 
paragraphs, these six steps will be explained by reference to our specific operational context. 

Find
First, in order to find a potential target, one may need to task collection efforts in order 
to collect information and intelligence about the battlefield and the target. In this case, 
the target’s coordinate is provided and preprogrammed, which makes the find phase more 
of a navigational task than an intelligence collection task. After take-off, the operator will 
navigate to an area within the weapon’s envelope—i.e. the area within which the weapon is 
capable of effectively reaching the target. This will be guided by GPS and visualized on the 
operator’s screen (Multi-Function Display).

79 Some possible mitigating techniques are: delivery heading, the use of precision-guided munitions and a delayed fuze.
80 United States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, p. 70.
81 Email exchange with F-16 operator (3 May 2018).
82 ‘Sortie’ meaning an operational flight by a single military aircraft. Oxford Dictionaries, Definition of sortie. https://
en.oxforddictionaries.com/definition/sortie.
83 United States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, p. 70. This collaboration between those who control the air 
theater and the operators was part of the field research and observed at the NATO DACCC located in Poggio Renatico, Italy.
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Fix
Once the asset has detected the target, the sensors may be focused in the fix phase. 
One of the primary purposes of the fix phase is considered being the attainment of a 
positive identification (PID) of the target.84 PID was always a major topic in exercises 
(in particular in the dynamic targeting cell), courses, and interviews. Without a PID the 
process may not continue; it is crucial for target validation and to ensure compliance 
with the relevant law, rules of engagement and national caveats.85 Target validation 
will be further discussed in the target phase. The pre-planned nature of this operation 
means that the target has already been validated at the operational planning level prior 
to mission execution; this may prove particularly important in our assessment of human 
control in the next section. In these circumstances (with a fixed target that is to be 
engaged with JDAMs) and with the means available, the operator will, typically, not 
visually confirm the target. Instead, he or she may be relying on the aircraft’s systems, 
the weapon’s guidance systems, and the validation procedure at the operational 
planning level to ensure he or she is striking a legitimate military objective in a lawful 
manner. Furthermore, besides PID, the fix phase includes a determination of the time 
available as well as the location. All this information may be known to the operator 
owing to the pre-planned nature of the mission. In this case, the operator is tasked to 
destroy the C2 building, known to be located at specific coordinates, with two 2000-
lb munitions with specific aim points. Therefore, there is no particular task during the 
fix-phase that requires the operator’s attention rather than flying the aircraft to the 
weapon’s envelope (to reach the preprogrammed target coordinates).

Track
In the next phase, the target may be tracked in order to update information and maintain a 
PID. The C2 building is a fixed target, which makes tracking a very static exercise. Again, the 
operator’s main tasks are flying the aircraft to the weapon’s envelope.

Target
Then, during the target phase, relevant law, rules of engagement and national caveats may 
be considered, collateral damage issues/probabilities may be assessed as well as the risk to 
own forces. The target (C2 building) has been previously vetted and validated by military 
personnel (e.g. intelligence personnel, legal advisers, the commander) at the operational 
level within the deliberate targeting cycle. As a result of that process, the F-16 pilot merely 
needs to load the target coordinates (as well as impact course, angle, velocity) into the 
aircraft before take-off or in-flight.86 These target coordinates as well as that aircraft’s 

84 United States Air Force (2019), Annex 3-60 TARGETING, p. 47.
85 Group discussion with targeteers during the NATO JFAC Advanced Targeting Course (February 2017).
86 They can also be manually altered by the aircrew before weapon release, or automatically entered through target designation 
with onboard aircraft sensors. United States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, p. II-21.
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current position will be fed to the bomb’s computer. Once the aircraft enters the weapon’s 
envelope (i.e. the area within which the weapon is capable of effectively reaching the 
target), the bomb’s computer will suggest the most effective time to release the bomb to 
the F-16 operator.

Depending on the collateral damage concerns, the target engagement authority may be 
established either at a high level or at lower echelons. In this case, the operator is under the 
direction of tactical command, but he or she may be intentionally given discretion to act on 
his or her own when there is a low risk of collateral damage or friendly fire.87 In this mission, 
the operator is briefed that the collateral damage estimation (CDE) is level 4, which means 
that the risk of collateral damage is low as long as the predetermined mitigating techniques 
are applied, such as delivery heading, precision-guided munitions and a delayed fuze.88 The 
C2 building is a fixed target that is planned to be struck at night-time in an area that is 
expected to be devoid of civilians and friendlies. Therefore, in this case, the operator may 
be allowed to strike the target without having to request approval from tactical command 
in flight. This division of labor between the operator and tactical command, as well as the 
pre-planned nature of the target may be important aspects for assessment of control in the 
next section(s).

Finally, as the operator will use JDAM weapons and weather conditions (cloudy, rainy 
night) prevent visual confirmation of the target, the operator cannot conduct an additional 
collateral damage estimation in flight.89 Overall, the target phase does not require active 
participation of the operator except—again—for flying the aircraft to the weapon’s envelope.

Engage
Once the aircraft enters the weapon’s envelope, the process moves into the engage phase 
during which the engagement may be ordered, transmitted, monitored and executed. As 
mentioned, the target coordinates are loaded into the aircraft before take-off (or possibly 
in-flight). While in the weapon’s envelope, the aircraft’s computer (based on the knowledge 
of the weapon’s capabilities) will suggest the most effective time to release the weapon 
to the F-16 operator. For GPS guided munitions such as the JDAM, there is no need to 
find the target visually and then aim the weapon at the target by maneuvering the aircraft 

87 Military.com, ‘Joint Direct Attack Munition (JDAM).’ https://www.military.com/equipment/joint-direct-attack-munition-jdam.26</
number><dates></dates><urls><related-urls><url><style face=”underline” font=”default” size=”100%”>https://www.military.
com/equipment/joint-direct-attack-munition-jdam</style></url></related-urls></urls></record></Cite></EndNote>
88 This is described in more detail in the CDE Methodology: “The collateral damage threshold in CDE Levels 1, 2, and 3 mitigates 
risk to less than 10-percent probability of serious wounds from fragmentation or other primary damage mechanism to standing 
unprotected personnel. The collateral damage threshold in CDE Level 4 reduces this risk mitigation to less than 1 percent fractional 
structural damage to collateral structures from primary warhead blast effects. This is because CDE Level 4 imposes the specific 
requirement to fuze the warhead to detonate either in the target structure or below ground, which mitigates fragmentation effects 
by using the building or ground to absorb fragments.” United States Joint Chiefs of Staff (2012), CJCSI 3160.01A No-Strike and the 
Collateral Damage Estimation Methodology, p. D-A-2.
89 Interview with F-16 operator (3 November 2017).
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or pointing a laser beam. The pilot simply needs to ‘pickle’ (press the switch to release 
the weapon) once he or she flies within the weapon’s envelope.90 The meaning of this 
act (to ‘pickle’) in relation to human control will be further discussed in the next section, 
which further assesses human control in operation. After launch, it is the JDAM’s task to 
process signals from satellites to keep track of its own position and to navigate towards 
the designated target coordinates. JDAM weapons are able to function at night and in 
bad weather, because the JDAM receives all its information from satellite signals that are 
not blocked by cloud cover or obstacles and the internal INS/GPS guides the JDAM to the 
assigned coordinates (it can steer with its fins).91 JDAM weapons may be in flight for over 15 
miles (24 km). If everything goes well, the bombs hit within a few meters of their targets (in 
its most accurate form, the JDAM will provide a weapon circular error probable of 5 meters 
or less during free flight when GPS data is available).92

Assess
After mission execution there is still the task of assessing the damage (e.g. Battle Damage 
Assessment or BDA). In most circumstances, this Battle Damage Assessment may turn into a 
Bomb Hit Assessment due to limited access and visual sight of the combat area.93 Generally, 
the perceived damage by the operator may not be a clear BDA of the target’s functional 
status (e.g. no damage, lightly, moderately, or severely damaged, or destroyed). The sight of 
fire and blast may not always accurately reflect the effect of the force application.94 It may 
be even more difficult to assess collateral damage; in particular in air campaigns, ground-
based assessments may be required in order to obtain the necessary information about 
the weapon’s effects on the target and its surroundings.95 Immediate after action reports 
by the operator who conducted the strike may thus have to be supplemented by additional 
collection efforts to make such assessments, for example by deploying ground forces or by 
tasking a remotely piloted aircraft.96 In the case of JDAM weapons used in rough weather 
conditions, it is unlikely that the operator will be able to (accurately) assess the physical and 
functional damage. It is more likely that other assets (e.g. an intelligence, surveillance and 
reconnaissance (ISR) platform) will be tasked to conduct a combat assessment.

90 Kometer 2007, p. 81.
91 The JDAM has an internal Inertial Navigation System that receives precise updates from GPS. Without the GPS reception the 
weapon will slowly become relatively less accurate. Email exchange with F-16 operator (3 May 2018).
92 Tom Harris, ‘How Smart Bombs Work - The JDAM.’ How Stuff Works, https://science.howstuffworks.com/smart-bomb2.htm.
93 Interview with former F-16 operator and weapons instructor (3 September 2018).
94 This may, in part, depend on how long the operator can stick around in the area of operations. In a contested airspace this will 
typically be limited, while a long loitering time may be possible in situations where there is air superiority. Exchange with F-15 and 
Predator operator (18 December 2018).
95 Larry Lewis (2014) Drone Strikes in Pakistan: Reasons to Assess Civilian Casualties. Center for Naval Analysis, pp. 17-20.
96 This is where the use of RPA (drones) may be particularly useful, in particular in uncontested airspace. As explained by a Predator 
operator, the MQ1 may be able to assess the damage but may also be useful in tracking the response of hostile forces to the attack. 
For example, when forces want to know how fast an adversary is capable of mustering the fire brigade. Unmanned systems with 
long loitering times may be particularly useful for these kind of tasks. Exchange with F-15 and Predator operator (18 December 
2018).
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5.4.3 Assessing human control in operation

What does this vignette tell us about the application of human control in contemporary 
targeting missions where JDAM weapons are released by an F-16 operator to engage pre-
planned fixed targets? It appears from the case study that, when attacking a fixed target 
(the C2 building) with JDAM weapons released from an F-16 with a low expectations of 
collateral damage and friendly fires, much of the job of finding, fixing, tracking, targeting, 
engaging and assessing (the kill chain) may not be part of the operator’s task.97 In fact, 
it seems to be merely the engage phase that may be executed by the operator and that 
does not seem to require many cognitive deliberations or actions except pressing a button 
to release a weapon once the aircraft is within the weapon’s envelope depicted on the 
operator’s screen.

Whether the act of ‘pickling’ or pressing a button may be considered human control has 
been, and continuous to be, subject of international discussions. According to NGO Article 
36, “a human simply pressing a ‘fire’ button in response to indications from a computer, 
without cognitive clarity or awareness, is not sufficient to be considered ‘human control’ 
in a substantive sense.”98 It is debatable whether, in the above vignette, the operator has 
such cognitive clarity or awareness. An important question seems to be: does the human 
operator have sufficient information (situational awareness or cognitive clarity) to make 
informed as well as conscious decisions about the use of weapons?

In this case, the operator needs to ‘pickle’ or release the munitions once the computer 
demonstrates that the aircraft has reached the weapon’s envelope and the target can be 
engaged effectively. It could be argued that this decision is informed due to the fact that the 
operator has been briefed about the mission and therefore is aware that the weapon will be 
used to engage a command and control facility. The extent of the information that is briefed 
to the pilot may depend on the operational context and may be based on what he or she 
needs to know. This may be as limited as the coordinates of an area of operations within 
which the operator is supposed to fly during a particular time in order to conduct dynamic 
missions as these arise (e.g. SCAR missions). Dynamic targeting missions will typically be 
briefed to the operator on the fly and will consist of as little information as possible in 
order to engage a target effectively. This may result in situations in which the operator 
is not aware of the type of target, nor the context for action. He or she may simply be 
told to drop two JDAMs of 2000-lb on coordinate X and Y. When the target is engaged 
through deliberate targeting—as in this case study—the extent of information available to 
the operator is typically much greater due to its preplanned nature. The information about 
the C2 building was collected and analyzed prior to take-off and, as a result, the operator 

97 Kometer 2007, p. 81.
98 Moyes and Roff (2016) Meaningful Human Control, Artificial Intelligence and Autonomous Weapons, p. 1.
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may be briefed on most of this available knowledge. This, most likely, does not include 
strategic and political factors, but is typically reduced to merely contain information that 
may be relevant for the execution of the target such as the target’s coordinates, collateral 
damage estimation, weaponeering solution, aim points and the weather. “We [operators] 
like things in the cockpit to be as easy as possible, to be black and white or binary. Politics 
should never be in the cockpit”, says one operator. He continues to explain that there is a 
matter of trust that enables operators to do their job.99 As explained by this operator—and 
confirmed by others—operators trust that the targets they are tasked with are validated by 
their superiors; that way, he says, the attack complies with the law and rules of engagement 
and are in line with the mandate.100 On the one hand, it may be argued that this trust in the 
process or system is necessary for operators to operate effectively and in compliance with 
the law; on the other hand, it may also be argued that trusting the process or system is not 
the same as exercising control.

In conclusion, although some may argue that the pilot in our case study exercises control—
given what he or she knows about the target, the weapon, and the context for action from 
the briefing—arguments to claim differently may also have merit for two reasons. First, 
when a target is engaged with JDAM weapons, the situational awareness of the operator 
is likely to be reduced, in particular in weather conditions that prevent or limit usage of 
sensors. It, therefore, cannot be realistically assumed that the operator will see the target 
or its environment when using JDAMs. Second, the information about the lawfulness of 
the action thus largely depends on the operator’s trust in his or her superiors in the chain 
of command (to provide proper briefing materials and conduct target validation), the F-16 
board computer (suggesting the appropriate time for weapon’s release) and the weapon’s 
guidance system (navigating the munitions to the target). At no point during our F2T2EA 
process will the pilot gather intelligence about the target or conduct legal analyses.

5.5 Case 2: Human control in a Close Air Support operation

The second case study focuses on a Close Air Support (CAS) mission. As explained 
previously, CAS may be pre-planned—meaning that aircraft are pre-assigned to the 
mission of the ground troops—or it may be unanticipated and aircraft in the area may 
be re-tasked to support the ground troops as required by the situation; for example, 
because the ground troops are operating in a high risk environment or they are in 
contact with hostile forces. In either scenario, CAS is executed dynamically. In other 

99 Interview with F-16 operator and weapons instructor (24 November 2016). Against this backdrop, see also Fenrick who says that, 
from the perspective of who should apply the law, subordinates “would be entitled to assume that their superiors had carried out 
the attack precautions.” Fenrick 1982, p. 115.
100 Interview with F-16 operator and weapons instructor (24 November 2016).
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words, targets are being selected and engaged in the dynamic targeting cycle used 
in the previous scenario: Find-Fix-Track-Target-Engage-Assess. These six steps will also 
guide this CAS scenario. Similar to our previous scenario and in line with discussions 
about autonomous weapons and human control, the focus will be on the execution of 
the mission. The aim of this scenario is to demonstrate that even in dynamic missions, 
targeting may be a distributed practice within which several actors may exercise various 
forms of control. It also shows (particularly when compared to the previous scenario) 
that the role of these actors (e.g. ground troops, the commander, the aircrew) may 
differ depending on the circumstances.

This case study describes a mission within which close air support is provided to ground 
troops that are conducting a house-to-house search in an urban area. There is no pre-
approved target, because no such target is yet identified; CAS is responsive. Because 
unanticipated CAS and anticipated CAS may result in some differences in the various 
phases of the dynamic targeting process, these differences will be addressed accordingly. 
As such, this CAS scenario explains both anticipated as well as unanticipated CAS.

Before we move to the case study, it bears emphasis here too that even though this is 
a detailed case study, it is somewhat simplified. More elements, platforms, changing 
circumstances may be added to further demonstrate the complications that may arise 
during mission execution and the various actors that may be involved in the process. For 
purposes of clarity, I refrain from unnecessarily complicating the scenario. Also, it may 
be worth reiterating that this scenario too is based, primarily, on first-hand experiences 
drawn from recent operations provided and reviewed by a variety of practitioners at 
different command levels and with different nationalities, backgrounds and expertise—
including, but not limited to, pilots, targeteers, weaponeers, commanders, military 
planners, and lawyers.101

5.5.1 Details of the platform, weapon and target

For reasons of simplicity (as to not unnecessarily complicate the scenario) the platform is, 
again, a manned F-16 aircraft.102 The weapons used for CAS may vary widely owing to the 
dynamic nature of these types of operations. If CAS is anticipated (preplanned), one has the 
possibility to consider what types of weapons would be most desirable to achieve effects in 

101 The experts come from different command centers such as NATO JFC Brunssum, NATO HQ AIRCOM in Ramstein, NATO CAOC 
Uedem, the Netherlands Ministry of Defense, and the United States Department of Defense. They will remain anonymous; the 
conversations will be referred to by the interviewees’ expertise or function and date only (unless agreed otherwise).
102 Other platforms could be an A-10, an RPA, or a helicopter. While this would, most likely, not substantially change the scenario, 
some differences in platform capabilities may lead to different results. For example, the ability of RPAs to have longer loitering times 
and the possibility to swap crews or push supervision into the cockpit (e.g. a young pilot could get an instructor as a second pair 
of eyes) may lead to different control structures. As explained by a Predator operator, “the RPA creates [the] possibility to further 
distribute, and you can change who’s doing it in real time.” Exchange with F-15 and Predator operator (18 December 2018).
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the circumstances that are anticipated. For example, an F-16 providing CAS in a house-to-
house search in an urban area would preferably carry weapons that could minimize civilian 
casualties in those circumstances. Whereas an F-16 providing CAS in a desert where a 
friendly convoy may be attacked by combatants could probably use heavier munitions. When 
CAS is unanticipated (immediate), munitions depend on what is available at the time. For 
example, an F-16 may be re-tasked to support ground forces, but was actually scheduled to 
engage a pre-planned target with 2000-lb bombs. This case study will elaborate upon both 
types of CAS. Irrespective of the (un)anticipated nature of the mission, this CAS mission is 
conducted with an F-16 that is equipped with a range of various munitions (both heavy and 
small diameter bombs).

In this scenario it will be made clear that the target of this CAS mission is a group of enemy 
forces—located at the second floor of a building in an urban area—that is attacking the 
ground forces during the house-to-house search. This target is not developed at the 
operational level (as was the case in the first vignette) but is, instead, developed during the 
mission execution (in the dynamic targeting cycle) as will be further explained in the next 
section.

5.5.2 The mission execution

CAS execution begins with a target nomination by the ground commander. The responsive 
nature of CAS typically means that the mission plan is developed and targets are nominated 
during the execution of the ground force’s mission. At some point during the house-to-
house search, enemy fighters attack the ground forces from the second floor of a nearby 
building. Once the ground commander nominates the target—i.e. enemy forces at the 
second floor of the building—to be engaged by CAS and checks this with the applicable ROE 
and national caveats, the Joint Terminal Attack Controller or JTAC (also known as Forward 
Air Controller or FAC) may be tasked with developing the target data.103 In line with the 
experiences provided by various operators, U.S. doctrine describes the JTAC as the person 
who, from a forward position, directs the action of combat aircraft engaged in CAS of ground 
troops.104 In this case, the JTAC is located with the ground troops.105

U.S. doctrine provides that the JTAC should begin the attack planning with the target 
and work backwards; this allows for the consideration of different pieces of information, 
including, but not limited to, target elevation, target description, ROE under which the 
attack is executed, target location, friendly location, and commander’s desired effects on 

103 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. xxii; NATO (1999), AJP-3.3.2 Air Interdiction 
and Close Air Support, p. 2-1.
104 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, pp. GL-10 - GL-11.
105 JTACs are classically co-located with the ground commander. In modern arena’s, such as Iraq, the JTACs are more regularly 
dislocated. Email exchange with former F-16 operator and weapons instructor (2 October 2018).
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the target.106 This information may be part of the so-called 9-line that typically contains 
the information for the F-16 operator and, as such, may contribute to creating situational 
awareness (this is further explained below). Once the commander’s desired effects are 
known and the target’s rough location is identified, the JTAC may request CAS at the earliest 
possible opportunity.107 Particularly in immediate CAS, it may take some time for the aircraft 
to reach the target’s location and provide air support.

In a situation of pre-planned CAS, the F-16 operator typically already established 
communication with the JTAC and ground forces. Operators may contact the JTAC before 
mission execution to acquire relevant information. He or she may thus already be familiar 
with the commander’s intent, the type of mission, the campaign phase, the friendly 
location, and the area of operations. In pre-planned CAS, these aspects may be discussed 
beforehand, during the briefing. A former operator explains that, sometimes, there would 
even be maps of the area (i.e. an ‘Urban Grid’) available that named each building (e.g. ‘Gin’, 
‘Whisky’ etc.) as to make it easier to identify and confirm what specific building needed 
to be targeted (or avoided) during the mission execution.108 Operators may study or bring 
these on the pre-planned CAS mission.109 During mission execution, the JTAC may pass an 
update in the form of TTFACOR (Target, Threat activity, Friendly location, Artillery activity, 
Clearance authority, Ordnance requested, Restrictions/Remarks).110

With immediate, on-call CAS this kind of preparation is unlikely. Instead, the operator may 
be briefed by the JTAC in-flight. In both pre-planned and immediate CAS, the operator may 
receive—at least—a rough location, a frequency to communicate with the JTAC and a call 
sign.111 An example of such communication (from start to end of the mission) is included 
in Appendix IV. Once communication is established, the operator may receive an area of 
operations update, a game plan, and a standardized brief that is, typically, provided by 
means of a 9-liner. This may include: (1) the initial point (the run-in on to the target), (2) 
the heading and offset (informs aircrew how they can maneuver for attack or to avoid 
threats and hazards), (3) the distance to the target, (4) the target elevation, (5) the target 
description, (6) the target location, (7) the type of mark to be used (e.g. laser), (8) the 
location of friendlies, (9) egress (instructions how to exit the target area).112 To illustrate, in 
this case, the target is not the building, but the enemy forces inside. Hence, line 5 may read 
‘insurgents in 2-story building’ vice ‘2-story building’.113 An example of a complete 9-liner 

106 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. xxii.
107 Ibid., pp. xxiii, v3.
108 Interview with former F-16 operator and weapons instructor (3 September 2018); United States Joint Chiefs of Staff (2014), Joint 
publication 3-09.3 Close Air Support, pp. III-22 - III-23.
109 Interview with former F-16 operator and weapons instructor (3 September 2018).
110 Email exchange with former F-16 operator and weapons instructor (2 October 2018).
111 Interview with former F-16 operator and weapons instructor (3 September 2018).
112 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, pp. III-49 - III-50; NATO (1999), AJP-3.3.2 Air 
Interdiction and Close Air Support, p. 7-5.
113 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. v-2.
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communicated in flight is also included in Appendix IV. The information provided in-flight 
may also be reduced to the essentials.

Finally, part of the planning may also concern the type of control. In most cases—at least in 
the U.S. context—the ground forces ‘buy the bomb’, which means that they will determine 
against what or who the munitions will be used; in U.S. doctrine, “[g]round commanders 
are the ultimate authority for the use of all supporting fires in their respective operational 
area.”114 However, authority may not be synonymous with control, and control may differ 
depending on the circumstances. The U.S. Joint Publication on CAS explains three types of 
control:

1) Type 1 Control. Type 1 control is used when the JTAC/FAC(A) requires control of 
individual attacks and the situation requires the JTAC/FAC(A) to visually acquire the 
attacking aircraft and visually acquire the target for each attack.

(2) Type 2 Control. Type 2 control is used when the JTAC/FAC(A) requires control of 
individual attacks and is unable to visually acquire the attacking aircraft at weapons 
release or is unable to visually acquire the target.

(3) Type 3 Control. Type 3 control is used when the JTAC/FAC(A) requires the ability 
to provide clearance for multiple attacks within a single engagement subject to 
specific attack restrictions.115

What this means in practice will be further illustrated as we go through the dynamic 
targeting cycle: the execution of the CAS mission.

Find
The first phase of the dynamic targeting cycle is the find-phase. Typically, the JTAC will have 
roughly found the target before requesting close air support. However, there is no requirement 
for the JTAC to visually acquire the target—at least in type 2 and 3 control.116 Hence, the 
JTAC may also be assisted by other observers or platforms (e.g. an unmanned ISR platform) 

114 Ibid., pp. I-3. This view may vary across nations. For example, in the Netherlands’ view (and that of many European nations), this 
is not the case. In the Netherlands’ view, the pilot has the ultimate responsibility for the use of force and cannot rely on the ‘verdict’ 
of the JTAC. This is why additional questions must be asked (using the JTAC as a ‘human sensor’) to verify that the target is a valid 
target under the law of armed conflict when supplying CAS to a U.S. (or any other) JTAC from a non-party to AP I. This is a significant 
issue of law, not policy. Exchange with deputy director of legal affairs (11 March 2019).
115 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. I-2. Control types set out in NATO doctrine 
are somewhat different. NATO doctrine distinguishes between ‘indirect control procedures’ (used when the JTAC cannot observe 
the attack, but is in contact with someone who can. The JTAC issues clearance or aborts the attack based on information from the 
observer), ‘high threat control procedures’ (referring to a combination of airborne and ground JTAC procedures), and ‘night control 
techniques’ (explaining that principles for controlling by day remain valid at night provided that the JTAC can see the mission and 
has contact with the target). For more information on NATO’s control procedures see NATO (1999), AJP-3.3.2 Air Interdiction and 
Close Air Support, pp. 78 - 77-79.
116 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. III-50.
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with real-time targeting information.117 More importantly, from the perspective of effective 
mission execution, it may—at least—be considered necessary to know the target’s location 
and ensure that this is communicated and understood by the aircrew. To do so, the operator 
may need guidance provided by the JTAC or other observers with real-time information.

In practice, the operator and JTAC may use different methods to ensure they have identified 
the same target (e.g. a ‘talk on’ via de radio, a laser designator, or by providing the target’s 
coordinates).118 What method will be used depends on the circumstances. For example, 
where friendly ground troops are unable to serve as sensors to help the pilot find the dynamic 
targets, the only way to find and engage those targets may be to fly around and look for them 
with the sensors on the aircraft and the pilot’s eyes.

Essentially, on this type of mission, the pilot performs almost the whole command 
loop: he is the sensor, the targeteer, the decisionmaker, and the pilot. The only 
way for someone else to become involved in the loop is for the pilot to relay his 
knowledge of the target and its surroundings over the radio.119

It appears to be relatively common for an operator to try to make sense of the situation by 
confirming his or her findings with the JTAC. One former operator illustrates this by giving an 
example of a JTAC communicating with an operator that ground troops are taking mortar fire 
from the North; the operator may take this information and search due North of the ground 
forces and, as a result of the JTAC’s guidance and the operator’s own means, finds an active 
mortar site.120

Although significant delegation of control to the operator is possible, contemporary CAS 
operations may be aided with technology that allow commanders to insert themselves into 
these decision-making processes and retain control over important targeting decisions.121 
For example, it may be possible for the JTAC to tune into and stream the full motion video 
of the F-16. By doing so, the JTAC is able to see exactly what the pilot sees on the screen 
and may instruct the operator to steer the sensors to the nominated target.122 When such 
technology is unavailable, the target may be found otherwise—such as through providing 
specific coordinates, the use of a laser designator, or a so-called ‘talk-on’ via the radio. In 

117 Ibid.
118 A talk on means that the JTAC (or another observer) guides the operator to the target by means of asking open questions, such 
as: what direction is the vehicle facing? How many windows does your building have on the east side? What do you see on the 
northern side of the building? For talk-on to be effective, there is a need to have visual references. Flat, desert like terrain would 
complicate talk-on techniques. Ibid., pp. I-6, III-19.
119 Kometer 2007, p. 52.
120 Email exchange with former F-16 operator and weapons instructor (2 October 2018).
121 Besides that, the actions of the pilot are always constrained by the rules of engagement and LOAC. Or, as explained by NATO 
doctrine, “ROE define the degree and manner in which force may be applied and are designed to ensure that such application of 
force is carefully controlled.” NATO (2016), AJP-3.3 Allied Joint Doctrine for Air and Space Operations, pp. 1-17.
122 Interview with former F-16 operator and weapons instructor (3 September 2018).
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many recent U.S. missions, “the job of finding targets and putting together the information 
to attack them was done by people distributed all over the globe.”123 For example, in the 
United States Air Force the operators may rely on the information given to them, but this 
information may be evaluated by the Distributed Common Ground/surface System (DCGS) in 
Langley or Hawaii, where personnel look at the intelligence, “provide real-time sensor data 
fusion, corroboration, and visualization through the common operational picture for planners 
and decision-makers.”124 The DCGS may evaluate and validate targets and,125 more broadly, 
may provide support to any military operations; it is suggested—at least in U.S. doctrine—as 
being a particularly valuable contributor to CAS missions.126

This distributed control may not only be typical for CAS missions, but may also apply to military 
targeting more generally. In this case study, the process is somewhat simplified; there are 
ground troops who have found (and visually acquired) the targets to be located on the second 
floor of a building. This is communicated by the JTAC to the operator (through whatever 
preferred means). Once the operator has found the targets or the building they operate from, 
we move to the next phase.

Fix
The fix phase may somewhat overlap with the find phase (in fact, all phases may overlap to 
a certain extent), because this is the phase during which the sensors may be focused. One of 
the primary purposes of this phase is to obtain a positive identification or PID of the target. 
Depending on the situation, this may be done by the JTAC, another observer, or the operator. 
There may be situations where the JTAC conducts a PID and the operator will accept this 
without conducting the full assessment separately, for example, because the cloud coverage is 
limiting the use of the sensors—as was the case in the previous case study—or—as is the case 
in this scenario—the targets are located in a building and only the building may be confirmed.127 
Similar to the deliberate targeting scenario, the operator may thus have to trust that the JTAC 
has identified a lawful military objective inside the building (e.g. the enemy forces) and that he 
or she is not attacking, or causing excessive harm to, civilians or civilian objects. As a result, the 
task of finding and fixing the target is often distributed across different individuals. It may even 
be the case that an operator who began the CAS mission and established the PID is running 
out of fuel and, consequently, may have to hand off the target to another asset that will then 
finish the cycle and conduct the engagement.128 As long as the PID established by the operator 
in the first aircraft (or another asset such as special forces or the JTAC) is maintained, there 
seems to be no requirement for the operator in the second aircraft to repeat it.

123 Kometer 2007, p. 235.
124 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. II-30; Exchange with F-15 and Predator 
operator (18 December 2018); ibid.
125 Exchange with F-15 and Predator operator (18 December 2018).
126 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. II-30.
127 Interview with former F-16 operator and weapons instructor (3 September 2018).
128 Ibid.
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Track
In the track phase the information may be updated and PID maintained. During this time, 
the operator may consider the different opportunities to engage the target. The track phase 
may be particularly complicated in case of moving targets, for instance, when the enemy 
forces move to another building. In Mosul, ISIS fighters would break down walls between 
buildings enabling them to move from one building to another unseen, or they would place 
sheets between buildings to block the aircrew’s view of the roads.129 This is where different 
missions become increasingly blended. There may be no clear difference between a CAS 
mission and other dynamic targeting missions and they may change throughout the course 
of the mission. For our scenario, the track phase is relatively static, as we will assume the 
enemy fighters to remain in the building on the second floor.

Target
During the target phase, relevant law, rules of engagement and national caveats may be 
considered, collateral damage issues/probabilities may be assessed, including the potential 
risk to own forces. According to U.S. doctrine and confirmed by practitioners, at least some 
of these aspects should be considered by the JTAC and the ground commander and, as a 
result, reflected in the brief to the operator.130 In the experience of, at least, one operator, by 
the time CAS is requested, most of the questions that are part of the target phase are already 
answered.131 As mentioned previously, the JTAC may consider commander’s guidance as 
well as details such as target type, mission, terrain and weather, response time, proximity 
of friendly forces and potential for collateral damage in the early stages of the process.132 
As reflected in NATO doctrine and confirmed by a (non-U.S.) operator, aircrews retain 
the primary responsibility for developing weaponeering recommendations and aircraft 
employment tactics, while the JTAC focuses on the effects.133 According to U.S. doctrine, 
the ground commander retains the ultimate authority for supporting fires in the respective 
operational area.134 However, if the expected collateral damage rises, this may also elevate 
the authority to the operational or even strategic-political levels. In multinational operations 
this phase may also involve Red Card Holders of different nations since the operator may be 
representing a different State than the ground commander to whom he or she is providing 

129 Interview with military lawyer VII (28 August 2018).
130 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, pp. I-3, II-7.
131 Interview with former F-16 operator and weapons instructor (3 September 2018).
132 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. I-4; NATO (1999), AJP-3.3.2 Air Interdiction 
and Close Air Support, p. 4-1.
133 Interview with former F-16 operator and weapons instructor (3 September 2018). NATO doctrine explains “When mixed weapon 
loads are carried by the attacking aircraft, the final decision to use one or the other type of weapon is taken by the crew. The FAC 
may recommend the weapons to be used.” NATO (1999), AJP-3.3.2 Air Interdiction and Close Air Support, p. 3-3.
134 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. I-4. NATO doctrine explains “[i]t is 
impractical to prescribe all the possible tactical variations for CAS, nor would it be desirable to do so. Decisions regarding the overall 
tactics of air forces in any particular operational environment must remain the responsibility of the air commander concerned. 
These decisions apply particularly to whether high, medium or low altitudes are to be flown, and whether single or multiple- pass 
attacks should be carried out. FACs must, therefore, become familiar with the concept of operations applicable to the different 
forces operating in their particular areas.” NATO (1999), AJP-3.3.2 Air Interdiction and Close Air Support, p. 4-1.
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CAS for. This may result in different constraints owing to different interpretations of the 
Law of Armed Conflict and its associated ROE—including interpretations of self-defense, 
extended self-defense, hostile intent and hostile act. The extent as to which different 
actors are involved in the target phase will depend on the circumstances. Regardless, the 
target-phase shows a strong division of labor.

Engage
In the engage-phase, the engagement may be ordered, transmitted, monitored and 
executed. This typically involves a range of actors within the chain of command. For 
example, the engagement may be ‘ordered’ by the JTAC after authorization of the ground 
commander and after consulting the Red Card Holder of the involved nations.

‘Transmitting’ the engagement may be between the JTAC and the operator, where the 
JTAC would communicate the target as ‘CLEARED HOT’ to issue weapon’s release authority 
and, thus, allow the operator to engage it.135

The engagement may be ‘monitored’ by different individuals and platforms—e.g. the 
JTAC, the operator, other observers, ISR platforms. This may also depend on the control 
type. Sometimes the JTAC may be able to visually acquire the target (control type 1), 
but there is no such requirement for the JTAC in type 2 or 3 control, according to U.S. 
doctrine.136

The ‘execution’ may be considered—and often is, at least, in the context of the 
autonomous weapons debates—as ‘pushing a button’ or ‘pulling the trigger’, but what 
is often neglected is that even that act of pulling the trigger may involve different actors. 
To engage the targets on the second story of the building, the operator may eventually 
release the bomb, but the JTAC or another observer that visually acquired the target 
may be the one (laser) guiding the bomb to the target. After the JTAC declares the target 
‘CLEARED HOT’ or ‘CLEARED TO ENGAGE’, the operator may commence the engagement. 
The method of engagement—most likely stated by the JTAC in the brief—may contain 
specific coordinates for the operator to use (e.g. with JDAM guided weapons as in our 
first case study), it may allow the operator to acquire the target and use the best method 
available (e.g. laser guide the weapon to the target from the CAS aircraft), or it may 
suggest that the operator releases the munitions for another party (such as the JTAC or a 
third party) to guide it to the target.137

135 For an example of the full conversation, see Annex I. For a list of NATO terminology (‘brevity of words’) see NATO (1999), AJP-
3.3.2 Air Interdiction and Close Air Support, pp. 2-5 - 2-8.
136 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. III-50.
137 “A third party contributor is any individual who is integral to the success of the CAS attack, based on the contributor’s ability 
to provide target location, target marking, terminal guidance, or BDA. Therefore, correlation is also required with third party 
contributors.” Ibid., pp. v-5.
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In this case study, where the area of operation is a dense urban environment with 
friendly troops operating within it, issues pertaining to the need to minimize risk to 
civilians and friendly forces may be particularly prevalent. In the absence of a specific 
target coordinate and the inability of the operator to determine the precise location 
of the targets in the building, the JTAC may decide to laser guide the weapon to the 
designated target after release by the operator. That is assuming the JTAC has visually 
acquired the target and is in a position to laser guide the bomb effectively. The JTAC 
may either do a continuous lase (from release of the weapon until impact) or a delayed 
lase (only lase the target in the final seconds before impact).138 With third party lasing 
(when another party laser guides the bomb to the target), the JTAC may be monitoring 
the attack (e.g. on the radio), but the operator and the third party are effectively 
executing the attack. These forms of collaboration seem to require a high level of trust 
between the different actors and demonstrates how even a seemingly small task within 
the targeting cycle (the ‘trigger pull’) may involve numerous actors. As explained in U.S. 
doctrine:

Due to the expanding technological capabilities of manned and unmanned 
platforms, weapons, and sensors, JTACs may employ a wide array of third party 
contributors to aid in target location, precise coordinate generation, terminal 
guidance, BDA [Battle Damage Assessment], and intelligence collection.139

Assess
Finally, there may be an assessment of the damage to determine whether the attack was 
in compliance with the applicable law, whether the desired effects have been achieved 
and/or whether a re-attack may be required. As mentioned previously, the sight of 
fire and blast does not always accurately reflect the effect of the force application. 
Therefore, it may be useful to have forces on the ground that are able to conduct a 
more thorough assessment than what is typically feasible from the air. Since CAS is 
conducted in support of ground forces, it seems to be more likely that the necessary 
after action reports are conducted immediately after the strike in a combined effort.140 
Naturally, this does not preclude the possibility to use other assets (e.g. intelligence, 
surveillance and reconnaissance platforms) to conduct a combat assessment.

138 Ibid., pp. v-24.
139 Ibid., pp. v-5.
140 NATO doctrine explains “[w]hen the attack has been completed, the [JTAC] and/or the attacking aircrew will assess target 
damage for completion of the In-flight Report.” NATO (1999), AJP-3.3.2 Air Interdiction and Close Air Support, p. 3-3. 
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5.5.3 Assessing human control in operation

The main purpose of this case study is to demonstrate how control over important 
targeting decisions may be distributed across a range of individuals (sometimes already 
aided by technology). It also aims to demonstrate how control may vary depending on 
the circumstances—e.g. type of mission and the available information, technology and 
assets. This scenario demonstrates that the role of the operator in exercising control 
over the important targeting decisions in the various phases may be limited in some 
situations, while extensive in others.

Regardless, the human role in this CAS mission may only be assessed comprehensively 
when the role of, at least, the ground forces—in particular the ground commander and 
the JTAC—is included in the assessment. Even though they do not manually control 
the weapon, they do—at least according to U.S. doctrine—‘buy the bomb’ and, as 
such, determine against what the bomb will be used (target selection) and, also, they 
are the ultimate authority for the use of all supporting fires in the operational area.141 
Moreover, as explained in the above scenario, even though the JTAC does not ‘pull the 
trigger’, he or she may be the one manually (laser)guiding the weapon onto the target. 
Nonetheless, the operator is still the person ‘pickling’ (i.e. ‘pulling the trigger’ or 
‘releasing the weapon’) and, depending on the circumstances, his or her role may be 
quite extensive. The operator may release and guide the weapon to the target; he or 
she may use JDAM weapons on specific coordinates; he or she may conduct a transient 
collateral damage estimation (up to a certain level); he or she may even conduct 
most of the decision-making cycle in the absence of ground forces or third parties 
to serve as sensors. On the other hand, the operator may also be—and sometimes 
is—labeled as someone who merely ‘delivers a bomb’, but exercises little control in 
the process.142 In that case, the job of the operator may be to deliver munitions based 
on the information provided by someone else, or they may even be tasked to finish 
someone else’s attack sequence (where another operator begun the mission, but was 
unable to finish it).

Either way, in most cases, control over important targeting decisions seems to be 
distributed across a range of individuals—both within the operational area as well as 
all over the globe.143 This seems to require high levels of trust between the different 
individuals involved. Furthermore, the division of labor (who exercises what type of 
control) may also be the result of available technologies, such as sensor technology, 

141 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, p. I-3.
142 Interview with former F-16 operator and weapons instructor (3 September 2018).
143 This is also somewhat illustrated by the different control types (1, 2, and 3) in U.S. doctrine and the different control procedures 
explained in NATO doctrine. United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support; NATO (1999), AJP-
3.3.2 Air Interdiction and Close Air Support.
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communication technology, and autonomous technology. To fully understand the human 
role in military operations, it may therefore be important to adopt a holistic approach; 
one that considers control through an organizational perspective extending the focus 
beyond the direct human-machine relationship (operator-weapon relationship) and 
beyond the moment of the ‘trigger pull’. Such an organizational perspective—based on 
contemporary targeting practices—at least demonstrates that control in the military 
domain is typically distributed.

5.6 Control from a military perspective

It may be concluded from the case studies (based on first-hand experiences shared 
by practitioners and supported by my own field work, doctrine and other publicly 
available documents) that control in the military domain is distributed and flexible 
(i.e. depending on the circumstances). Although terms such as ‘meaningful human 
control’, ‘appropriate levels of human judgment’, or ‘sufficient human involvement’ 
are not recognized in military doctrine, that is not to say that control does not exist. 
On the contrary, the two case studies illustrate that some form of control certainly 
exists. The exact form that this control takes and who is exercising what type of 
control may differ widely. Even though military doctrine does not seem to recognize 
one specified human control standard such as ‘meaningful human control’, there are 
works on (command and) control in military organizations that may be relevant for the 
autonomous weapons discourse. The CAS scenario already demonstrated that control 
may be part of specific doctrine (e.g. type 1, 2, 3 control in U.S. doctrine). The next 
sections will, first, provide further details on how control is, thus far, defined in military 
doctrine and, second, explain why the organizational perspective—comprehensively 
assessing distributed control—may be a particularly useful analytical and explanatory 
framework in discussions regarding the notion of human control.

It bears emphasis that different arguments about and views on control in the military 
realm exist; different interpretations of the term exist; different services have always 
had different ideas about control; and the amount of control that actors have may vary 
with the type of mission and the type of conflict. Additionally, technological advances 
may allow different forms of control as they may allow (higher-level or strategic) 
decision makers to get more information and be involved in the making of decisions 
about tactical actions on the battlefield in real-time.
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5.6.1 ‘Control’ in military doctrines

According to Lieutenant Colonel Ford, “[c]ontrol is arguably the very essence of a military—
whether control of troops, units, weapons, or munitions.”144 This raises the question: if 
control is so pivotal in military operations, then what do we find about it in military doctrine? 
According to NATO doctrine, control is inextricably linked to command.145 The standard 
view shared by most major military forces is that there are three main levels of command: 
strategic (through which control of an operation is exercised at the strategic level, including 
the overall direction and coordination of assigned forces and the provision of advice to and 
from political authorities at the national and international level), operational (which employs 
forces to attain strategic objectives in a theatre of operations through the design, organization, 
and conduct of operations), and tactical (which directs the specific use of military forces in 
operations and, as such, implements the operational level plan).146 Various forms of control 
may be found at each of these levels. NATO doctrine continues to describe control as “[t]hat 
authority exercised by a commander over part of the activities of subordinate organizations, 
or other organizations not normally under his command, that encompasses the responsibility 
for implementing orders or directives.”147 This is similar to U.S. doctrine, although the U.S. 
doctrine adds that “[c]ontrol provides the means for commanders to maintain freedom of 
action, delegate authority, direct operations from any location, and integrate and synchronize 
actions throughout the operational area.”148 At first sight, it seems that the commander may 
be the only (or at least central) actor that is either in the position to exercise control or in the 
position to delegate it. This is in line with the doctrine of command (or superior) responsibility 
set out in chapter 4 of this dissertation. With control so clearly linked to command, it may be 
important to further examine these concepts.

Command could be described, according to Lieutenant Colonel Kometer, as perceiving and 
deciding; whereas control could be described as the communication of those decisions, the 
organization to execute them, and, then, the monitoring and measuring of the performance 
to feed back to command, which, in turn, decides whether the performance is on track 
and adjusts accordingly to achieve the desired goal or objective.149 Considering this, control 
may be exercised by different actors and through the arrangement of various means and 
methods. This is confirmed in U.S. doctrine that describes:

144 Ford 2017, p. 451.
145 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. LEX-4; NATO (2016), AJP-3.3 Allied Joint Doctrine for Air and 
Space Operations, p. LEX-6.
146 Blaise Cathcart, ‘Command and Control in Military Operations’, in Terry D. Gill and Dieter Fleck (eds.), The Handbook of the 
International Law of Military Operations (Oxford: Oxford University Press, 2012), p. 238.
147 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. LEX-4; NATO (2016), AJP-3.3 Allied Joint Doctrine for Air and 
Space Operations, pp. LEX-6. For more information on command (or superior) responsibility, see chapter 4 of this dissertation.
148 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. LEX-4.
149 Kometer 2007, p. 59.
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Command and control functions are performed through an arrangement of 
personnel,150 equipment,151 communications,152 facilities,153 and procedures154 
employed by a commander in planning, directing, coordinating, and controlling 
forces and operations in the accomplishment of the mission.155

Although this may clarify the various dimensions of command and control, the meaning of the 
two terms remains somewhat ambiguous. A general search of the term ‘control’ in various 
military doctrine results in different types of control: administrative control, operational 
control, tactical control, airspace control, direct and indirect control.156 Moreover, what is 
‘control’ to one person may be ‘command’ to another. And is not the one in command also the 
one who exercises control (or is in the position to exercise it)? U.S. doctrine certainly seems 
to think so as it declares, “control is inherent in command”.157 Clearly, definitions of command 
and control may be helpful, but are not sufficient in providing a comprehensive understanding 
of how control is understood and described in military doctrine. Looking further, we find the 
doctrine of centralized control and decentralized execution. The doctrine of centralized control 
and decentralized execution is considered one of the central tenets of command and control 
in the Air Force. It may further our understanding of what shape command and, particularly, 
control may take in military operations or, at least, clarify some of its foundations.

According to NATO targeting doctrine, centralized control is one of the fundamental 
principles of targeting.158 It is considered particularly important in light of the importance, 
complexity, and political sensitivity of targeting.159 Centralized control may allow retaining 
targeting policy and direction at the highest practical joint level, while also enabling authority 
for execution to be delegated to the lowest practical level (decentralized execution).160 The 
doctrine refers to both ‘control’ and ‘execution’. Similar to the previously discussed terms 

150 Such as intelligence staff, commanders, weaponeers, targeteers, legal advisers, (weapon) operators, pilots, infantry soldiers etc.
151 Equipment can enable control, for example, through the accuracy of precision-guided munitions the effects of the weapon can 
be controlled to a certain extent.
152 Communications can facilitate control, for example, communication between pilots and the commander enables the commander 
to exercise control over targeting decisions real-time.
153 Facilities through which control is implemented are, for example, force headquarters in home country, theatre headquarters 
and regional command.
154 Control also materializes through other means and methods, such as procedures. An example of such a procedure through 
which control can be exercised from the highest level of command all the way to the lowest level where force is applied (or 
refrained from) on the battlefield is Strategy-to-Task or Strat-To-Task (i.e. a hierarchy of objectives and tasks that provides a useful 
framework for developing a coherent plan for each phase of the operation). 705th Training Squadron (2017), Joint Operation 
Planning Process for Air (JOPPA) Handbook. p. 92.
155 United States Joint Chiefs of Staff (2010), JP 1-02 Department of Defense Dictionary of Military and Associated Terms. p. 64, 
http://www.acqnotes.com/Attachments/Joint%20Publication%201-02.pdf.
156 NATO (1999), AJP-3.3.2 Air Interdiction and Close Air Support, p. 2-7; United States Air Force (2016), ANNEX 3-0 OPERATIONS AND 
PLANNING. Curtis E. LeMay Center for Doctrine Development and Education https://doctrine.af.mil/download.jsp?filename=3-0-
annex-operations-planning.pdf; United States Joint Chiefs of Staff (2010), JP 1-02 Department of Defense Dictionary of Military and 
Associated Terms, pp. 4, 77; NATO (2016), AJP-3.3 Allied Joint Doctrine for Air and Space Operations.
157 United States Joint Chiefs of Staff (2017), JP 3-0 Joint Operations. p. xiii, http://www.jcs.mil/Portals/36/Documents/Doctrine/
pubs/jp3_0_20170117.pdf.
158 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 1-5.
159 Ibid.
160 Ibid.
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‘command’ and ‘control’, these terms too are ambiguous and confusing and may mean 
something different to everyone involved. As explained by Kometer, “[w]hat is ‘control’ to 
one person may be ‘execution’ to another. In fact, is not control a part of execution?”161 
According to Brigadier General Hinote, gaining a better understanding of centralized control 
and decentralized execution “requires moving beyond sound bites and bumper stickers.”162 
Although it may not be feasible to provide a definitive answer as to the interpretation of the 
terms ‘control’ and ‘execution’, it may be possible to create a better understanding of the 
doctrine itself—while realizing that these terms may overlap and be used interchangeably.
The doctrine of centralized control and decentralized execution is often associated with air 
power. Nevertheless, the doctrine can also be recognized in the command and control of 
other services—even before it formally became part of doctrine.163 The reason why it has 
become a concept primarily associated with air power seems to be due to its emergence 
out of the desire of airmen to become autonomous.164 Before air power was recognized 
as a separate military branch, Air Forces were divided in multiple organizations with 
separate chains of command.165 It was soon argued that the air power’s strength lies in 
its unity and, as a result, the first references to centralized command found their way into 
doctrine.166 Over time, the language used to describe the doctrine changed, as well as the 
interpretations used by different military forces, services, and individuals. However, the 
underlying idea and overarching purpose remained largely the same: give a commander 
the ability to ensure operations conform to a strategy while leaving room for those closer to 
battle to take initiative to adequately deal with the dynamic circumstances (i.e. overcome 
unforeseen obstacles) emerging during battle.167 A proper balance between centralized 
control and decentralized execution is supposed to increase military effectiveness at all 
levels of command. An imbalance may mean that either subordinates’ options are too 
restricted, leading to slower reactions and, at times, paralysis (too much centralization); or, 
alternatively, preserving too much freedom of action at the lower levels reduces options 
available to the higher level commander (too much decentralization).168 There thus seems 
to be a tension between the desire to control military action at the higher levels and the 

161 Kometer 2007, p. 34.
162 Clint Hinote, ‘Centralized Control and Decentralized Execution: A Catchphrase in Crisis?’, Air University, 2009, p. 1.
163 Ibid., pp. 3-6.
164 The U.S. and Royal Netherlands Air Forces gained independence some time after the Second World War; the U.S. Air Force 
attained independent status in 1947, and the Royal Netherlands Air Force in 1953. The Royal Air Force in the U.K. was established in 
1918 and thus one of the oldest in the world. Israeli Air Force was founded in 1948 (shortly after their declaration of independence), 
and the French Air Force already became an independent arm in 1934.
165 Hinote 2009, pp. 7-8.
166 In 1943, U.S. doctrine expressed “CONTROL OF AVAILABLE AIR POWER MUST BE CENTRALIZED AND COMMAND MUST BE 
EXERCISED THROUGH THE AIR FORCE COM- MANDER IF THIS INHERENT FLEXIBILITY AND ABILITY TO DELIVER A DECISVE BLOW 
ARE TO BE FULLY EXPLOITED […] THE SUPERIOR COMMANDER WILL NOT ATTACK ARMY AIR FORCES TO UNITS OF THE GROUND 
FORCES UNDER HIS COMMAND EXCEPT WHEN SUCH GROUND FORCE UNITS ARE OPERATING INDEPENDENTLY OR ARE ISOLATED 
BY DISTANCE OR LACK OF COMMUNICATION.” [all caps in original] There was no mention of the value of decentralization in this 
document, but this would change after the Air Force attained independent status in 1947. United States War Department (1943), 
FM 100-20 Command and Employment of Air Power p. 12, https://archive.org/details/FM100-20; Hinote 2009, p. 8.
167 Kometer 2007, p. 239.
168 Hinote 2009, p. 3. This was also a recurring theme in, at least, one of the interviews. Interview with F-16 operator involved in 
Intelligence and Operations (1 December 2016).
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desire to allow them to make the most of their abilities to respond rapidly to evolving 
circumstances in the field.169

The introduction of new information and communication technologies seem to have—so 
far—resulted in the possibility to retain control at higher levels owing to the increased 
insight into military actions. It seems to enable commanders to insert themselves in the 
execution process, and thus to exercise control over tactical decisions during operations 
(at times resulting in micromanagement).170 As a consequence, the doctrine, or at least the 
practice, of control seems to have evolved in order to deal with the possibilities introduced 
by new technologies.171 It seems important to find the appropriate balance that results in 
the most effective command and control structure for that particular conflict, campaign, 
operation, or target, while at the same time retaining clear responsibility mechanisms. As 
with most doctrine, the interpretation and application is dependent on the circumstances. 
What is considered a ‘perfect balance’ for one operation may be less suitable for another. 
This is, for example, reflected in the two case studies.

The main difference between the types of control that can be recognized in the two case 
studies may be that in the deliberate scenario control is primarily centralized (the targets 
and preconditions for attack are developed and decided upon at the strategic or operational 
level) while the close air support scenario shows that control at the scene with the ground 
commander and the aircrew may be considered more important than centralized control 
(in simplified terms, the job of the operational level is to get the planes there).172 Owing to 
the pre-planned nature of the fixed C2 target and the high importance (military value) of the 
target, the details for these deliberate targeting missions are typically determined by high-
level officials (a high risk of collateral damage would certainly have resulted in high level 
control). On the other hand, in Kometer’s experience, CAS missions proved, time and time 
again, to depend significantly on the ability of those on the scene to determine the details 
of the attack in real-time.173 Against this backdrop, it may be concluded that (command and) 
control, as well as the balance between centralized control and decentralized execution, 
differs depending on the conflicts, targeting types and missions. What both missions seem 
to have in common, however, is that control is exercised within a collaborative system, as a 

169 Kometer 2007, p. 18.
170 Interview with F-16 operator involved in Intelligence and Operations (1 December 2016).
171 Ibid.
172 Kometer 2007, p. 48. The fact that control at the scene is more important in CAS missions than centralized control does not 
mean that there is no such centralized control present. CAS missions are no stand-alone missions and should always contribute 
to achieving the mission objectives as defined by the higher levels and they should be in compliance with all other provided 
instructions – legal, operational, and policy. Additionally, centralized control and decentralized execution is not an either-or 
proposition; rather it is a question of balance. It could be argued that this mission is, in fact, a good example of decentralized 
execution (in line with the doctrine of centralized control and decentralized execution), but it could also be argued that this is a 
form of decentralized control. As mentioned previously, what is ‘control’ to one person, is ‘execution’ to another. The two terms 
can easily blur. Semantic issues aside, it is clear from the case studies that different forms of command and control are present 
depending, at least, on the type of conflict and targeting type and mission.
173 Ibid., pp. 48-49.
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result of which control is typically distributed across a range of individuals that operate at 
different levels of the organization.

5.6.2 Distributed control in the context of the military organization

The above case studies and subsequent analysis of control in military doctrine demonstrate 
that different forms of control may be considered appropriate for different situations—
different types of conflict, different targeting types and missions, and different applications 
and usages of technology. Whereas human control is sometimes retained at the strategic-
political level, in other situations control is considerably delegated to those actors on 
the scene (although never without higher level guidance in the form of, for example, the 
Rules of Engagement). In both case studies, and military operations more broadly, control 
is distributed amongst a range of individuals, procedures, means and methods (e.g. 
equipment, facilities, assets, technologies).

Nonetheless, in autonomous weapons discussions, some commentators seem to believe 
that human control ought to be exercised over a weapon in the window of time just prior 
to and during engagement; and that in this window all assessments on relevant law have 
to be made by those individuals controlling the weapon.174 The dominant and narrow focus 
regularly associated with the human control standard in these debates—on the operator’s 
role in controlling the weapon during mission execution—seems to be a misrepresentation 
of how control may be exercised in military practice. Even during execution, the operator 
is not operating in isolation. When the air component is operating in an environment with 
air superiority, there is typically more time to deliberate upon important targeting decisions 
with a wide variety of staff. In a hostile environment, this will be less so, but, even in those 
circumstances, the operator will not operate in isolation. He or she will typically be joined 
by, at least, other airborne systems for offensive counter-air (such as sweep and escort), the 
suppression of enemy air defense, electronic warfare support and an airborne warning and 
control system (AWACS).175 All these actors—whether on the battlefield or spread across 
the globe—may exercise some form of control over the mission.

This context—the targeting process—within which decisions about the use of force are 
typically distributed seems to be relatively unknown in diplomatic communities and, 
as a result, has been largely absent in discussions on autonomous weapons and human 

174 Roorda 2015, p. 16. See also chapters 3 (regarding the autonomous weapons discourse) and 4 (regarding the law applicable to 
autonomous weapons) of this dissertation.
175 Docauer 2014, p. 27.
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control.176 Nonetheless, interest in the targeting process has profoundly increased in the 
past years.177 As recently explained by the United Kingdom, the targeting cycle is helpful in 
determining how humans are to exercise control.178 This awareness of the military context 
is important, because, as shown by the case studies, a narrow focus on the operator 
controlling the weapon may not pay due attention to the division of labor between humans 
and machines and reconfigurations of human agency as it may be transposed within the 
military organization—in particular in the context of the targeting process.179

As a result, the distributed nature of control in the military context seems to be an important 
factor when formulating a legal-political concept such as ‘meaningful human control’, 
because it illustrates that human control need not have a direct link with the weapon 
system. In other words, humans typically exercise different forms of control over critical 
decisions (such as target selection and engagement) even before weapons are activated 
or even considered. While perhaps more apparent in pre-planned operations (which 
will be discussed in detail in the next chapter), the same applies to dynamic operations. 
Against this backdrop, Kometer explains that the successful attack of dynamic (or emerging) 
targets depends on, what he refers to as, “distributed cognition” rather than the cognition 
of the aircrew alone.180 It could be concluded—at least from the vignettes and doctrine 
studied in this chapter—that both deliberate and dynamic targeting require a great deal 
of prior planning and coordination.181 This includes, but is not limited to, the formulation 
of objectives, the development of targets, collateral damage estimations, weaponeering 
solutions and proportionality analyses, deciding on operational constraints and restrictions, 
and the production of combat assessments. By looking at control comprehensively at the 
level of the organization—rather than the individual—this distributed nature of control 
becomes tangible.

176 As mentioned previously, my first publication on the targeting process in relation to human control came out June 2015. In 2016, 
I delivered multiple presentations contributing to the international discourse on autonomous weapons (one in the ICRC Expert 
Meeting and one in the plenary session of the UN CCW Meeting of experts). In that same year, the government of the Netherlands 
referred to the targeting cycle as being the wider loop. These were amongst the first references made to the targeting process 
in these debates. Most states (Bulgaria, the United Kingdom, Switzerland) and organizations (iPRAW and ICRAC) only started to 
refer to the targeting process as being important for these deliberations since late 2017 or early 2018. Ekelhof (2016) Human 
Control in the Targeting Process; Government of the Netherlands (2016), Government response to AIV/CAVV advisory report no. 
97, Autonomous weapon systems: the need for meaningful human control.
177 Besides the Netherlands, Switzerland, Bulgaria, Estonia, Finland, the United Kingdom also referred to the targeting cycle as 
being important in discussions on LAWS and human control. In 2019, the targeting process was used even more broadly, now 
increasingly including States proposing a ban on autonomous weapons, such as Chile and Austria. While it could be said that the 
targeting process has now perhaps become part of the ‘common language’, it is clear that not all State representatives interpret 
it the same way.
178 United Kingdom (2018), Human Machine Touchpoints: The United Kingdom’s perspective on human control over weapon 
development and targeting cycles. UN CCW Working Paper CCW/GGE.2/2018/WP.1 https://www.unog.ch/80256EDD006B8954/
(httpAssets)/050CF806D90934F5C12582E5002EB800/$file/2018_GGE+LAWS_August_Working+Paper_UK.pdf.
179 Elish 2017, p. 1122.
180 Kometer 2007, p. 190.
181 And the doctrine of the deliberate targeting process—controlled by strategy, objectives and guidance, the relevant law, rules 
of engagement, national caveats etc.—is equally applicable to the dynamic process. United States Air Force (2019), Annex 3-60 
TARGETING, pp. 40 - 41.
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5.7 Conclusion

Legal-political concepts such as ‘meaningful human control’ and ‘appropriate levels of 
human judgment’ are certainly appealing standards. Particularly ‘meaningful human control’ 
gained significant popularity amongst States, organizations, and institutions involved in the 
autonomous weapons discourse. This makes the concept one that seems worth pursuing 
(either as an informal guideline, as part of a political declaration, or as new regulation). 
However, the widespread belief that the panacea to the risks of autonomy rests on human 
control that is exercised over the weapon, particularly over the final decision to attack (the 
‘trigger pull’) or, slightly broader, the engagement phase seems to be misplaced. The human 
control standard—as currently debated in international discussions—may be an intuitively 
appealing concept that has the benefit of receiving a lot of traction and support in the 
CCW, but this is irrelevant if the concept is based on a misrepresentation of the military 
reality in which the concept is meant to be applied. Even if the idea behind the concept of 
(meaningful, effective, appropriate) human control or involvement may be useful—serve as 
a guiding principle to explain and/or strengthen existing law—the implementation of the 
concept in practice risks realizing the very opposite.182

The aim of this chapter was to analyze whether the conceptualization of human control in 
the autonomous weapons discourse may align with the manner in which military operations 
(specifically contemporary air operations) are conducted today and, as a result, may have 
the potential to usefully augment existing humanitarian protections in contemporary and 
future operations. The case studies demonstrate that there seems to be a considerable 
disconnect between these conceptualizations of human control and the military reality. 
Whereas the concept theoretically assumes the existence of an ‘ultimate decision’ (e.g. 
the ‘trigger pull’ moment), military practice shows that discretion is typically distributed. 
Furthermore, whereas the concept in CCW debates is typically concerned with the 
relationship between weapons and their operators, military practice shows that decisions 
about the use of force may be made by multiple individuals at multiple junctures in the 
targeting process and regularly do not have a direct causal relationship with weapons use.183 

Besides established practice, military doctrine also describes control as a function that 
may be performed by an arrangement of personnel, equipment, communications, facilities 
and procedures. Even though definitions and interpretations of the term control vary 
significantly, it could be concluded that control is a flexible concept that is dependent on—
at least—the type of conflict, targeting type and mission, and the available technology. 

182 According to Crootof, this may result in situations where the standard conflicts with existing norms and suggests that they could 
be sacrificed in the name of ensuring additional control over the weapon. Crootof 2016, p. 61.
183 It goes on to show the relevance of the targeting cycle as the framework of analysis in that it reveals interdependencies that exist 
between humans and technologies and creates a framework to further scrutinize this phenomenon in the appropriate context.
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Those factors may subsequently influence who will be exercising what type of control at a 
given time. The case studies illustrate how flexible this control really is.

After reading this chapter, some may conclude that human control is inherent in the targeting 
process,184 while others may argue that it is so distributed that—at least in some scenarios—
it effectively deteriorates or that it does not reach the threshold of control that is required 
to ensure compliance with the law.185 Both arguments may be valid and deserve further 
scrutiny; something that may only be realized when the full context of control is considered.

Although control is flexible and highly dependent on the circumstances, there seems to 
be a common denominator: control is exercised within a collaborative system as a result 
of which control is typically distributed across a range of individuals, procedures, means 
and methods (including technologies). Contemporary operations show that more and more 
individuals (as well as technologies) may be included in military conduct and decision-
making in the context of the targeting process—potentially reducing the control of a single 
member. However, it is important to understand that the decrease of control of a single 
member may not result in the loss of control of the collective organization.

To understand the relation between autonomous technologies on human control we may, 
thus, find it useful to shift the focus from the individual’s control over the weapon onto 
the control that may exist (or be lacking) within the organization. Such an organizational 
perspective allows for an assessment of the complete system of control, including all 
relevant individuals, procedures, means and methods. In this way, discussions about the 
human element are similar to discussions about the law and legal responsibility (discussed 
in chapter 4). Both seem to require a relatively broad approach that goes beyond the 
actions of the weapon and the operator (and/or commander) in the execution phase, and 
focuses on military conduct and decision-making from the perspective of the organization. 
In this context, the organizational perspective suggested in this dissertation may provide a 
particularly insightful analytical and explanatory framework. This approach will be adopted 
and further scrutinized in the next chapter where both factors (targeting law and human 
control) will be integrated in a single analysis of the targeting process as it is operationalized 
in today’s military practice.

184 This conclusion was—most prominently—drawn by some of the military practitioners who reviewed the drafts of the case 
studies.
185 A question that was raised—most prominently—in debates held in the academic context.
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6.1 Introduction

In the early hours of March 17, 2017, a U.S. aircraft delivered a single 500-lb precision-
guided bomb (JDAM) with the intention to strike two ISIS snipers that were engaging Iraqi 
soldiers from a two-story reinforced cement building in the Al Jadida neighborhood in Iraq. 
The JDAM, with a delayed fuse, detonated on the second floor of the front of the structure. 
Although a 500-lb JDAM is considered relatively ‘lightweight’ compared to most of the 
other munitions loaded on strike aircraft, this attack became known as one of the deadliest 
airstrikes in Iraq since 2003.1 Pentagon officials explain that the detonation caused by the 
JDAM ignited a large amount of explosive material, which ISIS fighters had placed in the rear 
of the building.2 The secondary explosion triggered the structure to collapse, killing the two 
snipers, but also killing over 100 civilians who were seeking shelter on the bottom floors 
and the neighboring structure.3 Pentagon officials claim that they had no knowledge of the 
civilian presence and that they had followed the criteria of distinction, proportionality and 
military necessity required by the law of armed conflict.4 Nonetheless, the attack led to a 
media outcry and even allegations of war crimes.5

Much has been written about the legal aspects of the attack on the house in Al Jadida. 
Although investigations into, and assessments of, the (il)legality of the attack are of vital 
importance, the point here is not to re-litigate those arguments. Rather, the above illustration 
of the Al Jadida attack serves to demonstrate the manner in which stories about military 
operations may be told. Often, press reports, but also legal assessments, focus primarily 
on the civilian deaths that resulted from the respective attack and, based on that, engage 
in discussions about whether the attacking forces violated existing rules and principles. 
Nonetheless, it would seem that without elaborating upon the planning, execution 
and assessment phases of the targeting process no comprehensive legal conclusion can 

1 Martin Chulov (May 25 2017) ‘US admits Mosul airstrikes killed over 100 civilians during battle with Isis’ news release The 
Guardian, https://www.theguardian.com/world/2017/may/25/us-mosul-airstrikes-deadliest-attack-iraq-2003; Global Security, 
GBU-38 Joint Direct Attack Munition (JDAM). https://www.globalsecurity.org/military/systems/munitions/gbu-38.htm.
2 United States Department of Defense Press Office (2017), Department of Defense News Briefing on the Findings of an Investigation 
into a March 17 Coalition Air Strike in West Mosul. https://www.defense.gov/News/Transcripts/Transcript-View/Article/1194694/
department-of-defense-news-briefing-on-the-findings-of-an-investigation-into-a/.
3 Exact numbers remain unknown and vary in the reports that followed the attack. Some reports go up to 531 civilian deaths in the 
Al Jadida area. Samuel Oakford (March 28 2017) ‘Coalition and Iraqi forces not adequately protecting Mosul civilians, says Amnesty’ 
news release Airwars, https://airwars.org/news/mosuls-civilians/.
4 United States Department of Defense Press Office (2017), Department of Defense News Briefing on the Findings of an Investigation 
into a March 17 Coalition Air Strike in West Mosul.
5 Amnesty International accused ISIS of war crimes, but also said the coalition and Iraqi forces may have committed violations 
themselves, some of which may account to war crimes. More specifically, “Amnesty International is concerned that the GBU-
38 was an excessively large bomb to use against a target of this nature. Even if the planners could not have anticipated the 
secondary explosions, it should have been clear that the choice of a 500-pound bomb, containing the equivalent of 190 pounds 
of TNT, to strike two snipers on a building full of civilians was likely to cause harm to civilians that would be excessive in relation 
to the military advantage, and therefore it would be a disproportionate attack.” Amnesty International (2017), At any cost: The 
civilian catastrophe in West Mosul, Iraq. pp. 5, 36, https://www.amnesty.org/download/Documents/MDE1466102017ENGLISH.
PDF; Merrit Kennedy (21 July 2017) ‘Amnesty Says U.S.-Led Coalition May Have Committed War Crimes In Mosul’ news release 
NPR, https://www.npr.org/sections/thetwo-way/2017/07/12/536870827/amnesty-says-u-s-led-coalition-may-have-committed-
war-crimes-in-mosul?t=1554791511090.
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effectively be drawn. As introduced in the previous chapters, decisions about the use of 
force are not made in a vacuum. Instead, targeting decisions are made as part of a military 
decision-making process, known as the targeting process.

As explained in previous chapters, most prominently in chapter 4, the traditional way in 
which lawyers and other participants to the autonomous weapons discourse regularly 
talk about the law—determining the law in relation to a particular subject resolving 
conflicting interpretations and areas of uncertainty—may not provide a satisfying answer 
to how the law is implemented in military practice. Similarly, as demonstrated in chapter 
5, debates about the conceptualization of human control too seem to regularly ignore the 
operational context within which decisions about the use of force are typically distributed. 
While both chapters 4 and 5 have provided introductions into the operational context, no 
comprehensive analysis—of the implementation of the law and human control at the level 
of the organization—has yet been provided.

Against this backdrop, the aim of this chapter is to provide a holistic analysis of the distributed 
nature of human control and the implementation of targeting rules and principles in the 
conduct of military operations, specifically in the context of the targeting process. Within this 
context, military personnel—and, increasingly, (intelligent and autonomous) technologies—
conduct tasks, support, and make decisions that are necessary in order to work towards 
achieving the desired end state while (also) ensuring compliance with the applicable law. It is 
only possible to understand the relation between intelligent and autonomous technologies 
and the human role in ensuring legal compliance (the main research question), when we 
understand how they interact within the broader organization.

This chapter will, thus, demonstrate what it means to apply the organizational perspective 
in the context of contemporary targeting practices. In so doing, I suggest perceiving 
targeting law as an obligation for States to organize their military in a way that enables 
legal compliance, recognizing the various ways in which the law may be implemented in 
practice. At the same time, the organizational perspective allows for a detailed assessment 
of the various ways in which control may be distributed amongst individuals in the military 
organization. Understanding how human control and targeting law may be implemented 
in military conduct and decision-making will, hopefully, allow for better legal compliance 
across the operational spectrum—even, or particularly, with the introduction of increasingly 
intelligent and autonomous technologies.6

6 Corn writes that “[n]owhere within the mosaic of LOAC implementation and compliance is the importance of the process more 
significant than in the planning and execution of lethal targeting decisions. In this context, there is an inherent correlation between 
the quality of process and the likelihood of substantive compliance. Geoffrey S. Corn, ‘War, Law, and the Oft Overlooked Value of 
Process as a Precautionary Measure’ (2014) 42 Pepperdine Law Review, pp. 419-466, p. 430.
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Before moving to the overview of this chapter, a brief note on terminology is in place. In using 
the term ‘implementation’ I do not necessarily refer to the application or legal interpretation 
of the set of rules applicable to the subject of study (much alike the traditional approach 
to the law discussed in chapter 4). Rather, I interpret ‘implementation’ as being similar 
to the ‘operationalization’ or ‘translation’ of rules into military actions in respect of the 
organizational structures within which these activities occur. The terms ‘operationalization’ 
and ‘implementation’ in particular have been chosen to refer to this practice, because they 
seem to reflect upon the existence of a process, rather than a singular action to apply the 
law.7

This chapter will be divided as follows. In section 6.2, I will begin with an analysis of the role 
of legal advisers (LEGADs) in interpreting and implementing international law (with a focus 
on the provisions of the First Additional Protocol to the Geneva Conventions) as well as their 
role(s) in military operations. Previous chapters have demonstrated the value of analyzing 
the way in which particular topics are being discussed by relevant actors before engaging in 
discussions about military practice.8 It is very common in legal discourse to discuss the role 
of law by referring to the role of legal advisers (as provided in rules and conventions and 
experienced in practice).9 Indeed, for questions about the law, military personnel often turn 
to lawyers for advice. In turn, lawyers are tasked with the complex duty to explain the, often 
theoretical, law to military practitioners who are themselves primarily tasked with achieving 
military effectiveness and mission accomplishment. This creates a dynamic between the 
implementation of the law and the pursuit of military effectiveness that deserves further 
scrutiny. Both law and military effectiveness play an important role in military decision-
making; hence, it is important to understand their relationship before turning to a more 
detailed assessment of the distributed nature of human control and the implementation of 
the law in the targeting process.

Because the law is not merely introduced in the targeting process through the legal advice 
provided by lawyers, section 6.3 will go beyond the role of lawyers and provide a holistic 
analysis of the distributed nature of control and the implementation of the law in military 
conduct and decision-making. Chapters 4 and 5 have introduced the doctrine and specific 
parts of the targeting process (such as mission execution). In this chapter, I will provide a 

7 In the Oxford dictionary, ‘implementation’ is described as “[t]he process of putting a decision or plan into effect.” The term 
‘application’ can be defined as “the action of putting something into operation”. While this is similar to ‘operationalizing’ the 
law—defined as “[t]he process of operationalizing something”—the fact that ‘application’ is referred to as an ‘action’ seems less 
appropriate in this context. Oxford Dictionaries, Definition of implementation; Oxford Dictionaries, Definition of application; Oxford 
Dictionaries, Definition of operationalization.
8 Chapter 4 engaged with the legal discourse about autonomous weapons and chapter 5 demonstrated how participants to the 
CCW engage in debates about human control.
9 In many academic analyses of the operationalization of the law, military lawyers take the most prominent role. See, for example, 
Craig A. Jones, ‘Frames of law: targeting advice and operational law in the Israeli Military’ (2015) 33 Environment and Planning D: 
Society and Space, pp. 676-696. Laura A. Dickinson, ‘Military Lawyers on the Battlefield: An Empirical Account of International Law 
Compliance’ (2010) 104 The American Journal of International Law, pp. 1-28.
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detailed assessment of each phase of the (deliberate) targeting process,10 considering (1) 
what primary tasks are conducted and by whom (to flesh out the distributed nature of 
human control), and (2) how law, specifically targeting law, is operationalized (implemented 
in practice) in those phases. While it is common to describe human control and the role of 
law by giving a normative explanation of how they ought to be applied—according to the 
relevant legal (or doctrinal) documents or new (proposed) standards in the context of the 
autonomous weapons debates—the analysis provided in this chapter will go beyond these 
normative perspectives. The primary purpose here is to explain how military practitioners 
of all sorts actually make decisions by virtue of their role in the targeting process in 
contemporary military conduct and decision-making. Finally, this chapter will be concluded 
in section 6.4.

6.2 The role of law(yers) in the targeting process

6.2.1 The role of the legal advisers in AP I

While the practical context (within which human control and targeting law are implemented) 
is the main topic discussed in this chapter, a brief discussion of the doctrine and interpretation 
of the rules applicable to legal advisers seems to be in place. The law of armed conflict 
requires that legal advisers be made available to give advice on the application of these legal 
rules and principles.11 Article 82 of AP I provides:

The High Contracting Parties at all times, and the parties to the conflict in time 
of armed conflict, shall ensure that legal advisers are available, when necessary, 
to advise military commanders at the appropriate level on the application of the 
Conventions and this Protocol and on the appropriate instruction to be given to 
the armed forces on this subject.

The ICRC concludes in their customary law study that the following rule is customary 
international humanitarian law: “[e]ach State must make legal advisers available, when 
necessary, to advise military commanders at the appropriate level on the application of 
international humanitarian law.”12 Rogers and Stewart explain (based on their experience 
as part of the U.K. Army Legal Service) that the vast majority of western States—whether 

10 NATO doctrine AJP-3.9 (2016) refers to the targeting cycle, as used in this chapter, as applicable to both deliberate and dynamic 
targeting methods. NATO, AJP-3.9 (2016), p. 2-2. For a discussion on the differences between deliberate and dynamic targeting, 
see chapter 5.
11 For a discussion of some of these rules and principles—specifically distinction, proportionality, and precautions—see chapter 4 
of this dissertation.
12 ICRC, ‘IHL Database Customary IHL: Rule 141. Legal Advisers for Armed Forces.’ https://ihl-databases.icrc.org/customary-ihl/eng/
docs/v1_rul_rule141.
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or not members of NATO—have well-developed structures for military legal advisers.13 They 
continue to observe that these legal advisors are also found in the armed forces of, for 
example, Russia, India, South Africa, Brazil, China and Thailand, but also not as militarily 
powerful States such as Sierra Leone (smaller States may not have legal advisers in their 
armed forces but they may seek legal advice from their respective ministries of defense).14 
The widespread deployment of military legal advisers in contemporary practice—at least 
within western States—lends substantial weight to the contention that these States consider 
this as reflective of, at the very least, ‘best practice’.15

While the text of Article 82 of AP I clearly mandates that States Parties make legal 
advisers available, the words ‘when necessary’, ‘at the appropriate level’, and ‘appropriate 
instruction’ provide a certain amount of latitude as to how this requirement may be applied 
and interpreted in practice.16 At least according to Boothby, it is for individual States to 
determine when it is necessary for such legal advisers to be made available and, if so, at 
what level of command it is deemed appropriate that such legal advice is given.17

Also, the words ‘appropriate instruction’ leave open what qualifications a legal adviser 
must possess. Against this backdrop, Rogers and Stewart explain that, while it may have 
been taken for granted at the time of the drafting of Article 82 of AP I that legal advisers 
would be legally qualified, it can be concluded that legal advisers must, at least, possess 
sufficient knowledge of the Geneva Conventions and Protocols to be able to provide proper 
advise.18 This would seem to entail special training in the field of law and it would certainly 
require more than the legal knowledge that is given to the other military personnel, which 
is provided in Article 83 (1) of AP I and prescribes to States Parties the dissemination of the 
Conventions and Protocol I as widely as possible “so that those instruments may become 
known to the armed forces and to the civilian population.” Article 83 (2) of AP I provides that 
“[a]ny military or civilian authorities who, in time of armed conflict, assume responsibilities 
in respect of the application of the Conventions and this Protocol shall be fully acquainted 
with the text thereof.” Thus, while the conditions for the use of legal advisors and the choice 
of methods of training are left to the discretion of individual States Parties to the Protocol,19 
there would seem to be a higher expectation for the training of legal advisers than for other 
personnel. In practice, this is said to result in differences in legal training. For example, a 
senior military lawyer explains that in the U.K. Royal Air Force, only legal practitioners, or 

13 A.P.V. Rogers and D. Stewart, ‘The Role of the Military Legal Advisor’, in Terry D. Gill and Dieter Fleck (eds.), The Handbook of the 
International Law of Military Operations (Oxford: Oxford University Press, 2015), pp. 537-564, p. 539.
14 Ibid.
15 Ibid., p. 540; ICRC, ‘IHL Database Customary IHL: Rule 141. Legal Advisers for Armed Forces’.
16 Rogers and Stewart 2015, p. 538.
17 Boothby 2012, p. 484.
18 Rogers and Stewart 2015, p. 581.
19 J. De Preux, ‘Legal Advisers in Armed Forces’, in Yvez Sandoz, Christophe Swinarski and Bruno Zimmermann (eds.), Commentary 
on the Additional Protocols (Geneva: International Committee of the Red Cross, 1987), pp. 947-956, p. 950.
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those with a legal degree, can become military lawyers,20 while in France, military officers 
can apply for the job of legal adviser and will receive training while already in military 
function.21 In the U.S., legal advisers (or JAGs) must hold a juris doctoral degree, become bar 
certified in at least one U.S. State, and they receive standard officer and specialized training 
teaching them how to apply their knowledge in practice.22

Furthermore, Article 82 of AP I clearly provides that legal advisers are to (1) advise military 
commanders, (2) on the application of the Conventions and this Protocol. There are instances 
where military personnel (e.g. operators) attribute responsibility for damage resulting from 
an attack to the legal adviser who cleared the target from a legal perspective.23 Yet there 
seems to be general agreement that in respect of contemporary military operations, the 
primary role of legal advisers is to provide the commander with advice about the lawfulness 
(or not) of a particular anticipated conduct, not to decide whether such conduct will or 
will not be undertaken, nor to bear responsibility for the results of that decision.24 The 
responsibility for the decision to attack a particular target lies with the commander (or 
political leadership) as the appropriate engagement authority. Notwithstanding, the legal 
adviser does bear responsibility for providing proper advice.25

Additionally, article 82 of AP I could be interpreted as referring to the military commander 
as ‘the client’. Based on the consultation of various experts,26 Rogers and Stewart conclude 
that the commander and the chain of command were considered as being ‘the client’.27 
However, some argue that the lawyer’s ‘client’ is not the interest of the commander, but 
rather the command and the nation.28 Although in most situations these interests would 
seem to be consistent, there may be situations where there is tension.29 Therefore, it may 
be concluded that a legal adviser has to conform to the spirit of the law and not exploit gaps 

20 Roger and Stewart explain a somewhat different system in the U.K. where both soldiers with legal training or lawyers with military 
training serve side-by-side. “[T]hose who qualified as lawyers first en then received basic military training on joining the service; but 
also those who served in the armed forces first and then qualified as lawyers.” Rogers and Stewart 2015, p. 543.
21 Interview with senior military lawyer II (15 November 2018).
22 Tracey Blasenheim, ‘Rituals of Review: Legalism, Humanitarianism, and U.S. Martial Identity’ (2019) unpublished manuscript on 
file with author, p. 15.
23 Dill 2015, p. 205.
24 For more information on different legal responsibility frameworks, see chapter 4 of this dissertation.
25 In so doing, legal advisers can, and sometimes do, adopt additional roles. Captain Winter explains that an operational law 
adviser essentially plays four roles: advocate, judge, counselor, and ‘the conscience’. Matthew E. Winter, ‘Finding the Law - The 
Values, Identity, and Function of the International Law Adviser’ (1990) 128 Military Law Review, p. 14. The role of the LEGAD as 
a ‘conscience’ also came up in another interview. Interview with military lawyer V (2 June 2018). See also Renn Gade, ‘The U.S. 
Judge Advocate in Contemporary Military Operations: Counsel, Conscience, Advocate, Consiglier, or All of the Above’, in Racel 
E. VanLindingham Geoffrey S. Corn, Shane R. Reeves (ed.), U.S. Military Operations: Law, Policy, and Practice (New York: Oxford 
University Press, 2016), pp. 1-41.
26 The authors do not clarify who these experts are.
27 Rogers and Stewart 2015, p. 547. See also Boothby 2012, p. 485.
28 Gade 2016, p. 22. For a specific analysis of the lawyer-client relationship see: Gabriella Blum, ‘The role of the client: the president’s 
role in government lawyering’ (2009) 32 Boston College International and Comparative Law Review, pp. 275-287.
29 Gade 2016, p. 22.
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and loopholes where such would constitute violations of or lack of respect for the law.30

Finally, Article 82 of AP I provides that the advice provided by the legal advisers concerns 
“the application of the Conventions and Additional Protocol I” and, thus, does not 
necessarily (also) encompass consideration apart from the applicable legal provisions, 
such as policy advice or moral concerns. Nevertheless, lawyers may be asked, or have the 
opportunity, to provide counsel on many issues. In fact, commanders may even expect 
lawyers to discuss non-legal factors along with technical advice.31 During military exercises, 
I frequently observed how military decisions encompassed legal, policy, procedural, moral, 
and operational considerations.32 Sometimes, what might initially look like a primarily legal 
question (e.g. whether or not an attack on a target is lawful considering its dual-use nature) 
might also be considered to constitute a policy or procedural question (e.g. because the 
host nation determined that the entire dual-use facility was to be placed on the restricted 
target list). As one military lawyer whom I consulted during these exercises explains, the 
law informs the procedure, but there may be situations where the procedure imposes 
constraints that the law does not.33 Another senior military lawyer articulates the view 
that legal advisers are often involved in applying policy that is put in place to ensure legal 
compliance, but the question itself is then not (solely) a legal one.34 Although this may be 
difficult to define at the time (and some lawyers have fallen sway to the allure of power in 
policy decisions), the key—it has been argued—is awareness of the specter of subjectivity 
and clear demarcation of legal advice from other forms of counsel.35

6.2.2 Law(yers) in practice: The context of ‘military effectiveness’

In practice, the role of legal advisers in respect of military operations will depend on a 
number of factors. Those factors may include, but are not limited to, the adviser’s training, 
the nature and type of the operation, the structure of the respective State’s military, the 
personal relationship between the commander (and staff) and the legal adviser, and the 
military culture. Typically, in NATO and U.S. practice, legal advisers play an important role 
in the clearance of targets, which is perhaps most prominently demonstrated by their role 
in respect of the Joint Targeting Coordination Board or JTCB (as well as the Joint Targeting 
Working Group that prepares the targets for the Board). During the JTCB, commanders are 
fully briefed on the targets and the legal rules that may affect the targeting decisions at 

30 Rogers and Stewart 2015, p. 548. As explained by a military lawyer during an interview, it is the role of a lawyer to think along with 
the commander, to explore (but not exploit) boundaries and maybe even to stretch them slightly, but—he emphasized—he or she 
may never cross these legal boundaries. Interview with military lawyer V (2 June 2018).
31 Gade 2016, p. 32.
32 Similar, Blasenheim—in his fieldwork on the legal advising in the military—also observes that “legal reviews frequently go beyond 
strictly ‘legal’ requirements and deal with matters of policy, public affairs and ethics.” Blasenheim 2019, p. 6.
33 Interview with military lawyer III (16 November 2018).
34 Interview with senior military lawyer II (15 November 2018).
35 Gade 2016, p. 33.
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hand.36 In dynamic targeting, there is no JTCB due to the limited time frame within which 
decisions are to be taken. In those situations, the legal adviser would normally be consulted 
in the process in a less formalized, but typically no less meaningful, manner. Besides target 
approval, legal advisers may also be—and often are—present during early stages of target 
planning, concrete target development,37 and the execution of an attack.38 This will be 
further illustrated in section 6.3 where I will provide a more detailed assessment of these 
tasks in the context of the targeting process.

Based on her research into the American way of bombing, Dill writes that, at least in 
the U.S. military, commanders seem to consider the presence and contribution of legal 
advisers in the conduct of military operations (as prescribed in Article 82 of AP I) as 
important, not only to comply with their legal obligations, but also to—at least in the 
eyes of the military—achieve military effectiveness.39 Although law is often said to be 
a constraint in military operations and, consequently, lawyers are sometimes perceived 
as being ‘naysayers’,40 at least from the perspective of some military legal advisers “law 
serves as an enabler in achieving logical military outcomes.”41 To them, application of 
the law contributes to, rather than hinders mission accomplishment.42 However, not all 
lawyers subscribe to that view. At least one lawyer consulted during my fieldwork was 
very clear in that the legal adviser’s task is not to increase effectiveness.43 He went on to 
say that he has very strong doubts on whether application of the law has ever contributed 
to military effectiveness or mission accomplishment.44 Finally, some military lawyers 
would explain that their role in military operations can be perceived, and sometimes is, 
a limiting factor (potentially hindering mission accomplishment), but, typically—they 
would argue—lawyers still enable the operation to continue, but in a legal manner.45

36 Boothby 2012, p. 485.
37 As provided by Blasenheim, who observed these legal support activities in person, “all operations and pre-planned kinetic strikes 
must be submitted for legal review by a military lawyer. The precise form of this review process varies depending on the operation, 
however it typically involves coordination between planners and lawyers early in the development process.” Blasenheim 2019, p. 6.
38 This can be illustrated by the role of lawyers that accompanied U.S. troops into Iraq. There were 2,200 JAGS, 350 civilian attorneys 
and 1,400 paralegals present during that operation. Dill describes that the role of JAG’s was visible at different stages of pre-planned 
air targeting: first, during early target planning, second, during concrete target development and, finally, during the execution of air 
strikes. Dill 2015, p. 149. According to Blasenheim, legal advisers—at least in the U.S. context—are involved in every phase of the 
targeting process. Blasenheim 2019, p. 17.
39 Dill 2015, pp. 215-216. See also Jones 2015, p. 692.
40 This tendency of perceiving lawyers as hindering mission accomplishment was something that I experienced, at least occasionally, 
during military exercises. This view would be held by some, while vocally dismissed by others. See also Dickinson in referring to 
various interviews that would make references such as “You can’t be Dr. No”. Dickinson 2010, p. 20.
41 Chris Jenks and Geoffrey S. Corn (January 25 2016) ‘The transcendent influence of law in military operations’ OUPblog, https://
blog.oup.com/2016/01/law-in-military-operations/; Interview with senior military lawyer II (15 November 2018).
42 Jenks and Corn (2016) ‘The transcendent influence of law in military operations’; Interview with senior military lawyer II (15 
November 2018). As explained by Parks [cited by Blasenheim], “[b]efore and during the Vietnam War, the law of war was taught 
as a list of negatives. All too often it was perceived as placing unwarranted limits on the military commander’s ability to fight an 
dwin. In the mid-1970s, the approach was reversed to emphasize the consistency between the law of war […] and the efficient, 
disciplined use of military force.” Blasenheim 2019, p. 22.
43 Interview with military lawyer V (2 June 2018).
44 Ibid.
45 Interview with senior military lawyer II (15 November 2018); Interview with senior military lawyer I (16 August 2018). Similarly, 
another lawyer explains that a lawyer’s mindset should be how to make the operation legally possible. Interview with military 
lawyer V (2 June 2018).
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At least from a military perspective, the pursuit of effectiveness (and, in so doing, mission 
accomplishment) is of vital importance and, unsurprisingly, a primary factor in military 
doctrine in respect of targeting.46 Against that backdrop, Gade explains that one of the most 
relevant qualities a military lawyer should have is “the intuitive knowledge that success is 
the mission, not the legal work that supports the mission”.47 While contemporary discourse 
on military legal issues often creates the impression that law is the primary factor in military 
operations, Corn and Jenks argue:

This is misleading, not because law is not important in the conduct of operations, 
but because it distorts the true primary focus of military action: mission 
accomplishment. Law and policy must, therefore, be understood within this 
broader context.48

Corn, Jenks and Gade all stress the importance of the operational context—thereby referring 
to mission accomplishment as the primary aim in the conduct of operations—in assessing 
the implementation of law (and policy) decisions.

The importance of operational effectiveness and/or mission accomplishment in the conduct 
of military operations is reflected both in theory and practice.49 For example, the targeting 
process itself is an illustration of doctrine (both based on practice as well as guiding practice) 
that has been developed to create desired effects in order to achieve mission objectives.50 
The process is not a legal process or requirement, rather it is an operational process guiding 
operations. More specifically, although all military conduct must comply with the law, the 
law does not specifically regulate the targeting process as such, nor any constituent element 
thereof. It is clear that the military context within which decisions about the law are made 
is important for the analysis in this chapter. The next paragraphs will therefore focus on the 
role of effectiveness as described in theory (e.g. doctrine, concepts, methodologies) and 
recognized in military practice.

NATO doctrine provides “[t]he joint targeting process links strategic-level direction and 
guidance with tactical targeting activities through the operational-level targeting cycle in 
a focused and systemic manner to create specific effects to achieve military objectives and 
attain the desired end state.”51 The doctrine stresses that the joint targeting cycle assists, 

46 NATO doctrine described six fundamental targeting principles, two being: ‘objective-based’ and ‘effects-driven’. NATO (2016), 
AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 1-5.
47 Gade 2016, p. 26.
48 Jenks and Corn (2016) ‘The transcendent influence of law in military operations’.
49 Dill 2015; Dickinson 2010; Rachel E. VanLindingham Geoffrey S. Corn, Shane R. Reeves, U.S. Military Operations: Law, Policy, 
and Practice (New York: Oxford University Press, 2016); 705th Training Squadron (2017), Joint Operation Planning Process for Air 
(JOPPA) Handbook; NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting.
50 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 2-1.
51 Ibid.
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primarily, with determining the effects necessary to achieve the commander’s objectives.52 
Likewise, the doctrine provides six fundamental principles of targeting with the first two 
being “objective-based” and “effects-driven”.53

Other examples of doctrines, concepts, or methodologies that seek to ensure mission 
accomplishment through effectiveness include (1) the strategy-to-task process that aims to 
logically link all air activity for employing air power (from strategy to tasks and targeting) and 
achieving desired operational and tactical effects in support of the Joint Force Commander’s 
(JFC’s) campaign plan;54 and (2) the effects-based approach to operations (EBAO) that is 
described in U.S. Air Force doctrine as an approach that:

[S]tarts with desired outcomes—the end state(s), objectives, and desired effects—
then determines the resources needed to achieve them, while identifying critical 
resource limitations.55

Although EBAO raised, and continues to raise, discussions,56 the concept and the general 
way of thinking it represents—i.e. operations are about effects, not about the platforms or 
weapons to achieve those effects with—certainly influenced military doctrine in the U.S., 
NATO and many western European militaries in the early 2000s.57

52 Other aspects that the targeting process assists with are identifying the actions necessary to create these effects based on the 
means available; selecting and prioritizing targets; synchronizing capabilities; and then assessing their cumulative effectiveness, 
taking remedial action if necessary. Ibid., pp. 1-1.
53 The other four principles are ‘multidisciplinary’, ‘timeliness’, ‘centrally controlled and coordinated’, and ‘information – accessibility 
and security’. Ibid., pp. 1-5.
54 705th Training Squadron (2017), Joint Operation Planning Process for Air (JOPPA) Handbook, p. 46.
55 United States Air Force (2016), ANNEX 3-0 OPERATIONS AND PLANNING, p. 15.
56 EBO, originated in the U.S. Air Force, arose as a concept in the mid-1990s. It is built on the work of Col. John A. Warden III who 
held that the enemy should be regarded as a system, held together by vital strategic “centers of gravity”, which should be given 
priority in the attack. While the term “centers of gravity” was first introduced by Clausewitz, EBO was, in turn, based on Warden’s 
ideas as the concept similarly moved away from the traditional way of war that had centered on annihilation and attrition (i.e. 
destruction-based targeting) and, instead, considered the solution to lay in effects-based targeting. After operation Desert Storm 
the basic ideas of EBO gained acceptance, but EBO also raised substantial discussion within the legal realm as well as within military 
circles. Although there is nothing inherently contrary to international law in EBO, it is in the detail of how EBO may be applied 
and the attention to direct and indirect effects that legal issues arise. For example, while indirect effects can be planned for, and 
even desired, these effects cannot be counted when assessing whether an object is a military objective or when determining 
military advantage as part of the proportionality equation, because—by definition—they are indirect and thus contrary to the 
requirements enshrined in article 52 and 57 AP I. Furthermore, the EBO methodology is problematic in that AP I consistently uses 
the term anticipated military advantage; since military decision-making is characterized by uncertainty, the anticipation of even 
the first-order consequences of military action is already highly conjectural—let alone the indirect, second- and third-order effects. 
Similar criticism was expressed in the military realm where the U.S. Army, U.S. Marine Corps, and other observers concluded 
that EBO assumes a level of unachievable predictability. Additionally, critics claimed that EBO was “another attempt by strategic 
bombing advocates to line Air Force coffers at the expense of land forces”; And the Army Field Manual 3-0 in 2001 rejected EBO 
stating, “Ultimately, the outcome of battles, major operations, and campaigns depends on the ability of Army forces to close with 
and destroy the enemy.” Even though General Mattis distributed commander’s guidance providing that USJFCOM will no longer 
use or export the terms that are related to EBO, the concept remained relevant—although under different names—and, eventually, 
resurged in Air Force Doctrine Documentation 3-0. John T. Correll, ‘The Assault on EBO’ (2013) Air Force Magazine, pp. 50-54; 
Henderson 2009, p. 127.
57 Torgeir E. Saeveraas, ‘Effects-Based Operations: Origins, Implementation in US Military Doctrine, and Practical Usage’, in Ole J. 
Maao Karl E. Haug (ed.), Conceptualising Modern War (New York: Columbia University Press, 2012), p. 185.
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The prominence of military doctrines and concepts that are rooted in effectiveness and 
mission accomplishment is indicative of the importance of these concepts in the context 
of military conduct and decision-making.58 At least, it could be concluded that the above 
discussion of military doctrine clarifies where that imperative of effectiveness in military 
operations comes from and demonstrates its continuing relevance in the conduct of military 
operations.59

It may be difficult to fully grasp the dynamic between military effectiveness and the law 
in the conduct of military operations. Much has been written about how, from a historical 
perspective, law (and, as a result, lawyers) came to be a prominent consideration in respect 
of military operations;60 or how law is shaping military practice and legal language is 
internalized by the military.61 These are all relevant contributions to understanding the role 
of law and lawyers in military operations. However, even though these observations are well 
founded, they fail to comprehensively grasp how considerations of military effectiveness 
may (also) affect the role of law and lawyers in military decision-making. Consider the 
following two aspects.

First, the relationship between law and mission accomplishment can be understood through 
the eyes of the commander. Commanders must know that operations are in accordance 
with the law (and policy) if they are to achieve mission objectives. A central tenet of 
effective military operations is the efficient allocation of resources, such as munitions, 
personnel, time and effort.62 No competent commander wants to waste resources that are 
not intended to produce effects that contribute to achieving the mission.63 It could thus be 
argued—and indeed it is regularly argued—that legal compliance will ultimately contribute 
to mission effectiveness and resource efficiency,64 even when the law may be perceived as 
an impediment to achieve success on a lower (tactical) level.65 Irrespective of whether legal 

58 While currents in doctrinal thinking can influence actual targeting, doctrine certainly also responds to developing circumstances 
and changed perceived interests. In addition, there is never only one doctrine that influences military decisionmakers at any given 
point in time; therefore, the prominent role of effectiveness in military decision-making flows from different military doctrines. 
After all, EBAOs, strat-to-task, and NATO targeting doctrine differ amongst themselves. Dill 2015, pp. 225-227.
59 See also ibid., p. 226. Dill refers to the growing prominence of military doctrines that advocate efficiency and how that contributes 
to explaining where the imperative of efficiency in U.S. air warfare comes from.
60 Jones 2015.
61 Kennedy 2006.
62 Jenks and Corn (2016) ‘The transcendent influence of law in military operations’.
63 Ibid.
64 It is regularly argued that one reason to comply with LOAC is to achieve military effectiveness and efficiency. Ibid.; Geneva 
Call, European Commission, FSD (2013), Introduction to the Law of Armed Conflict. http://www.genevacall.org/wp-content/
uploads/dlm_uploads/2013/11/The-Law-of-Armed-Conflict.pdf. This view (that lawyers are critical for mission success) seems to 
be particularly prevalent in the U.S. military. This has been confirmed by archival and interview research conducted by Blasenheim 
2019, p. 7.
65 According to Corn, it is important to recognize that LOAC compliance rarely compromises the ability to achieve legitimate military 
objectives, and that LOAC violations produce almost inevitable negative strategic consequences. Corn 2014, p. 441. That may be 
true, however, LOAC compliance can certainly be perceived as a hindrance to achieving military objectives at the lower (tactical) 
levels—particularly when a LEGAD’s advice results in a commander’s disapproval to engage a particular target. In particular at the 
tactical level, the negative strategic consequences of disapproving a target for engagement can be less recognized. Interview with 
military lawyer V (2 June 2018).
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compliance should be considered, primarily, a hindrance or enabler (this will be further 
discussed in section 6.2.4), it may be useful for a commander to, whenever possible, use the 
law as a useful tool in his toolbox to achieve the desired effects, while understanding that 
the law, ultimately, sets limits.

[T]he very best commanders understand this nuanced relationship between 
law and military operations, and the role of military and civilian legal advisors in 
mission-oriented implementation of legal obligations. Such commanders are fully 
vested in the actions their unit takes and constantly assess their efficacy, inevitably 
relying on law and legal advisors to aid in this process.66

As Dill argues, sometimes this pursuit of mission accomplishment through effectiveness 
may even go as far as decision makers coming to believe that the lawfulness of attacking 
a target hinges on how effectively an attack contributes to a war’s overall political goals.67

Second, whereas contemporary operations seem to require commanders to understand the 
relationship between law and mission accomplishment, it also seems essential that lawyers 
understand this context and know how to present the law in a mission-oriented framework 
in a way that ensures respect for the law while, whenever possible, keeping in mind the 
mission objectives.68 It has been expressed by some lawyers that it is necessary for them to 
demonstrate that they understand the commander’s needs and pressures.69 With respect 
to the military exercises that I witnessed, to effectively provide the necessary legal advice, 
it seemed important for lawyers to demonstrate an understanding what the commander 
required in the context within which the advice was sought. One military lawyer explained 
that, in her view, it is a task of the legal adviser to understand what the commander wants to 
know, not just listen to what he or she is asking—as they might not be the same.70 In a similar 
vein, in order to provide competent advice, some lawyers feel that they must understand 
military considerations related to military tactics, strategy, and weapons systems.71 In 
2017, I learned some of these tactics, strategies and weapons systems as part of a NATO 
Advanced targeting course. While I do not think it is necessary for lawyers to become 
certified weaponeers or targeteers, understanding, at least, the process and procedures 
and have basic knowledge about the various weapons systems is also highly relevant in 

66 Corn 2014, p. 441.
67 In her work, Dill refers to legitimacy rather than lawfulness, but she does explain that her research focuses on the effectiveness 
of IHL. Dill 2015, p. 13.
68 It is said to be an important task of the lawyer to present the law as such to enhance the probability of LOAC compliance across 
the operational spectrum. Corn 2014, p. 441; Dill 2015, p. 216. Or, in other words, it may be important for lawyers to act as a force 
multiplier whenever possible, but always witin the boundaries provided by the law. Personal communication with military lawyer 
VI (18 March 2019).
69 Interview with senior military lawyer II (15 November 2018); Dickinson 2010, p. 18. Against this backdrop, it is important for 
lawyers to be present when the commander and staff lay out the battle plan.
70 Interview with senior military lawyer II (15 November 2018).
71 Gade 2016, p. 22.
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the legal context. I thus agree with Jones that it is useful—some would even say that it 
is imperative72—for lawyers to develop some expertise in areas such as intelligence and 
weaponeering so that they can provide the most context relevant and informed advice.73 
According to Gade, if a lawyer demonstrates such ‘military competency’, the commander 
will place greater trust and confidence in the legal advice rendered, something that is vital 
for the implementation of the legal advice in military operations.74 Nevertheless, how to 
proper balance the two professional commitments (soldier and lawyer) has been on the 
minds of, at least, some legal advisers.75 According to Winter, there may be a risk that the 
legal adviser will use the law as a tool, instead of a set of strict rules and controls—especially 
when they feel the need to demonstrate that they are ‘part of the team’.76

6.2.3 Law(yers) in practice: Legal framing in a mission-oriented framework

Besides understanding the contextual focus on ‘military effectiveness’, it would also seem 
essential—to help ensure consideration of and respect for the law in practice—that lawyers 
are capable of presenting their advice in a mission-oriented framework. An example of 
what that might look like in practice is given in an empirical study on U.S. lawyers on the 
battlefield. This study explains that U.S. lawyers who served primarily in Iraq and Afghanistan 
indicate that “they frame the rules in a way that describes them as supporting the broader 
goals of the organization: military effectiveness.”77 Also, lawyers who interact with other 
military personnel appeared to learn to frame the rules better in terms of the broader 
organizational goals.78 This, in turn, seems to enhance the likelihood that operational staff 
will follow their advice. The study claimed that, knowing this, resulted in these lawyers 
“carefully translat[ing] their advice into operational terms, making it clear to commanders 
that the lawyers’ job is not to say no but, rather, to help their commanders achieve the 
objectives of the mission.”79 Interviews amongst this group of U.S. lawyers demonstrated 
that many shared a similar approach. They said: “You can’t be Dr. No”; or they explained 

72 Personal communication with military lawyer VI (18 March 2019).
73 See also Jones 2015, p. 690.
74 Gade explains that the trust between the leader and the lawyer is compounded by the lawyer’s inclusion in all aspects of the 
decision-making process. Gade 2016, p. 28; Jones 2015, p. 690. Additionally, one military lawyer explained that, considering that 
the lawyer is often considered as someone who applies the ‘break’ to the commander’s decision-making process, it is important 
that the lawyer establishes a good relationship (of trust) with the commander. This is never purely professional, he said. The 
relationship is also influenced by personal and cultural factors and may also be influenced by the lawyer’s operational experience, 
gender, rank and more. Interview with senior military lawyer I (16 August 2018). Furthermore, While it appears to be important 
for legal advisers to demonstrate they are part of the team—e.g. by showing they “could run, talk the talk, and shoot as well, if not 
better, than they could”—lawyers must also demonstrate a robust moral compass and commitment to the law, proving that they 
are not afraid to speak the truth and stand up for what is right. Blasenheim 2019, pp. 16-17.
75 Blasenheim 2019, p. 15.
76 Winter 1990, pp. 33-34. Blasenheim 2019, p. 16.
77 Dickinson 2010, p. 15.
78 In yet another study, Blasenheim demonstrates that JAGs do not merely learn this by interacting with military personnel, but are 
also taught these practices in training courses. Based on participant observation in these courses at the International Insitute of 
Humanitarian Law in San Remo, Blasenheim concludes that participants are “taught and encouraged a careful lexical mixture of 
international legal and military terminology in the delivery of advice”. Blasenheim 2019, p. 18.
79 Dickinson 2010, p. 20.
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that even where a particular course of action posed legal problems “our job was to give an 
alternative course of action that would accomplish the goal without the legal concerns”; 
similarly, another lawyer reported that his job was “finding a way to yes… Your first response 
shouldn’t be no. […] You should think, ‘How can I help my commander accomplish the 
objective?’”80

This approach is not limited to lawyers in the U.S. forces. In a similar vein, a (non-U.S.) 
NATO LEGAD explains that “LEGADs don’t say no, they provide advice.”81 It seems—at least 
expressed by some—that this tendency to help the commander achieve the mission and not 
merely constrain operations by saying ‘no’ does, however, not mean that lawyers can ignore 
the law or go beyond the legal boundaries. One lawyer explains that, at least according to 
him, framing the rules in a way that describes them as supporting the broader goals “may 
be going too far”.82 While he would always try to help the commander in achieving the 
mission, if it is necessary to say ‘no’ to protect the force from committing an unlawful act, 
a lawyer should do so, he explains.83 At the same time, he also maintains that a LEGAD’s 
mindset should be to enable the operation to be conducted within the legal boundaries, and 
explains that translating the law into operational terms could increase the likelihood that 
the advice would be followed.84 Another (non-U.S.) senior military lawyer seems to confirm 
this latter point, saying that a lawyer speaks the language of ‘law’ and an operator speaks 
the language he referred to him as ‘ops’; the lawyer should learn to speak the operational 
language and not the other way around.85

To these lawyers, a translation of the law in terms of operational effectiveness seems to 
enhance compliance, or, at least, improve the chances that the legal advice is taken into 
consideration. From this perspective, to ensure respect for the law, lawyers cannot simply 
recite the law; they need to be brief and to the point as there is often little time for lengthy 
legal opinions, and they need to tell the commander how the law impacts operations.86 
Particularly in time-sensitive situations, legal advisers have to reduce whole corpuses of law 
to a couple of sentences or seconds; as an Israeli lawyer confided:

The biggest challenge for lawyers in the military is to take this huge body of international 
law which is really complicated and very grey and very obfuscated, and basically reduce it 
to a one-liner or a paragraph which gives the military commander the right kind of tools to 

80 Ibid. An empirical study into the behavior of Israeli military lawyers argued similarly “[t]here is also a sense in which military 
lawyers do not want to be the ‘spanner in the works’. Jones 2015, p. 684.
81 Interview with senior military lawyer II (15 November 2018).
82 Interview with military lawyer V (2 June 2018).
83 Ibid.
84 Ibid.
85 Interview with senior military lawyer I (16 August 2018).
86 Blasenheim explains that, in the context of the training courses provided at the International Insitute of Humanitarian Law in San 
Remo, “the most successful JAG officers settled on a tone, tempo, and vocabulary that blended the rigor of a lawyer’s eye for detail 
with the pragmatism and conviction of a soldier”. Blasenheim 2019, p. 18.
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make the right kind of decision… our clients need to get something distilled.87

An inability to translate complex legal analysis into clear and succinct operational terms 
or a ‘bottom line’ can breed dissatisfaction and risks marginalization of the lawyer.88 
For instance, an operator at an intelligence headquarters was overheard saying, “Damn 
lawyers, if I wanted to know everything about the law, I’d gone to law school. Just tell 
me what it means and whether I can do it.”89 This plea may seem overly simplistic, but it 
illustrates the importance in contemporary practice of understanding the broader context 
within which law plays an important role, but mission accomplishment seems to be a 
driving factor, at least from the perspective of some commanders and operators.90

6.2.4 Law(yers) in practice: Constraint and enabler

As introduced in the above sections, the law (i.e. the rules, legal advice, and military lawyers 
themselves) may sometimes be considered as an enabler, while in other circumstances it 
is perceived as a constraint.91 An example of law as an enabling factor (in achieving military 
effectiveness) is provided by a military lawyer:

[The law] is a combat multiplier, because if that individual private believes what 
he’s doing is right, he’s a better soldier. He’s a better fighter. He’s more effective. 

87 Jones 2015, p. 690.
88 Gade 2016, p. 34.
89 Ibid., pp. 34-35.
90 Although such empirical examples may be useful to better understand the role of lawyers in military practice, it should be noted 
that conceptions of what makes a lawyer a ‘good’ LEGAD differs amongst individuals—both those on the giving and receiving end 
of the advice are part of this legal discourse. First, those giving the advice may each have his or her own style. Some consider clear 
and brief advice the best; others might reason with a commander as long as necessary to ensure that he or she fully understands 
the legal issues. Although everyone seems to deliver their advice in their own way, there seem to be particular traits that are 
valued (e.g. clear and objective advice, translated into familiar terms, a confident attitude, knowledgeable about the law and the 
context), and conduct that is typically not appreciated within the legal community (that is not to say it is not appreciated by others, 
such as commanders and operators). For instance, inconsistent advice referring to a target as ‘potentially lawful’ and ‘lawful’ 
interchangeably and without any further explanation is not considered good or clear legal advice. Also phrases like “if everything 
goes according to plan, I have no issues” are, at least expressed by some, not considered proper legal advice. These expressions 
were criticized by LEGADs during the military exercises I attendend. According to one NATO LEGAD, you do not hope for the best, 
you plan to enable proper execution. Second, those receiving legal advice also participate in this conversation and, as such, play 
a role in establishing a climate within which the advice is provided. For example, a commander once explained “[y]ou won’t hear 
me making lawyer jokes or otherwise denigrate you or anyone else. I learned that a ‘joke’ about someone other than myself often 
has a larger and unintended consequence elsewhere, especially on other parts of the staff that may misread my intent or may be 
less-knowledgeable about the value that The Judge brings to a staff.” Nonetheless, jokes about lawyers or more general skepticism 
are not uncommon, at least in the exercises that I witnessed. Sometimes, those receiving advice might express their skepticism by 
saying things like “LEGADs will always find a way to disapprove a target”, or “they [LEGADs] don’t understand the campaign” when a 
LEGAD provides advice that is considered a hindrance to mission accomplishment. These attitudes may be common—as confirmed 
by some—but they may also be the exception—as claimed by others. Interview with senior military lawyer II (15 November 2018); 
Gade 2016, pp. 23-25, 30; Interview with military lawyer III (16 November 2018).
91 Interview with military lawyer V (2 June 2018). This is particularly clear when we apply this view of law as an enabling factor 
outside the western normative framework. For example, what ISIS considers as militarily effective can be achieved while completely 
ignoring the laws of armed conflict. In attacking religious sites, ISIS aims to position itself as the true defender of the faith. Directly 
attacking civilians is a clear violation of the principle of distinction; but, in the context of ISIS’ strategy, it seems to be perceived 
an effective tactic in pursuing their military objectives. Michael P. Dempsey (18 January 2018) ‘How ISIS’ Strategy is evolving’ 
news release Foreign Affairs, https://www.foreignaffairs.com/articles/syria/2018-01-18/how-isis-strategy-evolving. This may be an 
oversimplification of ISIS’ strategy. In order to fully comprehend ISIS’ strategy with regard to the law of armed conflict, further 
study is required.
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Because he doesn’t hesitate and think, is this right or wrong? He knows it’s right 
because he’s been educated to understand that.92

While law as an enabler may be a common view amongst some military lawyers,93 certainly, 
the laws of armed conflict, by design, constrain the conduct of war. Another military lawyer 
provides an example of law as a constraining factor. According to him, if a commander 
aims to destroy a mortar that is located next to a mosque, the most effective course of 
action from an air perspective would be to task an asset to attack the target by dropping an 
available bomb and, consequently, destroy the mortar. However, targeting law lays down an 
obligation to avoid, or at least minimize, harm to the mosque in such circumstances. A less 
militarily effective solution, but one that is in accordance with the law, would be to use a 
small diameter bomb with a delayed fuse. It is a suboptimal solution from the perspective 
of military effectiveness, he explains, but the harm is minimized so the attack is conducted 
within the legal boundaries (at least in relation to that aspect of the law).94

Nonetheless, there may be occasions where there may be no alternative means available to 
accomplish the mission otherwise. While, in previous sections, some lawyers have argued 
that it is not their job to say ‘no’, there will inevitably be circumstances where they, at least, 
cannot say ‘yes’ either without violating the applicable law. In those cases where law is 
perceived primarily as a constraint (and lawyers may be perceived as hindering mission 
accomplishment), it may require a confident lawyer who is well aware of the law and the 
context to reason with a decision maker until he or she fully grasps the legal aspects of his or 
her decision. The following example of a target briefing in the Joint Targeting Coordination 
Board may be considered illustrative of the issues discussed in this section (while also 
recognizing that legal and procedural considerations may partially overlap).

The JFC and other participants to the Board consider a dual-use facility with civilians 
expected to be present at the target. The lawyer, asked for her advice by the JFC, provides 
that the estimated collateral damage is of such a level that the authority to approve the 
target no longer rests at the JFC’s level; he has to request authority from higher levels. The 
attack may be lawful (the facility has been characterized as a lawful military objective and 
it has not yet been discerned whether the expected civilian harm is excessive in relation 
to the anticipated military advantage), but NATO procedures determine that the JFC is not 
the appropriate authority to approve the target for attack. The other participants in the 
Board express their unhappiness in several ways, but also continue to search for possibilities 
for the JFC to be able to approve the target to be included on the Joint Prioritized Target 

92 See Blasenheim 2019, p. 31.
93 In particular in U.S. forces. See, for example Dickinson 2010; Blasenheim 2019; Jenks and Corn (2016) ‘The transcendent 
influence of law in military operations’.
94 Interview with senior military lawyer I (16 August 2018).
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List. It was suggested that if the civilians were directly participating in hostilities, this 
would bring the collateral damage estimation down to a level where the JFC could approve 
the target. If so, this would allow—in the view of the commander—for the target to be 
attacked and the operation to continue. Regardless of the pressure put on the LEGAD to 
clear this target as a matter of law (while realizing that the LEGAD provides advice and that 
the decision to approve rests with the commander), the LEGAD is adamant and expresses 
that—considering the information that is available at the time—the civilians located at the 
target are not reaching the threshold of directly participating in hostilities. In the absence of 
data that would explain what the civilians are doing at the facility, she concludes that they 
would have to be considered civilians and, as such, the estimated collateral damage reaches 
a level that is beyond the JFC to authorize. In this case, the JFC cannot approve the target 
owing to the applicable procedures. This example is illustrative of the type of discussions 
held in today’s military targeting practices. It demonstrates how legal, procedural and 
operational arguments can overlap. It also demonstrates that the LEGAD needs to provide 
clear advice, also, or especially, when that means that a target cannot be approved at 
that time. And it demonstrates the operational pressure that the LEGAD may be under 
when providing advice that may be considered a hindrance to mission accomplishment.

From the above discussion it may be concluded—amongst several other aspects—that legal 
advisers play important roles in the operationalization of the law in military conduct and 
decision-making. However, as explained in the introduction of this chapter, the law is not 
merely introduced in the targeting process through the legal advice provided by lawyers. 
The next section will, therefore, go beyond the role of lawyers and provide a holistic analysis 
of the distributed nature of control and the implementation of the law in military conduct 
and decision-making.

6.3 Compliance through control? The distributed nature of 
 control and the implementation of the law in the context of 
 the targeting process

In this section, I will provide a detailed assessment of each phase of the (deliberate) 
targeting process,95 considering (1) what primary tasks are conducted and by whom (to 
flesh out the distributed nature of human control), and (2) how law, specifically targeting 
law, is operationalized (implemented in practice) in those phases. While it is common to 
describe human control and the role of law by giving a normative explanation of how they 
ought to be applied—according to the relevant legal (or doctrinal) documents or new 

95 NATO doctrine AJP-3.9 (2016) refers to the targeting cycle, as used in this chapter, as applicable to both deliberate and dynamic 
targeting methods. NATO, AJP-3.9 (2016), p. 2-2. For a discussion on the differences between deliberate and dynamic targeting, 
see chapter 5.
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(proposed) standards in the context of the autonomous weapons debates—the analysis 
provided in this section will go beyond these normative perspectives. The primary purpose 
here is to explain how military practitioners of all sorts actually make decisions by virtue 
of their role in the targeting process in contemporary military conduct and decision-
making. In so doing, I will give specific attention to the different procedures, methods 
and means through which the law is implemented or operationalized in contemporary 
military practice and through which control (whether political, legal and/or operational) 
may be exercised.

The aim of this section (and this chapter more broadly) is to illustrate—by way of non-
exhaustive, practical examples—the distributed nature of control and the implementation 
of the law in contemporary targeting practice. While I will also indicate ongoing 
developments in the field of intelligent and autonomous technologies whenever relevant 
in this context, I will not include in-depth discussions of the role of specific technologies 
(this will be dealt with in the concluding chapter). It may be important to understand that 
the following analysis is based on doctrine and contemporary practice observed through 
field research; it is not contended that the practices here are generalizable to all such 
military operations,96 nor do they necessarily represent legally binding standards, rules, 
and the like in respect of all such military operations.

6.3.1 Phase 0: Higher-level guidance

While operational and tactical-level decision-making will be the primary focus of this 
chapter, it may be relevant to understand what has occurred at the political-strategic level 
before the formal military planning is initiated in the first phase of the targeting cycle. 
There are different methods through which the political-strategic level exercises control 
over and ensures legal compliance of targeting decisions that are to be made during the 
targeting process at the operational and tactical levels. Within NATO, this process starts at 
the North Atlantic Council (NAC) consisting of permanent representatives of the member 
States; the NAC decides that military intervention is required by issuing a NAC Initiating 
Directive.97 When strategic-level assessments have been made, the NAC will provide 
the Military Committee (the senior military authority in NATO) with political guidance, 
overarching military objectives and a desired end-state for the campaign, including any 
constraints it wishes to impose. This guidance is the framework within which military 
operations can take place.

96 Also, it should be noted that the role of law and (command and) control studied in this chapter is contextual and may depend 
on numerous factors—including but not limited to the nature and type of the conflict and specific operation, a State’s obligations 
under international and domestic law, the structure of the respective State’s military or coalition, the training of legal advisers 
and other military personnel, the personal relationship between the commander (and staff) and the legal adviser, and the military 
culture.
97 A request for the development of an operational plan (OPLAN) will follow by SHAPE—prepared at the level of the JFC and adjusted 
and approved by the NAC—after which the NAC issues a NAC Executing Directive (NED) and the targeting process can commence.
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Thus, the targeting process does not start in a vacuum. Rather, military operations are 
governed by a number of interrelated documents that set the legal, political, and operational 
boundaries for the entire operation. This targeting guidance typically includes the rules of 
engagement (ROE), a list of approved target sets—as well as restricted targets and no-strike 
entities, time-sensitive targets,98 and the related target engagement authorities—and the 
Non-combatant Casualty Cutoff Value (NCV). These are three examples of how the political-
strategic level may maintain control over the lower levels (sometimes by retaining control 
at the higher levels or by delegating authority to lower levels under particular constraints) 
and through which the law may be—in part—translated into procedures and practice. The 
ROE, the target sets and the NCV will be discussed in more detail below.

First, ROE, as defined by NATO, are “[d]irectives to military forces (including individuals) 
that define the circumstances, conditions, degree and manner in which force, or actions 
which might be construed as provocative, may be applied.”99 They typically represent, or 
originate in, policy, diplomacy, operational interests and law; as a condition of lawfulness, 
ROE may not be more permissive than the applicable law allows.100 For our discussions 
about control and the implementation and operationalization of the law in the context of 
contemporary targeting practices that are to follow, ROE have a dual role. First, they are 
a means through which the political-strategic level exercises control over the use of force 
by military personnel in the conduct of operations.101 Once authorized, the commander 
who receives the ROE set then implements them down the chain of command, all the 
way to the lowest level of command, as considered appropriate by the commander.102 In 
this way, ROE may affect operations at all levels to which they are issued. Second, ROE 
may also be conceptualized as a type of distilling or translation of key legal aspects into 
operational directives that subsequently guide decisions about the use of force on the 
operational and tactical levels.103 It should be noted that ROE generally do not restate or 
incorporate the entire body of applicable law, neither are they a legal document as such. 
ROE might emphasize specific rules of applicable law that may be of particular relevance to 

98 A time sensitive target is a target that requires immediate response because it poses (or will soon pose) a danger to friendly 
forces or is a highly lucrative, fleeting target of opportunity. They are of such high priority that their effective engagement can make 
or break the campaign and the JFC is willing to divert assets away from other targets to find, fix, track, target, engage and assess 
it. NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 1-2; United States Joint Chiefs of Staff (2013), Joint Targeting JP 
3-60, p. ix. For more information, see chapter 5.
99 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. LEX-7.
100 Boddens Hosang 2017, pp. 29-30.
101 Although ROE are issued by the political level, they are typically drafted with the necessary input from the legal and operational 
units. Ibid., pp. 43-48.
102 Ibid., p. 55. As further illustrated by one lawyer, control over implemented ROE is usually done by retaining or delegating ROE 
to subordinate levels of command, also known as ROERAM: ROE Release Authority Matrix. Personal communication with military 
lawyer VI (18 March 2019).
103 According to Boddens Hosang, “the ROE for a given operation are derived from, and must be in conformity with, the legal basis 
or mandate for the operation. The interpretation of the mandate and its translation into clear and practical military instructions 
generally requires at least some form of legal analysis.” [Emphasis added] In the chapters that follow, Boddens Hosang explores—
amongst other aspects—the difficulties related to translating legal rules (e.g. regarding civilians directly participating in hostilities) 
into ROE. Boddens Hosang 2017, p. 37.
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a given operation, but ROE do not replace legal review.104 In short, ROE must comport with 
applicable law and may play a prominent role in determining under what circumstances the 
use of force is authorized and at what level authorization for those decisions are retained.

Second, target sets are typically part of the instructions issued at the political-strategic 
level. They can be found in the targeting annex (to the OPLAN), which, according to NATO 
doctrine, should be the focal point of all targeting matters for that specific operation.105 
The targeting annex demonstrates that the selection of targets is controlled top down. It 
describes those targets that may and may not be engaged,106 as well as the related target 
engagement authorities (TEA). The target sets contain the type of targets that the operational 
and tactical levels are allowed to prosecute. As such, issues related to distinction (between 
lawful military objectives and civilians and civilian objects) may be considered—albeit still 
at a relatively general level; one should think of these target sets as “a group of interrelated 
target categories within an actor’s system, such as transportation/lines of communication, 
electric power and adversary media.”107 While these target sets are still very broad requiring 
further development (primarily in phase 2 of the targeting process), the target sets would 
seem to already reflect what the political-strategic level considers to be targets that, when 
engaged, may offer a certain military advantage. According to some military lawyers, target 
sets are a reflection of the principle of military necessity (as the NAC provides the type of 
targets which they think are necessary to engage) and a first step in applying the principle 
of distinction.108

Third, the NCV is also part of the targeting annex. The NCV refers to the number of civilian 
casualties that a military operation may—in the view of the political authorities—sustain 
without seeking approval at the highest levels (senior military leadership or even political 
leadership), and is normally stated in the ROE. The NCV does not determine the accepted 
number of civilian casualties for a military operation. Neither does it reflect what is legally 
permissible under the proportionality principle. This can sometimes be confusing, even for 
military practitioners, who might interpret the NCV as the legally permissible amount of 
civilian casualties per each attack. For example, if the NCV is 10, an attack that is expected 
to cause less than 10 civilian casualties is not legally or politically permissible because the 
NCV is set at 10 civilians. Instead, the NCV merely provides the required level of approval 
for a particular attack. Thus, if the expected civilian harm is estimated to be higher than 10 
civilian casualties, the NCV directs decision makers to the predetermined target engagement 

104 Ibid., pp. 32-33.
105 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 3-3.
106 Engaged may mean either kinetically or non-kinetically. For example, political leadership may be a target set that can only 
be targeted non-kinetically. Target sets can even include civilian installations, but these may only be targeted if they qualify as 
legitimate military targets in accordance with the Law of Armed Conflict and relevant international law. Ibid., p. B-1.
107 Ibid., pp. 3-1.
108 Interview with senior military lawyer II (15 November 2018); Interview with military lawyer III (16 November 2018); Interview 
with military lawyer IV (16 November 2018).
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authority. Accordingly, the NCV is a method or procedure through which the higher levels 
may exercise control over military operations, specifically over the selection of targets with 
a particular level of expected civilian harm. Although the NCV does not reflect a view as to 
what may be considered legally permissible harm under the proportionality principles as 
such, it could be considered a procedure that advances the assignment of responsibility—
or at least allows for some form of retraceability of who was authorized, as a matter of 
procedure, to approve the attack.

These components of the targeting guidance (ROE, approved target sets, and NCV) 
demonstrate that the selection of targets and the mission objectives in general are controlled 
top down.109 Also, it provides the first examples of how legal rules and principles may be 
translated into procedures and practice at the political-strategic level. Eventually, these 
political-strategic instructions and guidance will be passed down the chain of command to 
the JFC who is responsible for the execution of the campaign.110 Then, the targeting process 
formally commences.

6.3.2 Phase 1: JFC objectives, guidance and intent

The impact of the political-strategic objectives and guidance will be experienced first in 
phase 1. The JFC must clearly identify—at the operational level—what to accomplish, under 
what circumstances and within which parameters while following the political-strategic 
objectives and taking into consideration any (legal or other) constraints imposed by the 
NAC and, if provided, the mandate.111 As explained under phase zero, the formulation of the 
military-operational objectives is controlled top down. Due to the fact that the JFC derives 
his military campaign objectives from the mandate and other political instructions of a given 
operation, some have argued that the political objectives should be unambiguously clear 
and well defined in order to facilitate the development of feasible military objectives.112 
Once the military campaign objectives are defined, the first activity of the joint targeting 
process—as described in NATO doctrine—would then be to take these objectives, guidance 
(including restrictions with regard to collateral damage) and intent and further translate 
them into a number of discrete operational tasks.113 This is an iterative process between 
the JFC and component commanders, which allows objectives, tasks and supporting target 

109 Roorda 2015, p. 155.
110 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. 2-1 – 2-2.
111 Ibid., pp. 2-2.
112 C. de Cock, ‘Targeting in Coalition Operations’, in Paul A.L. Ducheine, Michael N. Schmitt and Frans P.B. Osinga (eds.), Targeting: 
The Challenges of Modern Warfare (The Hague: T.M.C. Asser Press, 2016), p. 242; Group discussion with targeteers during the 
NATO JFAC Advanced Targeting Course (February 2017).
113 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. 2-2 - 2-3.
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nominations to be developed on every level (in air operations known as Strat-to-Task).114 
This translative layer is intended to ensure that each target can be traced back to clearly 
defined and attainable goals for military operations and, perhaps even more important, that 
everyone in the targeting process is aware of the objectives and guidance. But that is not 
always an easy task. As mentioned in U.S. Air Force targeting doctrine:

It is easy for those caught up in the daily battle rhythm to become too focused on 
tactical-level details, losing sight of objectives, desired effects, or other aspects of 
commander’s intent. When this happens, execution can devolve into blind target 
servicing, unguided by strategy, with little or no anticipation of enemy actions.115

Objectives and guidance are the cornerstone of the targeting process at each level.116 Each 
target that is subsequently developed is intended to contribute to achieving the military 
objectives formulated by the JFC in phase 1 in accordance with the applicable law and 
policy. As such, the commander’s objectives, guidance and intent could be considered a 
means—and its translation through the Strat-to-Task the related procedure—through 
which the JFC may exercise control over target selection and engagement in later stages 
of the cycle. In practice, however, the purported success (or failure) of a campaign is often 
communicated in terms of the number of sorties executed, DMPI/JPDI (aimpoints) struck, 
or targets engaged, and not in terms of the actual effects on the mission objectives.

All of the objectives and guidance should be in line with the applicable law (jus in bello, 
jus ad bellum, and IHRL), the ROE, and the mandate (if provided).117 Consideration of the 
law at the operational level begins with the identification of the commander’s objectives, 
guidance, and intent and, subsequently, may be carried out through the entire process 
until combat assessment.118 In other words, as will be set out in this chapter, the law, in 
particular targeting law, may be implemented in various ways in each phase of the targeting 
cycle. There are certain moments in the process, however, where the consideration and 
implementation of the relevant law may be more visible and might be considered to be 
especially critical to decision-making, for example, in phase 2 target development.

114 Strat-to-task is a hierarchy of objectives and tasks that provides a useful framework for developing a coherent plan for each 
phase of the operation. Control materializes through the Strat-to-Task procedure, which allows for control to be exercised from the 
highest level of command all the way to the lowest level where force is applied (or refrained from) on the battlefield. 705th Training 
Squadron (2017), Joint Operation Planning Process for Air (JOPPA) Handbook, p. 92.
115 United States Air Force (2019), Annex 3-60 TARGETING, p. 40.
116 According to NATO training they should be clear, concise, measurable and attainable driving the targeting process effectively; 
but they may turn out to be vague and uninformed, presenting challenges throughout the targeting process. Group discussion with 
targeteers during the NATO JFAC Advanced Targeting Course (February 2017).
117 Although the jus ad bellum and jus in bello should be strictly separated, it may be possible that the jus ad bellum influences 
whether objects and persons could not be lawfully targeted, even though they may constitute lawful military objectives under IHL/
LOAC. See Terry Gill, ‘Some Considerations Concerning the Role of the Ius ad Bellum in Targeting’, in Michael N. Schmitt Paul A.L. 
Ducheine, Frans P.B. Osinga (ed.), Targeting: The Challenges of Modern Warfare (The Hague: T.M.C. Asser Press, 2016), pp. 101-119.
118 Corn 2014, p. 434.
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6.3.3 Phase 2: Target development, validation, nomination and prioritization

As mentioned in phase 0, target selection is controlled top down as the NAC passes down 
(from the political-strategic level to the operational level) approved targets sets. The target 
lists that will be developed in phase 2 must—according to NATO doctrine—be based on 
these approved target sets (i.e. they must fall within one of these approved categories) 
and must reflect the strategic targeting guidance.119 If the JFC wishes to appoint targets 
from categories that are not included in the NAC approved target sets, doctrine describes 
the JFC has to seek this approval.120 Against that backdrop, phase 2 target development 
may begin.

In comparison to the other phases of the targeting cycle, phase 2—Target development, 
validation, nomination and prioritization—may be considered one of the most extensive 
phases, particularly in terms of time and resources,121 the involvement of different 
command levels, and the involvement of organizations and individuals that are experts 
in their respective areas (e.g. targeteers, intelligence analysts, planners, national 
agencies, weaponeers, legal advisors, political advisors, and commanders). As such, 
phase 2 covers a range of separate, but related activities that go into selecting and 
characterizing these targets, as well as building the database of knowledge about them. 
This phase consists of, roughly, five functions: (1) target analysis, (2) target vetting, 
(3) target validation, (4) target nomination, and (5) target prioritization. The following 
sections will be further divided in sub-sections discussing each function individually—
while keeping in mind that they are closely related and in practice not easily separable. 
These sub-sections are intended to guide you through this part of the targeting process 
and, primarily, to demonstrate the distributed nature of control (the division of labor) 
in this context.

Target analysis
During target analysis the most relevant targets—including their military advantage 
linked to strategic and operational objectives—are identified.122 Once the commander’s 
guidance is received, intelligence analysts and targeteers may begin the Target System 

119 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 3-2.
120 Ibid., p. 4-2.
121 It should be noted that, due to the fact that targets and the environment within which they are located are subject to changing 
conditions, and because military planners will never know everything there is to know about a target, target development should 
be understood as an ongoing process and not an isolated task within the process.
122 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 2-3.
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Analysis (TSA) process.123 U.S. doctrine describes TSA as a foundational process of target 
development as it enables additional, more detailed stages of target development; potential 
targets are derived from the TSA process.124 TSA conceptualizes targets and target sets as 
systems and aims to identify interdependencies, determine vulnerabilities between systems 
and discern exploitable weaknesses that, if disrupted or affected in a specific manner, may 
create effects that may achieve the commander’s objectives.125 It, thus, looks beyond the 
characteristics of a single target; a target’s importance is perceived as laying in its relationship 
to other targets within an operational system.126

For example, in operations to destroy or degrade enemy air defenses, targeteers may identify 
those specific targets that enable effective operations of the enemy air defenses, such as 
command, control and communications, surface-to-air missile sites or early warning and 
group control intercept radar sites that allow them to find a coalition aircraft.127 Destroying, 
degrading or neutralizing these capabilities may have a distinct military advantage in that 
those targets are an integral component of the enemy air defenses that pose a risk to 
coalition aircraft or, more generally, military operations.128 During target analysis, targeteers 
identify a target’s vulnerability and criticality, including its value (comparable to questions of 
military necessity and military advantage) in relation to the targeting strategy.129

In legal terminology, target analysis yields understanding of what capabilities of the 
target may make the most effective contribution to military action and what capabilities 
may offer the greatest military advantage when engaged. A key legal point here is that, 
in these early phases of target development, targeteers may already be contributing to 

123 TSA is a lengthy process that could take up many months and, hence, should begin well in advance of operations, preferably in 
peacetime. It could therefore be said that, strictly speaking, TSA is not part of the targeting process since the targeting process—
within NATO at least—does not commence unless the North Atlantic Council determines military intervention is required and 
issues its guidance and objectives. According to a Senior Defense Analyst at the Pentagon, this is way too late for a true NATO 
emergency like a surprise invasion of the Baltics or Poland; as a result, NATO will always be behind the power curve unless planning 
can be done earlier with approved clear draft objectives already developed well in advance for particular scenarios. It is, however, 
politically sensitive to conduct Target System Analysis on nations with which you are not currently in conflict. This puts certain 
restrictions on the possibility to conduct TSAs on a national, but mostly NATO level, practically impairing the preparation process 
from an Intelligence perspective. This could mean that at the start of an operation there would be no, or very few, prepared targets 
to strike. As a result, forces either run out of prepared targets within the first few days or weeks after the initiation of hostilities, 
or targeting turns into a game of whack-a-mole – due to a lack of prepared targets to strike, forces are primarily reacting to 
unanticipated events. Fortunately, there are ways to conduct TSA on an individual national level so that, once a NATO operation 
begins and the coalition commences the planning process, nations can provide/contribute their information to an integrated 
database, although often with strict limitations. United States Air Force (2019), Annex 3-60 TARGETING, pp. 60-61; Interview with 
senior Intelligence Operations Specialist in the USD(I) (18 May 2017); Group interview with NATO targeteers (22 February 2017). 
Besides the TSA process there also exists a Target Audience Analysis (TAA). TAA is defined as “[t]he systematic study of people to 
enhance understanding and identify accessibility, vulnerability, and susceptibility to behavioral and attitudinal influence activity.” S. 
Tatham and R. Le Page (2014) NATO Strategic Communication: More to be Done? National Defence Academy of Latvia, p. 10, http://
www.naa.mil.lv/~/media/NAA/AZPC/Publikacijas/DSPC%20PP%201%20-%20NATO%20StratCom.ashx.
124 United States Chairman of the Joint Chiefs of Staff (2011), CJCSI 3370.01 Target Development Standards p. B-10.
125 Ibid., p. 61.
126 Ibid., p. 11.
127 Luke A. Whittemore, ‘Proportionality Decision Making in Targeting - Heuristics, Cognitive Biases, and the Law’ (2015) 7 Harvard 
National Security Journal, pp. 577-636, p. 606.
128 Ibid.
129 Ibid.
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the implementation of certain legal considerations—such as the principles of distinction, 
necessity, and proportionality—including by identifying vulnerabilities and criticalities of 
targets and target systems and, moreover, by selecting only those targets that they consider 
would bring the greatest military advantage.130 In carrying out these tasks, targeteers 
typically do not formulate their conduct in legal terminology—nor do they necessarily 
undertake their conduct out of a particular sense of legal obligation binding on him or her 
as such—but their analysis most certainly implicates legal aspects and, at least, may be seen 
as a modality to implement or operationalize targeting law by way of operational conduct 
on a planning level.

Similarly, targeteers may consider issues that pertain to ‘collateral damage’131 as part 
of their analysis. As an example, consider conducting a TSA for an oil refinery (for an 
illustration of such a target system see figure 1).132 If you strike the wrong point, the effects 
may be devastating.133 For instance, kinetically attacking the pipelines, the gasoline plant 
or the natural gas wells might ignite a large fire, causing additional risks to the population 
and damaging the refinery beyond repair. An attack on such a high-risk, dual-use facility 
sparks numerous legal issues that may already be apparent in the early stages of target 
development.

Clearly, these complex TSAs may go beyond the knowledge of targeteers; in this 
particular scenario, it would likely require someone with extensive knowledge of the 
oil refinery, experts on non-lethal targeting (an expertise that is still relatively rare in
NATO), weaponeers and LEGADs. These experts may certainly be consulted in a later 
stage (at least during weaponeering-stages and the Joint Target Coordination Board), but 
legal advice might already be sought—and regularly is—in earlier stages. As mentioned 
previously, the planning level is where LEGADs may have a particularly prominent role to 
play in validating targets. This will be further discussed in the next sections. Regarding 
the role of targeteers in conducting target analysis, it may, at least, be concluded that 
they may be contributing to the implementation of and respect for targeting law by 
means of identifying vulnerabilities and criticalities of targets and target systems. This 
becomes more concrete in later stages of target development.

Finally, TSA is a lengthy process that typically requires analysis of large amounts of data. 
As a result, decision makers (in particular analysts) are increasingly aided by certain 
technologies, including those characterized as intelligent and/or autonomous. According

130 Ibid.
131 Collateral damage is not a legal term of art, but since it is regularly used in a wide variety of discussions (including debates that 
involve legal, diplomatic, and military audiences) it will also be used throughout this dissertation.
132 During the NATO targeting course—that is part of the field research conducted for this dissertation—all participants visited an 
oil refinery to discuss complexities of such structures from a targeting perspective.
133 Besides the high risk of collateral damage, the costs of striking it (in respect of rebuilding) may be extensive. An alternative 
manner could be to strike the oil refinery by non-lethal means.
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Figure 1: Example of petroleum, oils, and lubricants target system

and components from U.S. doctrine134

to Lieutenant General John “Jack” Shanahan, Director of the U.S. DoD Joint AI Center, TSA 
is almost impossible to perform with the limited number of targeteers that Western armed 
forces, particularly NATO, have now.135 According to Shanahan, States cannot bring NATO’s 
targeting capacity up to speed and solve the multiple challenges the organization faces 
today simply by throwing more people at the problem.136 However, integrating intelligent 

135 This may be even more problematic in a scenario in which NATO would be at war against a near-peer opponent. John Shanahan 
(7 February 2017) The Future of Targeting. Presented at the NATO ACO Targeting Conference, Strassbourg. At the time of this 
presentation, Shanahan was the Director of Project Maven.
136 Ibid.
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and autonomous technologies may speed up some parts of the process, processing large 
amounts of data so as to discern interrelationships and dependencies that human beings 
would fail to recognize, he argues.137 Some of these technologies—in particular those driven 
by machine learning—are already operational. Since these technologies are, typically, not 
considered to be weapons—let alone autonomous weapons—little attention has been 
given to these technologies up to date. However, technologies that determine what 
information decision makers need to understand the operational environment and those 
that flag and label potential targets may already influence many of the decisions made 
within the targeting process to a larger extend than some may appreciate. On the one 
hand, they may serve as tools to refine the targeting process, better understand a target’s 
vulnerabilities and risk of harm to civilian objects and civilians present in the target area. 
That way, these tools may serve as a means through which humans exercise control and 
ascertain legal compliance. On the other hand, these tools may also cause negative effects, 
such as the further distribution of human control in relation to non-human entities (e.g. 
intelligent and autonomous technologies) and issues related to the lack of transparency 
and explainability of certain technologies. This and other examples of intelligent and 
autonomous technologies used in the context of contemporary targeting will be further 
explored in the concluding chapter.

Target vetting
The second function of target development is target vetting. Target vetting entails an 
assessment of whether the intelligence that is used to develop the target is correct and 
whether the target performs the specified function for adversaries or other actors.138 
Consequently, for the intelligence to remain up-to-date it has to be continually updated and 
refined, making target development a continuous process rather than a confined task.139 
Although this may seem a relatively easy task—a mere ‘checking’ of the intelligence—the 
importance of this task must not be underestimated. As previously explained, target analysis 
may take a long time and may involve targeteers and intelligence staff working at various 
locations across the globe. It is, thus, important to sufficiently vet all the targets before they 
are nominated for attack. Not doing so could lead to violations of the law of armed conflict 
or, at least, inadvertent attacks. For example, on May 7th, 1999, the Chinese embassy in 
Belgrade was struck, killing three Chinese diplomats and wounding 27. NATO believed 
the building housed a Yugoslav military facility; however, the building actually housed the 
Chinese embassy. The CIA explained the misidentification as being the result of a series of 
errors, but primarily focused attention on the use of incorrect databases preventing proper 

137 Ibid.
138 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 2-3.
139 Target development begins in phase 2 after the receipt of the commander’s objectives and end state, but it should continue in 
the subsequent phases of the targeting process. This is sometimes illustrated by a circle within or surrounding the targeting process 
referred to as ‘ISR’. The focus on continual target development throughout these phases is meant to ensure that the most current 
and accurate target intelligence is part of the commander’s decision-making process. United States Chairman of the Joint Chiefs of 
Staff (2011), CJCSI 3370.01 Target Development Standards, p. B-6.
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target vetting.140 The location of the Yugoslav military facility in the database appeared to be 
wrong; an intelligence officer used an inappropriate navigation technique in combination 
with outdated maps.141 This flaw in the location process went undetected.142 While the 
bombing of the Chinese embassy was caused by a series of errors and not a single mistake 
by the intelligence officer who used the inappropriate navigation technique (demonstrating 
the distributed nature of such decisions), proper target vetting may potentially have 
prevented such misidentification. In a response to the bombing, the CIA explained that “[d]
ata base maintenance is one of the basic elements of our intelligence effort, but it is also 
one that has suffered in recent years as our workforce has been spread thin.”143 As a result, 
correcting actions—such as updates of the databases as well as strengthening internal 
mechanisms and procedures for selecting and validating targets—have been undertaken in 
a response to the bombing.144

This example shows—amongst other aspects, such as the division of labor inherent in target 
development—the importance of vetting targets and making sure intelligence is correct 
and up-to-date (for operational, political, and legal reasons).145 From a legal perspective, 
there were certainly questions about the lawfulness of the attack. Targeting law requires 
that those who plan or decide upon an attack shall “do everything feasible to verify that 
the objectives to be attacked are neither civilians nor civilian objects and are not subject 
to special protection but are military objectives”.146 The question here is whether those 
who planned and/or decided upon the attack made use of all the available information 
to make a good-faith assessment that the target would satisfy the principle of distinction.147 
What may be considered relevant is what the commander (or more broadly: those who 
plan and decide upon an attack) knew or should have known at the time of the attack, not 
in hindsight.148 Regardless of whether the attack violated the principle of distinction or the 
requirement to take precautionary measures (such an in-depth analysis goes beyond the 

140 Central Intelligence Agency (1999), DCI Statement on the Belgrade Chinese Embassy. https://www.cia.gov/news-information/
speeches-testimony/1999/dci_speech_072299.html.
141 Ibid.
142 Ibid.
143 Ibid.
144 Ibid.
145 Although it has been claimed by some that the attack on the Chinese embassy was intentional, U.S. and NATO continue to 
claim that the attack was a mistake. Some political repercussions were the fact that China broke off talks on human rights; a 
number of U.S. and NATO-allied countries’ embassies had to close due to violent protests; and president Clinton made a rare 
public apology. Some repercussions in the legal realm can be illustrated by claims that the attack violated China’s sovereignty 
and was a violation of the UN Charter. From a military operational perspective, repercussions were felt in relation to military co-
operation, for instance, with China denying American naval vessels access to Hong Kong. John Sweeney (October 16 1999) ‘NATO 
bombed Chinese deliberately’ news release The Guardian, https://www.theguardian.com/world/1999/oct/17/balkans ; Steven Lee 
Myers (April 17 2000) ‘Chinese Embassy Bombing: A Wide Net of Blame’ news release The New York Times, http://www.nytimes.
com/2000/04/17/world/chinese-embassy-bombing-a-wide-net-of-blame.html; CNN (May 9 1999) ‘Chinese in Belgrade, Beijing 
protest NATO embassy bombing’ news release http://www.cnn.com/WORLD/asiapcf/9905/09/china.protest.03/ ; BBC (June 15 
1999) ‘US to explain Chinese embassy attack’ news release http://news.bbc.co.uk/2/hi/americas/369677.stm.
146 Article 57 (2) (a) (i) Additional Protocol to the Geneva Conventions. The requirement to take precautionary measures is discussed 
in more detail in chapter 4.
147 Henderson 2009, p. 165; Sandoz, et al. (1987) Commentary on the Additional Protocols, pp. 683-684.
148 See also chapter 4 of this dissertation. Henderson 2009, p. 165.



CHAPTER 6200

scope and purpose of this argument), it could be concluded that proper target vetting might 
help limit the risks of inadvertent attacks through misidentification.

Finally, similar to target analysis, target vetting deals with large amounts of data and 
continuous processing and updating of large databases. As a result, this task has become 
another task within the targeting process (specifically within target development) that is 
increasingly dependent upon the use of intelligent and autonomous technologies. These 
technologies may support target vetting by means of identifying and characterizing objects 
and behavior in large amounts of data and vetting/updating them accordingly.149 Depending 
on the type of labels that are used to characterize and identify objects and behavior—
e.g. combatants, armed attack, and hostile intent—these tasks might also involve legal 
considerations. This will be further discussed in the concluding chapter.

Target validation
Following target vetting, the third function of target development is target validation. Target 
validation aims to ensure that the vetted targets are in line with the JFC’s objectives and 
desired effects and that they are in compliance with relevant international law and policy, as 
well as the accuracy and credibility of all-source analysis used to develop a target.150 During 
target validation, certain questions (that are also implicitly considered during target analysis 
and vetting) may be made explicit during target validation. For example, does the target 
meet the JFC’s objectives, guidance, and intent; is the target consistent with the ROE and 
LOAC; is the desired effect on the target consistent with the desired end state; is the target 
politically or culturally sensitive; what are the risks and likely consequences of collateral 
damage; what are the consequences of not attacking the target?151 These questions are 
multidisciplinary in nature and may require a broad range of expertise. Therefore, these 
questions are typically considered jointly in the Joint Targeting Coordination Board that 
consists of functional advisors (e.g. legal advisor, political advisor, info ops, electronic warfare, 
available as required), representatives of the different components (Land, Maritime, Air, 
Special Ops), national representatives and the chairman.152 The Joint Targeting Coordination 
Board is supported by the Joint Targeting Working Group that prepares targeting products 
that can be presented and proposed to the Board. The Board will then, in turn, develop a 
draft Joint Prioritized Target List (JPTL) that will be presented to the JFC.153 In particular in 
the multi-disciplinary context of the JTCB, there is a strong division of labor with different 
individuals influencing and controlling a part of the process.

149 These observations are, in part, based on a visit to the Algorithmic Warfare Cross-Functional Team at the U.S. DoD Intelligence 
branch at the Pentagon in May 2017 and January 2018, as well as a visit to the National Geo-Spatial Intelligence Agency to discuss 
Big Data and targeting issues in May 2017.
150 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. 2-3 – 2-4.
151 United States Air Force (2019), Annex 3-60 TARGETING, p. 62.
152 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 4-6.
153 Ibid., pp. 4-7 – 4-8.
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Both in the Board and the Working Group (at the joint and component levels), legal 
considerations are discussed, and, as a result, legal advisers often play an important role. 
Depending on the type of target, questions as to the lawfulness (or not) of the target may 
come to the fore, but considerations in relation to the civilian harm may also become 
apparent in this phase and are addressed accordingly. This process—that is most visible 
in the Joint Targeting Coordination Board—will be further discussed in phase 4 of the 
targeting process, because that is when the commander will typically be briefed on fully 
developed targets and may make a decision on whether to approve (or not) them for attack. 
Before targets enter this multi-disciplinary and multi-organizational Board, they need to be 
nominated.154

Target nomination
The fourth function of target development is target nomination. Once potential targets are 
validated, they may be nominated by components (Air, Land, Maritime and Special Ops) for 
approval via the Joint Coordination Process and they may be identified for inclusion and 
prioritization on the Joint Target List (JTL).155 The JTL is the master list from which all other 
lists will be produced; the Joint Prioritized Target List, Restricted Target List and No-Strike 
List are all subsets of the JTL. After target system analysis, certain specific elements (critical 
nodes) may be identified; these critical nodes might be nominated as targets. By doing so, it 
may become apparent that a particular node happens to reside in a restricted area and, as 
a result, that target may be placed on the restricted target list. A senior intelligence officer 
explains that, in practice, most of those restrictions would be controlled and communicated 
top-down from the overall objective, guidance and intent that is provided in phase 1, but—
during analysis of critical nodes during target nomination—planners may discover aspects 
that influence the lawfulness of a target as well.156 For instance, the target may reside in a 
restricted area or it may have particular characteristics that may lead to the target being 
placed on the No-Strike list.157 Consequently, planners may place these targets on the 
Restricted Target List or even the No-Strike list, instead of the JTL.

The above example provided by an intelligence officer does not only provide insights into 
the division of labor, but also illustrates how the law may be relevant in tasks conducted by 
planners. As laid down in article 57 (2) (a) (i) of AP I, those who plan or decide upon an attack 

154 Before moving to target nomination it is worthwhile mentioning that, during target validation, targets are also coordinated and 
de-conflicted with other operations that might present a conflict. Many agencies and activities are involved in this coordination 
in order to prevent friendly fire accidents, collateral damage, or propaganda leverage for the enemy. Coordinating operations, 
integrating joint fires and ensuring de-confliction is a complex process, especially in a coalition where national caveats, ROE, a 
low tolerance for collateral damage, political constraints and other legal issues are to be taken into consideration on a multi-
national level. Not to mention the challenges that arise out of the collaboration between and organization of numerous actors 
from different military branches and services and (in joint operations also) from different nations, resulting in a conglomeration of 
cultural, organizational, educational and linguistic differences. United States Air Force (2019), Annex 3-60 TARGETING, pp. 62-63.
155 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 2-4.
156 Interview with Director of Intelligence (1 December 2016).
157 Ibid.
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are to “do everything feasible to verify that the objectives to be attacked are neither civilians 
nor civilian objects and are not subject to special protection but are military objectives”. 
In contemporary practice, this is what planners consider during target nomination—
even though planners may not formulate their conduct in legal terminology, nor do they 
necessarily undertake their conduct out of a particular sense of legal obligation binding on 
him or her as such. Regardless, planners who develop targets inevitably come across legal 
considerations—e.g. lawfulness of the target (or not), risk of collateral damage—and make 
decisions on whether to further develop and nominate such targets to be included on a 
target list or to disregard them.

Furthermore, research has shown that, during target development for the invasion of 2003, 
U.S. intelligence analysts would resubmit a rejected target with a different label or under a 
new denomination if it were previously disqualified as a military objective.158 This example 
is not to suggest that these are somehow unethical or unlawful instances of professional 
conduct;159 instead, it aims to illustrate that intelligence analysts are aware of the workings 
of the law in the targeting process—at least to a certain extent. Ultimately, the significance 
of their decisions in light of the implementation of the law in contemporary military practice 
may be considered quite substantial. As explained by a senior military lawyer, the procedure 
(of target development, but also the targeting process more broadly) is driven by law to 
enable legal compliance by the military personnel conducting the process (e.g. analysts, 
targeteers, weaponeers) even without them having to worry about the law; thus, she says, 
they contribute to legal compliance by means of following the steps of the process.160 
Considering this, the control exercised by analysts, targeteers, and weaponeers over 
decisions about the use of force in the early stages of the targeting process may be quite 
significant. This, in turn, confirms the distributed nature of control and the implementation 
of the law in military conduct and decision-making.

According to NATO doctrine, the JTL provides all known targets within the NAC-approved 
target sets considered for engagement.161 That does not mean however that all targets on 
the JTL are already selected for engagement.162 They still need to be cleared in light of 
the ROE, NATO and national caveats and relevant international law. Against this backdrop, 
the principle of distinction may play an important role in that it prescribes that offensive 
action may only be directed against military objectives, requiring decision makers to make 

158 Dill 2015, p. 216.
159 While this might be unlawful conduct, it is important to note that the lawfulness of a ‘military objective’ has a situated element, 
because the definite military advantage must be determined at the circumstances ruling at the time. It also has a relative element 
as the military advantage must be assessed in relation to the tactical and strategic objectives (which can also be flexible). Stefan 
Oeter, ‘Methods and Means of Combat’, in Dieter Fleck (ed.), The Handbook of International Humanitarian Law (Oxford: Oxford 
University Press, 2013), pp. 115-231, p. 170.
160 Interview with senior military lawyer II (15 November 2018).
161 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 4-7.
162 Ibid.
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a distinction between them and civilian objects and civilians.163 Also, as mentioned above, 
issues pertaining to collateral damage may arise in the process (targets on the Restricted 
Target List could, for example, be located nearby a protected object). Although components 
will develop (or at least contribute to the development of) targets for the target nomination 
list, these may not yet be fully mature (or developed) since the component may not have 
the intelligence, surveillance and reconnaissance assets to be able to fully develop the 
target.164 Additional information may them be provided by other components, nations, or 
individuals. This shows, amongst other aspects, the distributed (and collaborative) nature 
of target development. Also, even in the situation that the targets are fully developed by 
the respective component, it is important to understand that these targets are forwarded 
to the JTCB for consideration and are, hence, not yet approved or cleared for lethal or non-
lethal engagement.

Target prioritization
Those final clearances take place during target prioritization of which the principal output is 
the Joint Prioritized Target List (JPTL). It should be noted, however, that, although doctrine 
describes target prioritization as being part of target development, the Joint Targeting 
Coordination Board considers fully developed targets that include proposed means of 
execution.165 That means that, in practice, the capabilities analysis of phase 3 that concerns 
issues pertaining to collateral damage and weaponeering solutions is to be conducted 
before the target can be considered in the Joint Targeting Coordination Board. Therefore, 
the process of reviewing targets in the Board can only be comprehensively discussed after 
taking into consideration the tasks conducted by weaponeers and targeteers in phase 
3. Nonetheless, since targeting doctrine points out that the JPTL is the output of target 
prioritization,166 the actual target list will be briefly considered in this part of the chapter. 
This demonstrates that the targeting cycle is a process that may not always be linear and 
typically requires constant feedback and reintegration into different phases.

Targeting doctrine and training describe targets on the JPTL as being legally scrutinized, risk-
assessed, and validated and prioritized in line with the JFC’s desired effects and guidance 
(collateral damage considerations included).167 The JPTL is meant to include the proposed 
means of prosecution, lethal or non-lethal, and the components responsible for engaging 
the targets, including recommendations covering intelligence collections, and additional 

163 Articles 48, 51, and 52 of Additional Protocol I to the Geneva Conventions. For a separate discussion on the principle of 
distinction see chapter 4.
164 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 4-7.
165 Ibid. See also United States Air Force (2019), Annex 3-60 TARGETING, p. 67.
166 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 4-7. See also United States Air Force (2019), Annex 3-60 
TARGETING, p. 67.
167 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 4-8. The NATO targeting course, based on this doctrine, teaches 
this same theory and operationalizes it throughout elements of the training.
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weapons restrictions relating to collateral damage estimation analysis.168 Therefore, 
targets that may be placed on the JPTL typically require the involvement of various staff 
to contribute to parts of this targeting product (distributed nature of target development).

6.3.4 Phase 3: Capabilities analysis

Once the actual list of targets that may be executed has been developed in a collaborative 
effort of—at least—intelligence analysts, targeteers, functional advisers (such as legal 
advisers and political advisers) and commanders, the next step is: what is the right asset to 
attack the target with?169 Capabilities analysis is described as the process of analyzing the 
prioritized targets and matching the most appropriate capabilities, lethal and non-lethal, 
to them in order to generate the desired physical or psychological effects.170 This phase 
has two elements that deserve further deliberation: weaponeering and collateral damage 
estimations.

Weaponeering and collateral damage estimations
Capabilities analyses are sometimes referred to as weaponeering. Weaponeering is 
described in doctrine as the process of determining the quantity of a specific type of lethal 
or non-lethal means required to generate the desired effect on a given target.171 What is 
the right asset (e.g. manned asset, remotely piloted asset, or standoff attack munitions) or 
weapon (e.g. Hellfire missiles, 2000-lb bombs, or non-lethal means) to engage this target 
with? Is there enough of that capability (i.e. what is their relative supply)? If not, is there 
perhaps another capability that may be substituted for it, that still generates the desired 
effects?172 These and other factors may help those who plan and decide upon an attack to 
select the specific weapon and delivery method to, at least, minimize the risk to civilians and 
civilian objects (where relevant) while still achieving the desired military effect, as required 
by the rule to take precautionary measures in article 57 (2)(a)(ii) AP I.

The weaponeering process is often, incorrectly, confounded with the Collateral Damage 
Estimation (CDE), which is also part of the capabilities analysis.173 Whereas weaponeering is 

168 Ibid., p. 4-7. This was also reflected in the NATO targeting course and the various exercises that I witnessed.
169 This does not need to be a lethal attack. The target may also be engaged with non-lethal means. Interview with Director of 
Intelligence (1 December 2016).
170 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 2-4. U.S. doctrine describes it similarly, namely: “This portion 
of the joint targeting process involves evaluating the full spectrum of available capabilities (including forces, sensors, and weapons 
systems) against desired effects to determine the appropriate options available to the commander. Inputs to this stage include 
lethal and nonlethal considerations: target characteristics, desired damage criteria or probability of damage (Pd) calculations, 
delivery parameters, effects timing and effect duration.” United States Air Force (2019), Annex 3-60 TARGETING, p. 11.
171 United States Air Force (2019), Annex 3-60 TARGETING, p. 69.
172 Interview with Director of Intelligence (1 December 2016). These questions were also discussed in the training for and execution 
of targeting exercises I observed and participated in.
173 Weaponeering and collateral damage estimations are not easily discernable; they are interdependent since, for example, 
weaponeering restrictions can be suggested in order to reduce the size of the collateral hazard area, thus reducing risk to collateral 
concerns. Such weaponeering (mitigation) techniques are considered as part of the CDE methodology.



THE TARGETING PROCESS 205

6

meant to focus on determining what weapon(s) and delivery method will create the desired 
effects on the targets, CDE is supposed to be an estimation of the collateral damage that 
may occur from using a weapon on a particular target.174 Collateral damage is estimated as 
part of the planning process in order to provide the commander with an estimation (not 
a certainty) of collateral damage to inform his or her decision—in particularly regarding 
the proportionality analysis—prior to target engagement.175 The United States has put 
considerable effort into the reduction of collateral damage through technology and 
methodology.176 In respect of technologies, automated tools like the Capability Analysis Tool 
(i.e. automated weaponeering system) that provides the standard automated methodology 
for estimating the employment effectiveness of most non-nuclear, kinetic weapons is such 
an example.177 Another example is “a modeling application specifically designed to estimate 
weapon effectiveness against hard and deeply buried targets […] and chemical, biological, 
or radiological plume hazard in support of collateral damage when targeting weapons of 
mass destruction (WMD) threats”.178 Furthermore, for estimating collateral damage, both 
the U.S. and NATO apply the guidance provided in the CJCSI 3160.01A CDE Methodology.179 
And, some States have mandated the use of the Digital Precision Strike Suite Collateral 
Damage Estimation (DCiDE) tool for collateral damage analysis of kinetic weapons.180 
Although targeteers and weaponeers are still required to feed information into the tool (e.g. 
type of building and munitions), this tool automatically conducts a physics-based modeling 
of, for instance, weapons and blast-effects. CDE, and the related methodology and software 
tool(s), have attained a prominent role in contemporary targeting practices.181

Procedures, products, and practice
Weaponeering and CDE are not legal requirements as such. Rather, they should be considered 
operational procedures. Nonetheless, it could be said that the processes themselves may 
contribute to or enable legal compliance, and the output or product of weaponeering 
and CDE—a recommendation of, at least, the quantity, type, mix, and fuzing of lethal 
and non-lethal weapons needed to achieve the desired effects while avoiding, or at least 
minimizing, the estimated and potentially unacceptable collateral damage—might be seen 

174 Collateral damage is “the unintentional or incidental physical damage to non-combatants, non-military objects or environment 
arising from engagement of a legitimate military target.” NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 1-9.
175 Thus, collateral damage issues may not only considered in phase 3, but also in phase 1 (commander’s objectives and guidance), 
phase 2 (target development), and phase 5 (mission planning and execution), and are therefore a good example of considerations 
that may play a role in different phases of the targeting cycle.
176 Larry Lewis (2013) Reducing and Mitigating Civilian Casualties: Enduring Lessons. Joint and Coalition Operaitonal Analysis, p. 10, 
https://info.publicintelligence.net/JCOA-ReducingCIVCAS.pdf; Whittemore 2015, p. 607; United States Joint Chiefs of Staff (2012), 
CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology.
177 United States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, p. B-3.
178 United States Air Force (2019), Annex 3-60 TARGETING, p. 26.
179 United States Joint Chiefs of Staff (2012), CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology.
180 United States Air Force (2019), Annex 3-60 TARGETING, p. 26; Joint Targeting School (2014), Collateral Damage Estimation 
Course Syllabus.
181 It may be important to note that even though weaponeering and CDE may be supported by technologies, they are specialized 
tasks that require trained staff with knowledge and expertise in policy, procedures, weapons mechanisms and effects, mitigation 
techniques, and legal implications. CDE courses are, for example, offered by the NATO Intelligence Fusion Center in Molesworth 
and at the NATO school in Oberammergau.
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as reflective of the requirement to take precautionary measures and may contribute to the 
proportionality analysis.182 While this section will focus, explicitly, on the manner in which 
targeting law is implemented in the procedures, products, and practice of weaponeering 
and CDE, it is important to keep in mind that the detailed discussions of these various tasks 
in the targeting process are also intended to demonstrate the distributed nature of control 
through an analysis of the division of labor as it exists within the targeting process.

As introduced in the above paragraph, weaponeering and CDE are operational procedures 
that may affect the implementation of the law in various ways. The following paragraphs 
will provide three practical examples demonstrating the relationship between the law and 
these operational procedures, products, and practices.

First, both the practice and procedures of weaponeering and the CDE may epitomize (or 
are reflective of) the requirement to take precautionary measures in the targeting process. 
More specifically, they could be considered apt examples of how a rule may be translated 
into operational requirements and, through procedural requirements, implemented in 
practice. The procedure (such as the CDE methodology supported by tools) guides the work 
of targeteers and may assist with, at least, minimizing risks to civilians and civilian objects 
while still helping to achieve the desired military effect. Compliance with the precautionary 
requirement may be, in part, contingent on the quality of the weaponeering and CDE process 
since this operational process may provide the commander with a range of options and, 
according to Corn, “facilitates consideration and implementation of civilian risk mitigation 
consistent with legitimate mission accomplishment requirements.”183 From an operational 
perspective, commanders gain no benefit from wasting effects and thus they may logically 
seek to maximize effects on the intended targets through weaponeering.184 As such, this 
aspect of the targeting process may also be a fitting example of how the legal compliance 
can sometimes be consistent with operational logic (see also section 6.2.2 on law(yers) in 
the context of ‘military effectiveness’).185

Second, even though weaponeers and targeteers typically do not formulate their conduct 
in legal terminology, the procedure and related methodology they apply does refer to the 

182 Whereas the precautionary principle focuses on, at least, minimizing collateral damage, the proportionality consideration may 
be considered the next step: determining whether the expected incidental loss of civilian life, injury to civilians, damage to civilian 
objects, or a combination thereof would be excessive in relation to the concrete and direct military advantage anticipated.
183 Corn 2014, p. 438.
184 In the process of doing so, this operational objective may also advance humanitarian objectives under the law applicable to 
targeting. Nonetheless, it may also be argued that, in some situations, precautionary measures are limited by considerations 
related to mission accomplishment as a commander need not always use the means or method that will produce the lowest 
anticipated collateral damage. For example, while use of precision-guided munitions might offer the most precise method of target 
engagement and therefore create the lowest level of risk of civilian harm, that option might not be feasible in the circumstances 
ruling at the time. In such situations, even if precision-guided munitions are available, the commander might lawfully select an 
alternate means of attack in order to preserve these munitions for a future mission. Ibid., pp. 436-438. This is discussed in more 
detail in chapter 4 of this dissertation.
185 Ibid., p. 436.
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applicable law. For example, a thumbnail version of article 57 (2)(a)(ii) of AP I —providing 
that those who plan (or decide upon) an attack shall take all feasible precautions in the 
choice of means and methods of attack in order to avoid, and in any event, minimize civilian 
harm—can be recognized in the CDE methodology (CDM):

The basis for defining a person, place, or thing as a No-Strike entity is derived 
primarily from the body of international law collectively known as LOW […] The 
LOW requires all military personnel to take reasonable precautions to ensure that 
only military objectives are targeted and to avoid targeting (i.e., attacking) civilian 
or noncombatant persons or objects.186

As such, targeting law  is implemented in part through the methodology that guides the CDE 
procedure. That is not to say that targeteers and weaponeers necessarily undertake their 
conduct out of a particular sense of legal obligation binding on him or her as such. Similar to 
analysts and targeteers who conduct target development, the procedures that guide these 
activities (in this case the CDE procedure) may, in part, be driven by law to ensure legal 
compliance by the military personnel conducting the process. At the very least, it could be 
argued that the analyses conducted by targeteers and weaponeers implicate legal aspects 
and may be seen as a type of procedure to implement or operationalize targeting law. As a 
result, targeteers and weaponeers may contribute to the ability of the military organization 
more broadly to ensure legal compliance; and they do so, in part, by following the steps of 
the process.187 While this is certainly not to say that following the CDE process is sufficient 
to comply with one’s legal obligations under targeting law, the nexus between targeting 
law and the operational process is unmistakable—both in doctrine (methodology) and 
procedure as well as in practice.

Third and final, the results or products of CDE and weaponeering may support or inform the 
proportionality analysis. According to Corn, “[this] process of ‘weaponeering’ is influenced 
substantially by the LOAC principle of proportionality.”188 However, I would argue that it may 
work both ways: the principle of proportionality may inform the process of weaponeering 
and CDE, and the process may inform the implementation of the principles (or the analysis 
that is required by the principle of proportionality).

On the one hand, the rule may inform the process, because there may be instances where 
the law drives the procedure. It could be argued—and some have—that the procedure 
itself is in place to ensure the law is implemented even, or especially, when the process 

186 United States Joint Chiefs of Staff (2012), CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology, p. C-1.
187 Interview with senior military lawyer II (15 November 2018).
188 Corn 2014, p. 438.
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is conducted by personnel other than legal staff.189 On the other hand, both the outcome 
of weaponeering and the CDE process may inform decisions about the precautions to be 
taken in and proportionality of a particular attack. As explained in chapter 4, in practice, the 
proportionality analysis requires two types of assessments—one quantitative (estimating 
the expected civilian harm) and one qualitative (balancing the values of the expected civilian 
harm with the military advantage while ensuring the former is not excessive in relation to 
the latter). In this context—where I refer to the CDE procedure informing decisions about 
proportionality—I refer to the quantitative assessment where an estimation of the expected 
collateral damage is made.190

Against this backdrop, it may also be important to note that the outcome of the CDE 
and weaponeering processes inform the proportionality assessment and should not be 
considered substitutes. Nonetheless, one lawyer has argued that the CDE may, in some 
circumstances, ‘replace’ the proportionality assessment at the lower levels.191 She explained 
that—where the NCV is zero and civilian casualties are expected (resulting in a CDE 5 
high)—there may be no need to assess the proportionality of that attack at that particular 
point in time. If the NCV is zero and there are civilian casualties expected to result from 
the attack, the NCV (determining who would be the target engagement authority in that 
situation) requires the target to be approved at the higher levels. As such, she concluded 
that the proportionality of the attack need not be assessed at that particular level, but 
has to be determined at the appropriate decision authority—typically located at the higher 
level—instead.192 Another lawyer strongly disagreed with this assessment, arguing that 
“proportionality must always be assessed” and the NCV should be considered only as a tool 
to identify the target engagement authority for that particular attack.193

Indeed, capabilities analyses are not meant to substitute the commander’s judgment in 
determining the lawfulness (or not) of the attack. Rather, these procedures may assist the 
commander (as well as other personnel) in the decision-making process because they may 
provide data about weapon’s effects. Since collateral damage estimations are intended to be 

189 Interview with senior military lawyer II (15 November 2018).
190 While some argue that CDE and weaponeering products merely relate to the requirement to take precautions in attack, I 
would argue that the outcome also informs decisions about proportionality (or not) of an attack. As explained in chapter 4, the 
proportionality analysis may be a highly contextual analysis, but it also includes a quantitative element. An important distinction 
should be made between the two types of assessments that the proportionality analysis requires. The first is a quantitative analysis 
of the expected collateral damage. The second is a qualitative analysis balancing the values of the expected incidental civilian 
harm with the military advantage anticipated. In referring to the CDE process informing the proportionality assessment, I refer to 
the quantitative part of the analysis (the expected collateral damage), and not to the second part of the analysis (the qualitative 
analysis balancing the values of the expected civilian harm with the military advantage anticipated). Personal communication with 
military lawyer VI (18 March 2019).
191 Interview with senior military lawyer II (15 November 2018).
192 This situation occurred during one of the targeting exercises. While the commander could not approve (or not) the target for 
attack owing to the fact that he was not the appropriate target engagement authority, issues pertaining collateral damage and 
proportionality were certainly part of the discussions held within the JTCB. Nevertheless, the decision as to whether the attack 
would be considered proportionate or not was not taken, but instead referred to higher authorities (those who were considered to 
have the authority to determine the lawfulness of attacks where civilian harm was expected). Ibid.
193 Personal communication with military lawyer VI (18 March 2019).
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repeatable and consistent across different services, branches, operations and even States, 
the methodology does not consider factors that are context-dependent. For example, the 
methodology “does not account for unknown transient civilian or noncombatant personnel 
and/or equipment in the vicinity of a target area”.194 That means, for instance, that traffic on 
nearby roads and pedestrians are not considered.195 This can be illustrated by the popular 
movie Eye in the Sky where a young girl is selling bread within the collateral hazard area 
of the proposed strike.196 The girl would not be part of the CDE product (she would be 
considered transient civilian personnel), but the commander knew from the information 
that was available to her at the time that it could be reasonably expected that harm or 
death would come to the girl if the strike were to be approved.197 Thus, the commander’s 
proportionality assessment takes into account additional factors to the CDE product (in this 
case, the girl selling bread) and, if no feasible precautions can be taken to avoid or minimize 
incidental injury or loss of civilian life, the commander must also determine whether the 
expected injury or loss of civilian life may be excessive in relation to the concrete and direct 
military advantage anticipated.198

Another limitation in the CDM concerns secondary explosions. For instance, when a weapons 
cache or fuel tank is targeted, CDM would not account for secondary explosions because 
those “cannot be consistently measured or predicted.”199 However, if the commander has 
information that a weapons cache is expected to be loaded with heavy munitions, he or she 
must remain cognizant of any additional risk caused by the secondary explosions. Secondary 
explosions and transient personnel are two out of the ten factors that are labeled as 
limitations/exclusions in the CDM. It is important to be aware of these limitations, because 
many of these contextual factors may have to be taken into account in the proportionality 

194 United States Joint Chiefs of Staff (2012), CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology, p. D-5.
195 This should not be confused with CDM considerations with regard to population density. When all mitigating factors have been 
applied and collateral damage is considered high (this is a level 5 CDE), the methodology refers to the CDE Level 5 Population 
Density Reference Table. This table provides a standardized format to assist in the development of demographic data specific 
to a region or country by providing day and night factors that are based on socialized cultural norms for daytime and nighttime 
functional activities. It also refers to episodic event factors that are based on standard maximum population densities per 1000 
square feet for particular events. Ibid., pp. D-A-32.
196 This is meant to serve as an example to illustrate the procedure. Againsts this backdrop, I will ignore that this example concerned 
U.S. military decision-making in, what could be said is, a law-enforcement context.
197 The CDM does consider population density based on demographic data. These are based on standard population densities per 
1000square meter. Since the girl was selling bread on the street, she is most likely not part of the CDE outcome. However, since she 
was selling bread in her neighborhood in an urban area, the CDM would, most likely, have included factors related to the population 
densities. Nonetheless, for the purposes of this example, these considerations are left for other debates. United States Joint Chiefs 
of Staff (2012), CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology, p. D-A-32.
198 More generally, the movie ‘Eye in the sky’ may also demonstrate the practice of escalating to higher command levels in case 
of a high risk of collateral damage. This may depend on several factors, including but not limited to political-strategic guidance, 
the non-combatant cut-off value and the Target Engagement Authority. Although it is impossible to generalize about what specific 
actions ought to be taken in circumstances where collateral damage is expected, it may be said that all those decisions are typically 
made within a framework that is shaped by legal, political and operational considerations and that may, consequently, be reflected 
in the command structure and decision-making process.
199 United States Joint Chiefs of Staff (2012), CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology, p. D-5.
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analysis.200 This further illustrates that the CDE should not be perceived as a procedure that 
can replace the proportionality assessment. It is important that this is clear for all personnel 
involved in the targeting process and, thus, not only for commanders and legal advisers, but 
also for targeteers, weaponeers and operators.201

6.3.5 Phase 4: Commander’s decision, force planning and assignment

During this phase the JFC may issue a final approval for the prioritized targets, after which 
tasking orders may be prepared and released to the executing components and forces.202 As 
explained in the section regarding target prioritization of phase 2, the target list that includes 
all approved targets is called the Joint Prioritized Target List (JPTL). The JPTL typically lists 
the approved targets with the proposed means of prosecution (lethal or non-lethal) and 
the components responsible for engaging the targets (including recommendations covering 
intelligence collection and additional weapons restrictions relating to issues pertaining 
collateral damage).203 In other words, these are considered fully developed targets that 
have been validated, vetted and prioritized (phase 2) and are also matched with the 
appropriate capabilities to achieve the desired effects while minimizing risks to civilians and 
civilian objects (phase 3). These targets have been prepared by the Joint Targeting Working 
Group and are, typically, reviewed multiple times by various different staff and different 
commands204—demonstrating, again, the distributed nature of targeting conduct. Only 
then, they are presented to the Joint Targeting Coordination Board for final review.

The Joint Targeting Coordination Board
According to doctrine, and confirmed by my own experiences in observing targeting exercises 
and attending courses, this board is typically comprised of the commander, representatives 
from the joint task force headquarters, all components of the joint force, functional 
advisors—such as the LEGAD—and, if required, national liaison officers (see figure 2 for 
a schematic representation of the division of labor in the JTCB).205 The JTCB is intended to 
bring together a broad range of expertise to discuss the results of the operational planning. 

200 Many of these limitations that are not part of the CDM may play a role in the proportionality analysis. For example, the 
CDM states that it is an inherent responsibility for commanders to employ due diligence to identify assemblies of civilian or 
non-combatant personnel and property in the target area. And with regard to secondary effects, the methodology stresses that 
commanders should remain cognizant of any additional risk due to secondary explosions. Nonetheless, some factors excluded in 
the CDM, may not be part of the proportionality assessment either. For example, with regard to weapon’s malfunctions or unknown 
delivery errors, commanders can assume the weapon will function as intended, unless there is a reason to expect otherwise. Ibid. 
201 Especially when confusion exists between the NCV, CDE and proportionality principle, this can lead to violations of the applicable 
law and related procedures for target engagement authority. For instance, when the NCV is 10 and the attack on the given target 
is expected to result in 5 civilian casualties (resulting in CDE 5 low rather than CDE 5 high, in the 2012 CDM), this does not mean 
that the attack is deemed proportionate; it merely means that authority to determine whether the attack is proportionate rests at 
higher levels. This may—as far as I have witnessed—create confusion amongst those involved in this respective part of the process 
who may think that an attack on a target with civilian casualties expected to be lower than the NCV is deemed proportionate.
202 United States Air Force (2019), Annex 3-60 TARGETING, p. xii.
203 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 4-8.
204 Luke A. Whittemore, ‘Proportionality Decision Making in Targeting: Heuristics, Cognitive Biases, and the Law.’ Thesis available in 
print at the Harvard Law Library, Harvard University, 2015, p. 9.
205 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 4-6.
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In this context, the JFC may make a decision as to what targets to approve, suspend (e.g. 
pending further intelligence collection), or disapprove, or he or she may decide to forward 
the decision to do so to the appropriate target engagement authority. For instance, where 
there is a high risk of collateral damage or the target may be particularly sensitive for other 
reasons, the decision authority may rest on the level of the JFC, but it may also be retained 
at the strategic level, or even political leadership.206 At the same time, the JFC may also 
delegate authority to approve targets to subordinate levels.207 These practices are reflected 
in the doctrine of centralized control and decentralized execution (also discussed in chapter 
5) and may become particularly tangible in the context of the JTCB.

Figure 2: Typical composition of the JTCB according to NATO doctrine208

206 As explained under phase zero, what level is considered the appropriate authority to make such decisions is communicated 
top-down and typically determined at the start of operations. Nonetheless, these target engagement authorities may be adjusted 
throughout operations.
207 The large number of targets may render this more effective and it may also provide a more appropriate level of experience and 
focus. For further explanation, see United States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, pp. xiv, III-3.
208 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. 4-6.
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The JTCB and the approval of the proposed targets is a critical step in the targeting 
process, not only because of the collaboration of a broad range of relevant actors and 
the implementation of the law, but also because it sets in motion target planning and 
execution at the command level (i.e. tactical level). As a result of the commander’s 
decision, targeting instructions may be provided to the tactical level (by the operational 
level), which means that the JFC assigns these targets to the different components for 
further planning and execution.209 Any relevant constraints—either strict or lenient—
that emerged during these four phases will be passed on to the assigned unit.210 For 
example, the operational level may determine that the attack on an industrial facility 
should be carried out at night owing to the expected presence of civilian workers during 
the day. This is intended to illustrate that—besides political-strategic control exercised 
over the lower levels (e.g. through target sets, NCV, and ROE)211—the operational 
level may also exercise control over the tactical level (e.g. through formulation of 
mission objectives, and the JPTL imposing further operational constraints). Although 
the execution is assigned to the components (decentralized execution), the desired 
objective of the campaign remains centrally controlled. This may even go as far as 
retaining the target engagement authority for specific targets at the highest levels. 
But before targets are approved and tasking orders are released to the executing 
components at the tactical level, the targets will be presented and discussed during a 
meeting of the JTCB.

The meeting
While the former section focused primarily on the division of labor, as it exists in the 
context of the JTCB, this section will study the content of these meetings with a specific 
focus on the implementation of targeting law. The JTCB typically begins, at least as 
observed within NATO operations, with an overview of the overall campaign status 
provided by the director of operations, including a short intelligence briefing by the 
head of the intelligence division and an assessment of what pre-planned operational 
objectives, effects and actions have thus far been accomplished.212 This is intended to 
set the scene for that day’s targets and how their engagement might help accomplishing 
the campaign’s objectives.213 Consequently, each target may be presented by the chief 
targeteer (or a similar representative) using a series of Microsoft PowerPoint slides that 
typically consists of three slides.

209 Ibid., pp. 2-4.
210 Roorda 2015, p. 159; Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The 
Need for Meaningful Human Control, Annexe II.
211 This is discussed in the section on phase 0 of this chapter.
212 Whittemore 2015, Thesis available in print at the Harvard Law Library, p. 12.
213 Ibid.
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At least in NATO training and practice,214 the first slide typically provides an overview 
of the target. For example, this slide may depict an industrial facility critical to the 
manufacture of enemy artillery munitions. The map will likely portray the different 
buildings on the facility, providing different functions to the manufacturing effort. In 
the briefing, it may be made clear what building(s) should be attacked to achieve the 
desired effects.215 For an example of such a representation, see figure 3 on the next 
page. While not shown on figure 3, in NATO practice, it is common to also outline 
potential nearby collateral concerns, such as a residential area, on the first slide.216

Figure 3: Illustrative example of a facility outline with critical elements217 

214 There is very little (publicly) available information that describes target folders. The information provided here is, therefore, 
primarily based on the author’s experiences gained from targeting exercises and the NATO targeting course of which the 
development, presentation and discussion of target folders were important elements.
215 Based on his experience practicing as a judge advocate in the U.S. Navy in U.S. and NATO assignments, Lieutenant Commander 
Whittemore explains that “[i]n this overview, the elements that make up the military advantage side of the proportionality balancing 
often appear or are briefed more prominently (e.g., importance of the target, effect on target from the strike, contribution to 
military objectives and the end state).” Whittemore 2015, p. 628.
216 In respect to issues pertaining to collateral damage, Whittemore explains that “[t]he collateral damage aspects may appear less 
prominently in this overview, perhaps only with the numerical CDE Level indicated. The graphical depiction of the target on the 
overview slide might indicate collateral concerns, but often those are left for later slides when CDE might be discussed in detail.” 
Whittemore 2015, p. 628.
217 United States Chairman of the Joint Chiefs of Staff (2016), CJCSI 3370.01B Target Development Standards. p. G-A-2, https://fas.
org/irp/doddir/dod/cjcsi3370_01.pdf. For another example, see Blasenheim 2019, p. 19.
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The second slide may contain the most detailed (written) information about the target. It 
may provide aspects such as a target description and characterization, the desired effects 
or outcome from striking (or otherwise engaging) the target, how effective engagement of 
the target contributes to the campaign (i.e. linking the target to specific objectives), critical 
elements, constraints etc.218

The third and final slide will then, typically, contain a weaponeering solution and a graphical 
depiction of the computer-modeled range of damaging effects that demonstrates where 
collateral concerns are located in relation to the weapon’s effects.219 Where incidental injury 
to or death of civilians is expected, the slide will show details on those expectations (e.g. 
during the day, night, or episodic circumstances).

This may be quite a list of elements, but the manner in which the target folders are structured 
and presented is, in part, intended to avoid overloading the commander with details that 
may unnecessarily complicate his or her decision. At the same time, this raises questions as 
to the determination of what information may be deemed necessary for the commander 
to know and when this simplification has become too simplistic. For instance, in light of the 
use of increasingly intelligent and autonomous technologies for target development, would 
it be considered necessary for the commander to know whether and to what extent such 
technologies played a role in developing the target folder? This and similar questions will be 
further discussed in the concluding chapter of this dissertation.

Where the commander requires additional information, he or she may consult the 
appropriate representative in the room (e.g. LEGAD, POLAD, chief targeteer, or national 
liaisons). Typically, the commander will turn to the functional advisors after the targets 
have been briefed by the targeteer. At this time, the commander may consult the LEGAD 
(amongst other functional advisers) and ask questions concerning legal aspects. For 
example, if there are doubts about the lawfulness of the target, the commander will typically 
address these questions during the JTCB. Also, the proportionality of the proposed attack 
will likely be discussed if collateral damage is expected, together with the requirement to 
take precautionary measures. There may, however, be situations in which the LEGAD will 
not be consulted. This may be caused by, for example, a bad relationship between the 
commander and the legal adviser,220 or because the legal adviser already vetted the legal 

218 For more information about the content or specific elements of these presentations, applicable framing, and the effect on the 
commander’s decision, see ibid.; Whittemore 2015, Thesis available in print at the Harvard Law Library.
219 Whittemore 2015, p. 628.
220 In my field research, legal advisers would sometimes explain the importance of a good relationship with the commander. One 
lawyer explains that it is important that the lawyer establishes a good relationship with the commander. This is never purely 
professional, he said. The relationship is also influenced by personal and cultural factors and may also be influenced by the lawyer’s 
operational experience, gender, rank and more. Interview with senior military lawyer I (16 August 2018).The importance of a good 
personal relationship and, more generally, the role of legal advisers in the context of the targeting process is discussed in more 
depth in section 6.2.
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concerns with the commander at an early stage—before the meeting takes place.221 While 
the role of the legal adviser is thus clearly situational, the discussions held in the context 
of the JTCB illustrate how targeting law may be operationalized in the targeting process, 
namely—at least—through the direct participation of the LEGAD in the JTCB.222 Although 
this is not the only moment that the LEGAD may provide legal advice to the commander 
or other military staff, it is certainly one of the most formalized moments (both in doctrine 
and practice).

As explained in the first part of this chapter, the implementation of the law in respect 
of military conduct and decision-making—in the context of the targeting process—is not 
limited to the LEGAD’s advice. In the context of the JTCB, one NATO lawyer explains that 
the target folders themselves—in respect of the development as well as the product—are 
‘driven’ or (as preferred by another lawyer)223 ‘impacted’ by law.224 From the perspective of 
some lawyers, the slides represent the typical sequence of applying IHL principles: military 
necessity, distinction, proportionality and precautions.225 To illustrate, questions of military 
necessity and distinction are said to be reflected in the first two slides where, at least, 
the target’s function is provided; the outline of the military objective is depicted, making 
a distinction as to the nearest collateral concerns—such as residential areas, civilian car 
parks, churches, or schools—; and a description is given explaining how the destruction or 
neutralization of the target may contribute to the campaign’s objectives. Military necessity 
and distinction are typically addressed first, because—if these two principles cannot be 
satisfied—there is no need to further continue developing a target. More specifically, if 
the object or person is not a lawful military objective, it may not be attacked and thus 
there is no need to continue deliberations about whether and how to target it. But if the 
first two requirements are satisfied, one may continue with the next step and consider 
the expected incidental civilian casualties and damage to civilian property in respect of 
the principle of proportionality and the requirement to take precautions in attack. These 
issues are addressed in the second slide—where the object’s military advantage as well 
as its characterization (e.g. is it dual use?) are considered— and the third slide—where 
a representation of the CDE that may inform the commander’s proportionality decision 
is provided. This sequence—that some lawyers refer to as being the ‘legal sequence’—is 
typically reflected in the target folders and related deliberations in the JTCB.226

221 A U.S. Judge Advocates explains the relevance of finding alternatives at the planning stage, rather than to raise a legal concern 
at formal meetings. “If I raised a serious legal concern for the first time at a meeting with the commander and staff, I’d get my head 
handed to me.” Dickinson 2010, p. 18.
222 For more information on how legal advisers are trained and how they combine legal and operational terminology, see Blasenheim 
2019, pp. 18-27.
223 Personal communication with military lawyer VI (18 March 2019).
224 Interview with senior military lawyer II (15 November 2018).
225 Ibid.; Whittemore 2015, Thesis available in print at the Harvard Law Library, pp. 54-55.
226 While this may be considered the ‘legal sequence’ this does not necessarily mean that these are also one-time obligations. On 
the contrary, as explained in this chapter, the rules applicable to targeting may be recurring throughout the targeting cycle.



CHAPTER 6216

6.3.6 Phase 5: Mission planning and execution

Assuming the commander approves and assigns the target(s) in phase 4 of the targeting 
process, tactical level activities related to the detailed planning and execution of those 
prioritized target(s) will occur at the component level.

Mission planning
Tactical-level planners will take similar steps as phase 1 to 4, but on a more detailed level. 
Similar to the operational level assessments, these tactical level assessments take into 
account operational and legal standards. Just as the commander and planners at the 
operational level are required to consider the rules and principles that apply to their 
tasks and decisions, the subordinate commands and the persons carrying out the strike 
are required to consider the relevant targeting law before and during the strike.227 This 
mission planning at the component level should not be underestimated; they are complex 
and elaborate processes in themselves that may take into account numerous factors. 
Assessments at this level may include: location, type, size and material of the target; 
weapon capabilities and effects; civilian patterns of life; time of attack (day or night); 
munition fragmentation patterns; secondary explosions; personnel safety; directions 
of attack; and battlespace deconfliction measures.228 As witnessed during targeting 
exercises, these assessments may include various details to ensure that—once the mission 
starts and aircraft take off—assets that were planned are in fact available and able to 
conduct the mission, that these assets are carrying the right munitions, and personnel 
are aware of all the mission details.229 Furthermore, they may include holding areas (to 
regroup), availability of tankers and sensors, collaboration and communication with other 
components (e.g. ground forces may be involved in positively identifying the target and/
or providing coordinates to the air component), contingency plans (what if a tanker is lost 
and you cannot service all the planned targets; what if the ground forces cannot provide 
the necessary coordinates?) and more.

Whenever relevant, decision makers may consider operational and legal standards during 
mission planning.230 Particularly relevant here is the requirement to take precautions in 
attack. This requirement is operationalized in a number of specific rules in article 57 of AP 

227 Whittemore 2015, p. 612.
228 Roorda 2015, p. 160.
229 The tactical-level mission briefing should not be confused with the operational-level briefing of the target folder to the JFC in the 
context of the JTCB. See chapter 5 of this dissertation for more information on the tactical-level mission briefing.
230 In this context, NATO doctrine explains that individual responsibility to comply with the applicable law rests at all levels. All 
reasonably feasible care must be taken at each stage of the targeting process. NATO (2016), AJP-3.9 Allied Joint Doctrine for 
Joint Targeting, p. 1-9; Roorda 2015, p. 183; Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous 
Weapon Systems: The Need for Meaningful Human Control., Annexe II
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I that are discussed in more detail in chapter 4.231 The requirement to take precautionary 
measures is particularly relevant in phase 5 of the targeting process. As explained by 
means of the first case study in chapter 5—the air interdiction case—those who carry 
out the attack may not always be in a position to carry out a strict interpretation of this 
requirement as they may not be able to see the target (owing to bad weather conditions 
and use of GPS munitions or because the target is to be engaged beyond visual range). This 
may make it difficult—and at times impossible—to check whether conditions regarding the 
status of the target or collateral damage have changed. This does not necessarily violate 
the requirement to take precautions in attack, as this rule requires the taking of only those 
precautions that are ‘feasible’ (see also chapter 4). As explained by Schmitt, there may be 
situations where air attack planners have access to processed information that requires an 
attack to be suspended or cancelled while the aircrew does not.232 Both are required to do 
whatever is feasible—practicable or practically possible—at their level and based on the 
information available at the time of the attack.233

It could thus be concluded that the requirement to take precautions in attack does not 
solely apply to the commander or the operator, but more generally to those who plan, 
approve, and execute an attack. Although the commander and operator may bear the 
legal responsibility for making the decision, many different individuals may contribute to 
this decision.234 For instance, analysts inform the commander’s decisions by interpreting 
and selecting the data on which the feasibility assessment is to be made; LEGADs provide 
information to the commander regarding the interpretation and application of the legal 
requirements; and operators who are tasked with applying the lethal force may also need 
to apply the requirement to take precautions prior to the strike to ensure conditions have 
not changed in a way that would require a change, suspension or cancellation of the 
attack. Agreement as to which individuals the requirement to take precautions applies 
appears to be lacking, but there seems to be broad agreement that, at least, commanders 
and others ‘with authority’ carry this obligation.235 Looking at the targeting process and the 
distribution of tasks therein, it could be said that—depending on the situation—different 
individuals may contribute to the satisfaction of this requirement, both during mission 
planning and the actual execution.

231 Widmar and Schmitt explain that “[a]ssuming a target qualifies as a military objective and the weapon used is lawful, an attacker 
(which in LOAC includes those who plan, approve and execute attacks), must nevertheless take ‘constant care… to spare the civilian 
population, civilians, and civilian objects’.” This general obligation is set out in a number of specific rules in article 57 of AP I. These 
specific rules are further discussed in this section.Schmitt and Widmar 2016, p. 137.
232 As the extent and nature of the verification requirement varies depending on the individual’s role, Schmitt argues that each 
individual is required to do whatever is feasible at their level. Schmitt 2012, pp. 260-261.
233 ICRC, ‘IHL Database Customary IHL: Rule 22. Principle of Precautions against the Effects of Attacks.’ https://ihl-databases.icrc.
org/customary-ihl/eng/docs/v1_rul_rule22#refFn_E202BFE1_00016; Joint Committee on Autonomous Weapon Systems (AIV/
CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful Human Control, p. 24.
234 For a discussion on legal responsibility frameworks, see chapter 4 of this dissertation.
235 See the discussion on the requirement to take precautionary measures in chapter 4 of this dissertation. Michael N. Schmitt, 
‘The Law of Targeting’, in Elizabeth Wilmshurst and Susan Breau (ed.), Perspectives on the ICRC Study on Customary International 
Humanitarian Law (New York: Cambridge University Press, 2007), pp. 131-168, p. 165.
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Mission execution
Once the mission planning has been completed, execution may commence. It should be 
noted that even deliberate (preplanned) targets are executed in a dynamic environment 
requiring personnel to respond to changing situations resulting from, for example, actions 
from the joint force, adversary, and other actors. As a result, the decision-making process 
that applies to dynamic targeting is also part of the deliberate targeting cycle, guiding the 
execution of pre-planned targets.236 This dynamic cycle is most commonly referred to as 
the F2T2EA process, which stands for Find-Fix-Track-Target-Engage-Assess.237 Considering 
that chapter 5 provided a detailed analysis of the various steps of the F2T2EA cycle and, 
moreover, illustrated how control over important targeting decisions is typically distributed 
across a range of actors that may be involved in prosecuting a target—including but not 
limited to ground forces, the Joint Terminal Attack Controller, pilots, and various staff 
located at the command centers—this section will focus primarily on the implementation 
of the law during mission execution.

Targeting law (and issued ROE) is applicable both to deliberate and dynamic targeting. 
Although, in dynamic targeting, there is typically less time to engage in complex legal 
discussions, this does not mean that the applicable law can be ignored. However, the actual 
implementation of the law may be dealt with somewhat differently. Besides the six steps 
(Find-Fix-Track-Target-Engage-Assess), those involved in the conduct of dynamic targeting, 
typically, also use a flow diagram that further guides their decision-making by providing the 
core elements that must be satisfied before an engagement can take place. These elements 
are: PID à ROE à CDE à RCH à TEA.238

Once a target is located, the first step in this flow diagram is to obtain a positive identification 
(PID). This will be followed by a consideration of the applicable ROE and questions related 
to the target’s characterization (dual-use, environmental issues, and CBRN concerns). A 
collateral damage estimation (CDE) will follow, as well as an analysis of the risk to own 
forces. Depending on the outcome, the authorization may be sought at the predetermined 
Target Engagement Authority (TEA)—high risk of civilian casualties and high risk to own 
forces typically raise the TEA to higher levels—and the Red Card Holder (RCH) of the nation 

236 See NATO doctrine to see how the dynamic targeting cycle is also implemented in phase 5 of the deliberate targeting cycle. NATO 
(2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. 2-4 – 2-6.
237 In the 2016 version of NATO targeting doctrine, another step was added to the F2T2EA process, namely exploit (Find-Fix-Track-
Target-Engage-Exploit-Assess). However, the vast majority of the consulted doctrine, literature, and military professionals that are 
consulted for this research referred to the original F2T2EA process. Even in recent exercises, practitioners continue to refer to the 
process without the additional ‘exploit’ step. As such, this book will make use of the F2T2EA process as was part of the earlier NATO 
targeting doctrines and continues to be relevant in today’s military practice. Ibid., pp. 2-5 – 2-6.
238 It should be noted that, in practice, the sequence of this process (PID – ROE – CDE – RCH – TEA) might vary depending on the 
circumstances. Like the deliberate process, the dynamic process is an iterative cycle that may not be clearly linear. For example, 
PID may be fulfilled at a later stage in case a second source of intelligence is needed for a formal PID, but not yet found. Targeteers 
may then—and in the exercises observed they, at times, would—continue the process by considering next steps, such as the ROE 
and CDE. Also, it is not uncommon for the TEA to pre-approve particular targets that are known to exist in the area, but not yet 
identified. This is intended to speed up the process once a target is located.
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that may be tasked with prosecuting the target. Once approved, the target may be attacked 
with lethal or non-lethal means—this may be a weapon system with autonomous functions, 
a manually or remote-controlled weapon, or any other appropriate and available weapon 
system.239 It may be important to understand—in particular in light of the distributed 
nature of control—that, even though a dynamic targeting cell may coordinate this process, 
different actors, services or components may be involved. For instance, in destroying an SA-
20 long-range surface to air missile system, the special operations component located in the 
vicinity of the SA-20 may be tasked with providing the required coordinates of the target; 
the air component may then be tasked with saturating the SA-20; while the land component 
may be expected to launch their weapons to destroy the target. This will likely result in 
a distribution of the different tasks of the dynamic cycle—with the special operations 
component responsible for PID, and the land and air components responsible for CDE, ROE, 
RCH and TEA for their own weapons use.240

To ensure that all military conduct (regardless of how distributed this may be) is in 
compliance with the applicable law, there are various ways in which the law is implemented 
in this process. One way may be through legal advice. Based on the exercises witnessed, 
legal advice may be requested in this process at different times and through various 
communicative measures. Legal advisers may be—and this was typically the case in the 
NATO exercises that I observed—on the Combat Operations floor to support the dynamic 
target cell, but they may also be included in the process via other means, such as chats. In 
his book ‘Command in Air War’, Lieutenant Colonel Kometer gives an example of a software 
program that may enable the coordination between various individuals involved in the 
prosecution of Time Sensitive Targets (which may be conducted via deliberate or dynamic 
targeting but are, at least, considered time sensitive). Kometer provides the below figure 
and explains that “through a mixture of chats and phone call prompts, the [Time-Critical 
Targeting] Cell focused on getting all coordination blocks green before proceeding to attack 
a target.”241

239 In contemporary practice, weapons with autonomous functions—such as the Patriot, the Brimstone, and certain cruise 
missiles—may be used to apply force on the battlefield. However, considering that the aim of this chapter is, in part, to provide 
some granularity as to what it means to exercise control in respect of military conduct and decision-making and how this may affect 
discussions pertaining the lawfulness (or not) of using autonomous weapons, I will not focus on the end result of this process (force 
application), but rather on the decisions that may lead up to that.
240 In my experience, each component typically has to conduct CDE for their own weapons as other components may not know their 
effects. However, there may be situations where the engaging component may not be in a position to conduct a formal CDE and has 
to rely on the available information provided by other components. The commander responsible for conducting the proportionality 
analysis will have to base his decision on the information that was available at the time of the attack. This information may be 
provided by other components.
241 Kometer 2007, p. 158. Retrieved from ‘Backes briefing’.
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Figure 4: ADOCS Joint TST Manager Coordination View242

Similar tools were available for the dynamic targeting cell that I observed during NATO 
exercises. These tools may be used, as described by Kometer, to ensure the required 
components (e.g. PID, CDE etc.) are “getting to green”, but—at least in my own experiences—
these tools may also be used to include the different components (special operations forces, 
land, maritime, and air component) as well as legal advisers located at various command 
centers in the decision-making process. While this may be a useful communicative tool to 
include a wide variety of actors in the decision-making process quickly, in my experience, a 
legal adviser would also be present on the combat operations floor to directly support the 
dynamic targeting cell as needed.

Besides legal advice, targeting law may also be implemented through the process and 
procedures. More specifically, the applicable rules may be reflected in the individual steps 
guiding dynamic targeting. For example, the operational requirement to acquire positive 
identification of the target (through one or more intelligence sources) may be considered 
an operational procedure (applied at the tactical level) that may enable the implementation 
of the principle of distinction in dynamic targeting.243 In a similar vein, acquiring and 
maintaining PID may be relevant for the implementation of the legal requirement (set out 
in Article 57 (2) (b) of AP I) to cancel or suspend an attack “if it becomes apparent that the 
objective is not a military one or is subject to special protection or that the attack may be 
expected to cause incidental loss of civilian life, injury to civilians, damage to civilian objects, 
or a combination thereof, which would be excessive in relation to the concrete and direct 

242 Ibid., p. 159.
243 Interview with military lawyer III (16 November 2018). While the procedure may be developed and issued by the operational 
level, the application as such typically occurs at the tactical levels. Considering this, it seems more appropriate to refer to it as being 
an ‘operational requirement’ rather than a tactical one.
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military advantage anticipated”. Without a PID, forces may be unable to determine whether 
the object or person is a lawful military objective. Hence, without a PID, the process cannot 
continue (or, more accurately, prosecution of the target cannot be approved). As explained 
by U.S. targeting doctrine, “[t]he PID decision is crucial to having a valid target.”244

That does not mean—and this is vital—that establishing PID is the same as complying with 
the principle of distinction as such. In some situations, depending on the ROE, a formal PID 
may be established through a single source of intelligence (such as signal intelligence), but 
that may not convey the object’s status as a lawful military objective. Signal intelligence 
may not be sufficient to apply the two-pronged test: whether the object to be attacked 
is by its nature, location, purpose or use contributing effectively to the military action of 
the enemy and whether its partial or total destruction, capture or neutralization offers—in 
the circumstances ruling at the time—a definite military advantage.245 Although PID is an 
important element in relation to the implementation of the principle of distinction, it is 
clear that the law and the procedure are not the same.

Another example of how the law—specifically the requirement to take precautionary 
measures and the proportionality principle—may be implemented in military conduct and 
decision-making is through the CDE procedure. The CDE procedure is discussed in detail 
in respect of phase three of the targeting process (the capabilities analysis). Against this 
backdrop, it should be noted, however, that in the context of deliberate targeting, time 
would typically allow for the complete CDE methodology to be applied, whereas, in dynamic 
targeting, the situation may require a collateral damage estimation to be conducted in 
minutes, sometimes merely allowing for a field CDE made by the pilot (and thus not with 
the software tool and the related methodology).246

Perhaps the most obvious translation of the law in the conduct of dynamic targeting is 
illustrated by the ROE step. As explained in phase 0, ROE may be considered a translative layer 
between the law (and policy) and operations. ROE generally do not restate or incorporate 
the entire body of applicable law, but they might emphasize and translate specific rules of 
applicable law that may be of particular relevance to a given operation.247

244 United States Air Force (2019), Annex 3-60 TARGETING, p. 44.
245 International Law Association Study Group on the Conduct of Hostilities in the 21st Century (2017), The Conduct of Hostilities 
and International Humanitarian Law: Challenges of 21st Century Warfare, pp. 327-328. For a further discussion regarding the two-
pronged test, see chapter 4 of this dissertation.
246 The U.S. CDE Methodology describes field CDE as follows: “Field CDE is typically used in dynamic targeting when there is a time-
constrained opportunity to engage a fleeting target. Field CDE differs from Formal CDE, which is conducted by certified/qualified 
CDE analyst […] Field CDE is typically conducted by JTACs, FOs, or by aircrew. Field CDE is a degraded mode of CDE, and creates 
the opportunity for increased risk. A Field collateral damage estimate will typically be a verbal call, and should be documented for 
future review/analysis. […] [C]ommanders should ensure Field CDE utilizes existing concepts and reference tables derived from the 
CDM, and that somebody in the Field CDE fires approval chain is a certified and qualified CDE analyst. Typically, CDE Level 4 analysis 
is not authorized for Field CDE.” As mentioned elsewhere, the CDM is also used in NATO contemporary practices. United States 
Joint Chiefs of Staff (2012), CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology, p. D-A-36.
247 Boddens Hosang 2017, pp. 32-33.
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Finally, the existence of a TEA may be particularly important from the perspective of legal 
compliance as well as control. The TEA is described in NATO targeting doctrine as follows:

Political and other considerations may require the JFC to retain target engagement 
authority. Wherever possible, target engagement authority is delegated to the 
lowest level possible. This allows component commanders the flexibility to execute 
targets within delegated collateral damage levels and rules of engagement.248

As such, the practice of having a TEA for each target allows for retaining control at particular 
levels (higher or lower) even when the actual execution is conducted at the unit level. At 
the same time, even when the decision authority rests at higher levels, it may be considered 
the responsibility of lower levels to be vigilant about changing conditions that may influence 
the lawfulness of the attack. In a similar vein, the RCH is required to give his or her approval 
(or not) in case a target may be serviced by one or more of their national assets (national 
caveats may apply). That way, the RCH can ensure that any attacks conducted with their 
assets are in compliance with that nation’s legal obligations and, in so doing, the RCH may 
exercise some level of control over the process.249

6.3.7 Phase 6: Combat assessment

The final phase seeks to evaluate the effectiveness and lawfulness of executed operations 
and it aims to guide future operations. Throughout military operations, the JFC may 
continually review combat assessments that are developed in phase 6.250 In this context, 
forces may conduct a Battle Damage Assessment—an analysis of what has been achieved 
by attacking the target—and measures of performance and effectiveness—answering 
questions such as: what did we do; did we do things right; and did we do the right 
things?251 If targeting would be no more than dropping munitions on targets, then a 
combat assessment would potentially entail little more than taking a closer look at the 
target to see if the munitions exploded on the correct coordinate—at least that is in regard 
to evaluating the physical damage against the target. However, the purpose of this and the 
previous chapter is, in part, to demonstrate that targeting is more than dropping bombs 
and creating kinetic effects.

Additionally, most of the time, effects are not easily observed. For example, consider an 
airplane destroyed as a direct effect of an attack on an airfield, as part of simultaneous 
attacks on all the assets of an adversary’s air defense system aiming to, over time, degrade 

248 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, p. A-4.
249 It should be noted that, if a RCH does not approve a target to be serviced with their assets, that does not necessarily mean that 
the target will not be attacked. Another State may be capable and allowed to prosecute that target. 
250 Whittemore 2015, p. 612.
251 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. 2-6 – 2-7.
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the legitimacy of the regime by portraying them as incapable of protecting the populace is 
no easy assessment.252 Although the munitions effect can be assessed relatively easy, the 
change of attitude is unlikely to be measurable until reflected in the target’s behavior,253 
but even then measurements of effectiveness are extremely difficult. For similar reasons, 
it may also be difficult to comprehensively assess the lawfulness (or not) of the operation. 
Collateral damage may not always be apparent, in particular in air campaigns and/or in 
A2/AD environments,254 and may require collaboration between services, commands, 
and nations, as well as the collection of other intelligence sources (e.g. ground-based or 
satellite imagery) in order to acquire the necessary information about the weapon’s effects 
on the target and its surroundings.255

While there may be practical difficulties involved in obtaining the relevant data, it is vital 
that this information is collected and combat assessments are conducted as their results 
will influence or even drive subsequent decisions about what targets to strike and how they 
will be struck. This relationship between action-reaction may be illustrated at the tactical 
level by a re-attack recommendation. A re-attack may be recommended if the degree of 
success in achieving the objectives and desired effects is not considered sufficient after 
the first attack(s). Such a re-attack may be recommended for immediate execution, or it 
may be scheduled for engagement at a later time. The combat assessment may also have 
operational or even strategic consequences. At the operational level, the commander’s 
future decisions may be influenced when, for example, the result of a strike diverged 
significantly from what was presented as the CDE. This potential mismatch between 
the collateral damage estimation and the actual collateral damage may influence the 
commander’s views on (and trust in) future collateral damage estimates. At the strategic 
level, having accurate information about collateral damage may be relevant to counter 
enemy propaganda on civilian casualties.256 Combat assessments are relevant for future 
decisions on all command levels and might significantly influence the course of operations. 
Not having the information may greatly impair decision-making, as the results of these 
assessments should feed back into phase 1 where goals and tasks are to be adjusted 
accordingly and the targeting cycle is undertaken again.

252 United States JFC Joint Warfighting Center (2004), Commander’s Handbook for Joint Battle Damage Assesment. http://www.
dtic.mil/doctrine/doctrine/jwfc/hbk_jbda.pdf.
253 Ibid.
254 A2/AD or Anti Access Area Denial is a term often used in reference to a potential conflict with a near-peer threat, such as 
between the U.S. and Russia or China. A2/AD capabilities contribute to denial of military forces to a region in order to hinder 
military operations to be conducted freely. A2/AD assets are, for example, anti-air defense missile systems in combination with 
early warning systems and high-tech electronic warfare equipment.
255 NATO (2016), AJP-3.9 Allied Joint Doctrine for Joint Targeting, pp. 2-6 – 2-7. See also Lewis (2014) Drone Strikes in Pakistan: 
Reasons to Assess Civilian Casualties, p. 17.
256 Similarly, in his research on drone strikes in Pakistan, Lewis writes that battle damage assessments would allow the U.S. to 
accurately identify and estimate civilian casualties. If the U.S. would, as a result, provide amends to civilian harm it caused, this may 
weaken the adversaries’ cause in discreting and tarnishing the U.S. reputation. Lewis (2014) Drone Strikes in Pakistan: Reasons to 
Assess Civilian Casualties, p. 36.
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6.4 Conclusion

In conclusion, by comprehensively assessing the various ways through which humans 
may exercise control and implement the law in the context of the targeting process, the 
distributed nature of these practices become tangible. When asking how targeting law is 
implemented in military conduct and decision-making, many scholars turn either to the 
set of rules (as explained in chapter 4) or to the role of the legal advisers in order to find 
answers. By providing advice, lawyers indeed operationalize the law. In that process, they 
may attempt to balance legal and operational considerations in different ways; they may 
be expected to consider ethical and policy considerations besides the legal ones; they may 
translate the law into operational language; they may consider them(selves) as enablers, yet 
others may perceive them(selves) as a hindrance to mission accomplishment. The military-
operational, yet also legal, contexts within which these legal advisers operate and interact 
with other military staff are important for our understanding of how law is operationalized 
and control may be exercised. However, it only provides part of the picture. The second 
part of this chapter, therefore, provided a comprehensive analysis of the targeting cycle, 
considering (1) what primary tasks are conducted and by whom (to flesh out the distributed 
nature of human control), and (2) how law, specifically targeting law, is operationalized 
(implemented in practice) in those phases.

First, contrary to the idea of military decision-making as an individualistic process (e.g. 
a soldier identifying an enemy fighter and pulling the trigger or a fighter pilot dropping 
a bomb on a military facility), the comprehensive analysis of the division of labor in the 
targeting process demonstrates the distributed nature of control (beyond the stage of 
mission execution assessed in chapter 5). The fact that commanders and legal advisers, 
but also planners, analysts, targeteers, weaponeers and operators contribute to decisions 
about the use of force—in one way or another—in different phases of the targeting 
cycle demonstrates that, typically, a mission does not succeed (or fail) with the decision 
made or control exercised by one person, such as the operator’s final decision to strike. 
Comprehensive analysis of the targeting process shows that control may be exercised by and 
distributed across different individuals, but also that it may be distributed across different 
command levels—through political-strategic targeting guidance issued to the operational 
and tactical levels and through tactical-level constraints issued by the operational planning 
level. Also, control may be distributed across various services. The example of an attack on 
a SA-20 long-range surface to air missile system executed in a collaborative effort by the 
special operations, land, and air components illustrates this.

Second, comprehensive analysis of military conduct and decision-making in the targeting 
cycle demonstrates the need to go beyond a traditional discussion of the rules (see chapter 
4) and the role of legal advisers. In this context, targeting law may be implemented in various 
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ways, namely, through the decisions of a broad range of personnel, the applicable procedures 
and other operational requirements, the methods, as well as the (technical) means that 
guide, or otherwise play a role in, the decision-making process. In some cases, the manner 
in which the law is operationalized is relatively clear—such as when a LEGAD provides legal 
advice to a commander. However, in many other situations, the manner in which the law is 
implemented in practice may be less apparent. For instance, a rule may be translated into 
operational requirements and, by means of a procedure be implemented in practice. This 
may be illustrated by the CDE methodology that guides the work of targeteers and may assist 
with, at least, minimizing risks to civilians and civilian objects while still helping to achieve 
the desired military effect. Compliance with the precautionary requirement may be, in part, 
contingent on the quality of the CDE process. Nonetheless, this form of implementation 
of the law may be less apparent since, in carrying out these tasks, targeteers typically do 
not formulate their conduct in legal terminology—nor do they necessarily undertake their 
conduct out of a particular sense of legal obligation binding on him or her as such—but their 
analysis most certainly implicates legal aspects and, at least, may be seen as a modality to 
implement or operationalize targeting law by way of operational conduct on a planning level.

This is one of several examples discussed in this chapter. Other examples of how the law may 
be implemented in military conduct and decision-making are provided in relation to target 
analysis during which planners may be contributing to the implementation of certain legal 
considerations—such as the principles of distinction and proportionality—in very early stages 
of target development, including, by identifying vulnerabilities and criticalities of targets and 
target systems and, moreover, by selecting only those targets that they consider would bring 
the greatest military advantage. In a similar vein, the operational requirement to acquire a PID 
of a target in dynamic targeting practices may be considered an operational procedure (applied 
at the tactical level) that may enable the implementation of the principle of distinction.

To conclude, the organizational perspective adopted in this chapter allows for a detailed 
assessment of the various ways in which targeting law may be implemented and control 
may be exercised in the military organization. It encourages perceiving targeting law as 
an obligation for States to organize their military in a way that enables legal compliance, 
recognizing the various ways in which the law may be implemented in practice. At the 
same time, this organizational perspective may be a particularly insightful analytical 
and explanatory framework for normative discussions about human control. It may 
provide a solid basis, grounded in operational practice, demonstrating the need to assess 
conceptualizations of human control as being part of an organization within which it may 
be influenced by a wide variety of (f)actors—human and technological—both positively 
and negatively. Understanding these contemporary practices will, hopefully, allow for 
better legal compliance across the operational spectrum—even, or particularly, with the 
introduction of increasingly intelligent and autonomous technologies.
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7.1 The ‘invisible’ influence of military AI

In this dissertation, I have shown the need to recast debates about the lawfulness (or not) 
of autonomous weapons. Ongoing discussions determining the law and the type of human 
control in relation to autonomous weapons only take us so far in identifying the challenges 
(and opportunities) raised by intelligent and autonomous technologies in targeting practices. 
The traditional way of discussing the set of rules applicable to autonomous weapons fails to 
consider the practical context within which these rules are operationalized (i.e. translated 
into concrete actions). Similarly, studying the relationship between operators and machines 
during mission execution fails to consider the broader practical context within which human 
control is distributed across various (f)actors. In a sense, this dissertation is intended to 
change these narratives.

By means of providing real-world examples of the distributed nature of military conduct and 
decision-making, I have demonstrated the importance of comprehensively assessing the 
implementation of the law and human control in the context of the targeting process. More 
specifically, the analysis of the targeting process establishes that, in practice, the human 
role in ensuring legal compliance cannot be adequately captured by studying a singular 
action of applying (or failing to apply) the law (e.g. in the context of force application or 
the ‘trigger pull’). Therefore, in this dissertation, I have attempted to re-describe targeting 
law (not merely consisting of a set of rules) as a body of law that may be implemented or 
operationalized by various people—through a broad range of means, methods, procedures, 
and decisions—aided by various technologies and affected by organizational components. 
It is by paying attention to the military context described—in part—in this dissertation that 
we may begin to understand how human, technological and organizational components 
affect the implementation of the law in contemporary targeting practice.

From that perspective, it may—on the one hand—be argued that intelligent and 
autonomous technologies improve military decision-making in the context of targeting in 
various ways. On the other hand, the increased integration of these technologies in military 
processes may also create risks and challenges in respect of human control in ensuring 
legal compliance. It may be concluded from this dissertation that these challenges are not 
solely—or even primarily—the result of the development and use of autonomous weapons. 
Decisions about the use of force are made throughout the targeting process. Against that 
backdrop, intelligent and autonomous technologies that determine what information 
decision makers need to understand the operational environment, that calculate weapons 
effects, predict and recommend courses of action, and flag and label potential targets may 
already influence many of these decisions made within the targeting process to a larger 
extend than some may appreciate. Especially when these technologies are integrated in the 
early stages of the targeting process, they will, almost inevitably, shape a lot of the decisions 
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about the use of force that are made in the later phases of the cycle. While chiefly intended 
to support and improve human decision-making, the question arises to what extent these 
technologies are ‘supporting’ and to what extent they are effectively driving the decision-
making process in a way that humans may no longer be effectively determining when, how, 
and against what targets to use force.

Nevertheless, the purpose of this dissertation is not to determine whether human control—
as it is exercised in contemporary targeting practices—can or cannot be considered 
‘meaningful’. The primary argument is as follows: to comprehensively assess the relation 
between intelligent and autonomous technologies and the human role in ensuring legal 
compliance, it is important assess these factors in the context within which they collaborate 
and exert influence. In this context, the redistribution of existing tasks and the creation of 
new ones caused by the integration of new technologies in the targeting process may result 
in reconfigurations of the human role. The organizational perspective—studying human 
control and legal compliance in the context of the targeting process—provides a particularly 
useful analytical and explanatory framework within which these transformations can be 
comprehensively assessed.

By moving away from a technology-centric idea of ‘autonomous weapons’ as an isolated 
object of analysis and, instead, examine the relationship between humans and technologies 
in the context within which they may collaborate, new questions may arise. In this concluding 
chapter, I will illustrate—by means of non-exhaustive, illustrative examples—what ensuing 
questions may arise when we apply this framework and, as such, a broader range of 
technologies than simply autonomous weapons are considered. This includes the type of 
technologies that may produce foundational or actionable intelligence, recommendations 
about target selection, and about where to deploy resources, on the basis of which humans 
then make decisions. I argue that the risks, as well as the benefits, of using AI for targeting 
does not—at least primarily—lie in them being able to apply force, but rather in their 
integration across the entire targeting process and, mostly, in the moments before force is 
applied. The key questions addressed in this dissertation are thus not primarily concerned 
with autonomous force application by weapons. Rather, I argue that we should ask ourselves: 
even if the final decision to use force against a target rests with human decision makers, 
what factors do we need to consider to ensure that human involvement in contemporary 
targeting practices is ‘meaningful’?1 This question becomes particularly prevalent in light 
of ongoing military AI initiatives that contribute to military conduct and decision-making 
in less visible, but no less important, ways. As explained by Kelly, these technologies may 
look “more like Amazon Web Services—cheap, reliable, industrial-grade digital smartness 
running behind everything, and almost invisible except when it blinks off.”2 When integrated 

1 Deeks, et al. 2019, Forthcoming, p. 24.
2 Kelly (2014) ‘The three breakthroughs that have finally unleashed AI on the World’.
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in the targeting process, they seem to increasingly influence military decision-making in a 
wide range of contexts, from intelligence to target planning and force application.

7.1.1 Artificial Intelligence for Intelligence

While the most heated discussions pertain to autonomous weapons, many military AI 
initiatives do not concern weapons. Intelligent and autonomous technologies seem to be 
particularly valuable, at least from a military perspective, for dealing with increasingly large 
amounts of data in the intelligence domain, and for accessing that data—sometimes in near-
real time—by commanders and their staff in order to gain an improved understanding of the 
operational environment. A study by Harvard’s Kennedy center explains that the intelligence 
agencies of the United States collect more raw intelligence data each day than their entire 
workforce could effectively analyze in their combined lifetimes.3 This data creates both 
opportunities and challenges: there may be more data to analyze and inform decisions, 
but finding the needle in so much hay is tougher.4 Moreover, while these technologies are 
typically not considered weapons—nor are they authorized to select targets without any 
human intervention—the question arises how the intelligence branches, and the military 
more broadly, should be dealing with their integration considering that targeting decisions 
may be increasingly informed, supported, or even driven by AI.

In particularly machine learning may enable forces to make sense of vast amounts of 
data at speed and to draw insights from data that would otherwise not be feasible for 
human analysts.5 According to a NATO article, large data streams of information increase a 
decision maker’s workload resulting in ‘information clutter’ that endangers the situational 
awareness and quality of human decision-making.6 Therefore, the authors argue that “the 
need for decision support systems that fuse, process, and interpret information is evident.”7 
Against this backdrop, the advantages that seem to flow from machine learning have led to 
a number of military initiatives developing and deploying military AI. One such initiative is 
the Algorithmic Warfare Cross-Functional Team, also known as Project Maven.8 The purpose 

3 Greg Allan and Taniel Chan (2017) Artificial Intelligence and National Security. Belfer Center Study, p. 27, https://www.belfercenter.
org/sites/default/files/files/publication/AI%20NatSec%20-%20final.pdf; Pedro Domingos, The master algorithm: how the quest for 
the ultimate learning machine will re-make our world (London: Penguin Books, 2015), p. 19.
4 Allan and Chan (2017) Artificial Intelligence and National Security, p. 27.
5 Deeks, et al. 2019, Forthcoming, p. 1.
6 Adelbert Bronkhorst and Karel van den Bosch, ‘Human-AI Cooperation to Benefit Military Decision Making’ (2018) NATO STO-MP-
IST-160, pp. S3-1 - 1 - S3-1 - 13, pp. S3-1 - 1.
7 Ibid.
8 A similar project is pursued by TNO, the Netherlands Organisation for applied scientific research. Within ‘onderzoeksprogramma 
V1508’, TNO works on the automated detection of objects and events in full motion video recoreded from the air. Within that 
context, TNO also applies AI techniques such as deep learning. Pieter Elands, ‘Autonome en Onbemande Systemen’ (2018) 04 
TNO Nieuwsbrief p. 3. Furthermore, even though Maven is a U.S. initiative, there is certainly interest in the initiative amongst 
NATO Member States. During a NATO targeting conference, Shanahan urges Member States to recognize that current targeting 
enterprises within NATO, as well as individual Member States, are not prepared to handle the demands of future conflicts, beyond 
perhaps a counterterrorism or contingency operation that is limited in both scope and scale. The solution is not—according to 
Shanahan—to throw more people at the problem; rather, solutions for NATO too should be sought in the field of AI. Shanahan 
(2017) The Future of Targeting.
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of Project Maven is to help reduce the burden on analysts who are dealing with increasingly 
large amounts of data, including millions of hours of video.9 By means of integrating machine 
learning and deep learning to autonomously extract objects of interest from moving or 
still imagery,10 Pentagon leaders are hoping that analysts will have more time to augment 
actionable intelligence to enhance decision-making—rather than having them do mundane 
administrative tasks associated with staring at Full Motion Video.11 During my visit to Project 
Maven in May 2017 (and a second visit to the Project’s Director Lt Gen Shanahan in 2018)12, 
it was explained to me that, before Maven, hundreds of analysts would view each video 
as it comes in, but they were only able to process a relatively small amount of footage—
approximately 10 to 15 percent of the total amount coming in.13 Maven is intended to assist 
these analysts by detecting, identifying, labeling, alerting and tracking relevant objects, 
persons, activities, scenes, and patterns in large amounts of data.14 In so doing, the Pentagon 
is using machine learning to automate the Processing, Exploitation, and Dissemination (PED) 
capabilities. PED provides “raw collected data […] converted into forms that can be readily used 
by commanders, decision makers at all levels, intelligence analysts and other consumer.”15 As 
such, machine learning is used to extract relevant information from vast amounts of data 
that may, in turn, be used by commanders and staff to increase their understanding of the 
operational environment, but also to select targets.16 In so doing, the type of information (e.g. 
labeled data) provided by Maven may be used throughout the targeting process, but may be 
most useful, as well as potentially problematic, during the early stages of target development.

According to Shanahan, data labeling is only a first step that is necessary to demonstrate the 
utility of AI for targeting.17 One of the next steps may lie in the realm of target system analysis 

9 Cheryl Pellerin (21 July 2017) ‘Project Maven to Deploy Computer Algorithms to War Zone by Year’s End’ news release U.S. 
Department of Defense, https://dod.defense.gov/News/Article/Article/1254719/project-maven-to-deploy-computer-algorithms-
to-war-zone-by-years-end/.
10 Ibid.
11 United States Deputy Secretary of Defense (2017), Establishment of an Algorithmic Warfare Cross-Functional Team (Project 
Maven); M. Weisgerber (2017) ‘The Pentagon’s New Algorithmic Warfare Cell Get Its First Mission: Hunt ISIS’ news release 
Defense One, http://www.defenseone.com/technology/2017/05/pentagons-new-algorithmic-warfare-cell-gets-its-first-mission-hunt-
isis/137833/?oref=d-topstory.
12 Project Maven was, at the time, led by Lieutenant General John “Jack” Shanahan, Director for Defense Intelligence (Warfighter 
Support) at the Office of the Under Secretary of Defense for Intelligence. Lt Gen Shanahan is currently the Director of the newly 
established Joint Artificial Intelligence Center (JAIC).
13 Interview with Lt Gen John “Jack” Shanahan (17 May 2017).
14 Interview with ISR PED specialist and manager of the AWCFT at the Pentagon (15 May 2017); Group interview at the USD(I) (ISPR) 
CCIIT at the Pentagon (15 May 2017); Interview with Lt Gen John “Jack” Shanahan (17 May 2017). While the technologies used for 
Maven are relatively new—machine learning and deep learning—deploying technologies to automatically mine through a mass of 
data is not. In 2010, the Obama Administration developed the Disposition Matrix in order to automate the extraction and tagging 
of data streams enabling the recognition of entities (e.g. known and unknown insurgents) and relationships (e.g. through patterns 
of life). An early expression of this ambition can be found in Keith Alexander, et al., ‘Automating Markup of Intelligence Community 
Data: A Primer’ (2003) 12 Defense Intelligence Journal, pp. 83-96. For a critical analysis of the Disposition Matrix from a legal 
perspective, see Amin Parsa, ‘Knowing and Seeing the Combatant.’ Doctoral dissertation, Lund University, 2017.
15 United States Joint Chiefs of Staff (2013), Joint Intelligence jp 2-0, pp. I-15.
16 Intelligence is not the same as information or data. When data are collected and processed into an intelligible form, the end 
result is information. Information can be of utility to the commander, but when related to other information about the operational 
environment and considered in the light of past experience, it gives rise to a new understanding of the information, which may be 
termed intelligence. Ibid., pp. I-1.
17 Interview with Lt Gen John “Jack” Shanahan (17 May 2017).
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(TSA).18 As explained in chapter 6, the TSA is a foundational part of the target-development 
process (phase 2 of the targeting process), as it enables additional, more detailed stages of 
target development; potential targets are derived from the TSA process.19 TSA is also a very 
complex and time-consuming task that requires the analysis of large amounts of data. As such, 
it could—at least according to Shanahan—be a next task for machine learning to demonstrate 
its value for targeting.

Another initiative lies in the realm of reconnaissance, surveillance, and target acquisition in 
urban areas where combatants who may pose a threat to military personnel are co-located 
with civilians.20 DARPA, the project’s initiator, believes that:

[T]hrough an autonomous, active process of accumulating and filtering data from 
multiple sources and sensing modalities, it will be possible to rapidly and reliably 
discriminate between threats and non-combatants.21

While it is currently not clear how or to what extent autonomous technologies will be used to 
conduct these tasks, DARPA further explains that it intends to “employ advanced algorithms 
to […] filter out threats and enable sufficiently accurate PID”.22 As explained in the previous 
chapter, PID (or positive identification) is an essential element to allow discrimination 
between lawful military objectives and civilians and civilian objects in the dynamic targeting 
process. As such, any technology that may aid in establishing PID, or may even conduct the 
task independently, requires attention—that will be given accordingly in section 7.2.

7.1.2 Automating target planning

Besides using AI to conduct intelligence tasks, intelligent and autonomous technologies 
are increasingly studied and used to conduct tasks related to the third phase of the 
targeting process: the capabilities analysis. Within this phase automated tools may conduct 
calculations or assist in the planning process.

As explained in chapter 6, the U.S. has undertaken multiple efforts aimed at reducing collateral 
damage through technology and methodology.23 For example, the Capability Analysis Tool 
(i.e. automated weaponeering system) that provides the standard automated methodology 
for estimating the employment effectiveness of most non-nuclear, kinetic weapons is such 

18 Ibid.
19 United States Chairman of the Joint Chiefs of Staff (2011), CJCSI 3370.01 Target Development Standards p. B-10.
20 DARPA (2018), Special Notice (SN) DARPA-SN-18-48: Urban Reconnaissance through Supervised Autonomy (USRA) Proposers 
Day. p. 1, http://researchupdates.engin.umich.edu/wp-content/uploads/sites/346/2018/04/URSA_Proposers_Day.pdf.
21 Ibid.
22 Ibid., p. 2.
23 Lewis (2013) Reducing and Mitigating Civilian Casualties: Enduring Lessons, p. 10; Whittemore 2015, p. 607; United States Joint 
Chiefs of Staff (2012), CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology.
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an example.24 Another example is “a modeling application specifically designed to estimate 
weapon effectiveness against hard and deeply buried targets […] and chemical, biological, 
or radiological plume hazard in support of collateral damage when targeting weapons of 
mass destruction […] threats”.25 Furthermore, for estimating collateral damage, both the 
U.S. and NATO apply the guidance provided in the CJCSI 3160.01A CDE Methodology,26 and 
some States have mandated the use of the Digital Precision Strike Suite Collateral Damage 
Estimation (DCiDE) tool for collateral damage analysis of kinetic weapons.27 Although 
targeteers and weaponeers are still required to feed information into the tool (e.g. type 
of building and munitions), this tool automatically conducts a physics-based modeling of, 
for instance, weapons’ and blast-effects. CDE, and the related methodology and software 
tool(s), have attained a prominent role in contemporary targeting practices.

Besides these tools that, primarily, provide advanced calculations assisting staff in the 
conduct of weaponeering and CDE, the U.S. Defense Science Board (DSB) studied how 
autonomous technologies may speed up the production of the Master Air Attack Plan 
(MAAP) and the Air Tasking Order (ATO), “enabling a much faster planning cycle”.28 The 
MAAP is the plan for deployment (that forms the foundation of the ATO) that matches the 
available resources to the prioritized target list and includes considerations pertaining to 
air refueling requirements, suppression of enemy air defense requirements, air defense, 
ISR, and other factors that may affect the plan.29 In the context of the targeting process, the 
DSB places the MAAP and ATO production in phase 3 and 4 (see figure 1 on the next page).

The DSB explains that—at least in U.S. practice—the MAAP process currently takes 12 
hours;30 it takes approximately 40 to 50 people for a large operations; and is too slow to 
effectively counter an adaptive adversary or even a relatively modest threat, such as some 
of the threats that the U.S. and NATO have been facing over the past several decades.31 
Anticipating a more complex planning environment with more platforms of different types 
and more collaboration between missions and platforms, the DSB proposes to use autonomy 
in the form of “integrated tools and models that can handle the allocation of large number 

24 United States Joint Chiefs of Staff (2013), Joint Targeting JP 3-60, p. B-3.
25 United States Air Force (2019), Annex 3-60 TARGETING, p. 26.
26 United States Joint Chiefs of Staff (2012), CJCSI 3160.01A No-Strike and the Collateral Damage Estimation Methodology.
27 United States Air Force (2019), Annex 3-60 TARGETING, p. 26; Joint Targeting School (2014), Collateral Damage Estimation Course 

Syllabus.
28 United States Defense Science Board (2016), Defense Science Board Summer Study on Autonomy, p. 96.
29 United States Joint Chiefs of Staff (2014), Joint Publication 3-30 Command and Control of Joint Air Operations, pp. III-23.
30 Within NATO, this process is known as the Master Air Operations Plan (MAOP). While time frames may be classified, it may be 
concluded that the NATO MAOP process takes somewhat longer than the U.S. process.
31 As an example, the DSB explains that by the end of Operation Enduring Freedom, the time between target identification and 
target destruction had shrunk to under 20 minutes. Over 80 percent of the targets struck were outside the formal MAAP/ATO 
process. United States Defense Science Board (2016), Defense Science Board Summer Study on Autonomy, pp. 94-95. While 
the DSB is a U.S. (Federal) Advisory Committee, I recognized similar sentiments and needs amongst NATO personnel. During my 
conversations with NATO targeteers, the extensive time that goes into the MAAP and ATO production was certainly recognized as 
an issue. At least some NATO planners involved in the MAAP/ATO process expressed their interest in speeding up that particular 
part of the process.
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of resources in complex sequences with high interdependencies”. The value of autonomy 
and AI seems to be—amongst other aspects—in the ability of such tools to provide ‘what-
if analyses’ and pre-planning for contingencies potentially allowing commanders and staff 
to make decisions based on a variety of courses of action provided by the technology. 
Additionally, the technology may continue to run and compare courses of action as events 
unfold during execution. If such tools were available,32 the DSB anticipates planning to 
no longer be a phase that precedes execution; rather, it becomes a continuous process 
assisting decision makers throughout the targeting cycle.33

Figure 1: The MAAP process may be considered part of phase 3 of the targeting process34

7.1.3 Autonomous force application

Even though this dissertation aims to recast debates on autonomous weapons to include 
less visible forms of AI that may influence decisions about the use of force, that does not 
mean that autonomous force application does not raise issues in respect of the human 
role in ensuring legal compliance. One example of an existing weapon with autonomous 

32 It seems that the tools to shorten the MAAP/ATO process to the extent desired by the DSB are not yet available. Nonetheless, 
there is evidence of enabling progress of underlying capabilities, such as DARPA’s Distributed Battle Management program that 
developed automated decision aids for managing air-to-air and air-to-ground combat. Ibid., p. 96.
33 Ibid.
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capabilities is the Israeli Harpy: a loitering munitions (also known as a ‘fire and forget’ 
autonomous weapon) that, according to its producer, “detects, attacks and destroys enemy 
radar emitters [and] effectively suppresses hostile SAM and radar sites for long durations, 
loitering above enemy territory for hours”.35 The ability of the Harpy to select (recognize 
a target based on preprogrammed criteria in its internal library) and attack (detonate its 
warhead just above the target) hostile radar emitters, has led some participants to CCW 
debates to classify the Harpy as an autonomous weapon.36 These tasks—target selection 
and attack—are conducted during mission execution: phase 5 of the targeting process. 
Within a predefined area and a preset time, there is an inevitable moment after which 
humans may no longer influence the direct effects of the use of force.37 While the Harpy is 
not known to be acquired or used by NATO Member States,38 the U.K. uses a system that 
may be considered similar: the Brimstone.

The Brimstone missiles too may be described as a ‘fire and forget’ capability; one that can 
autonomously detect, recognize and track targets—such as battle tanks, a convoy or other 
fast moving targets—and that can destroy those targets by “employing fire-and-forget 
amour mode requiring no further input from the operator”.39 The Brimstone is said to be 
developed out of a desire of the U.K. Royal Air Force to have missiles that could be carried 
by fast jets and that could seek out enemy tanks autonomously, without requiring a pilot 
or JFAC to keep a laser tracer locked on the target until impact.40 In an indirect mode, the 
weapons are launched by a pilot when the targets and their position are not visible to 
the attacking aircraft.41 As such, the Brimstone allowed aircraft to turn away as soon as 
the weapon was released, “leaving the missile to get on with the job”.42 The advantage 
of attacking targets accurately and at a distance seems to be driving the development of 
increasingly autonomous and intelligent capabilities in weapon systems. As illustrated by 
General Paul Selva, Vice Chairman of the Joint Chiefs of Staff, “[w]ouldn’t it be great if we 
could shoot someone in the face at 200 kilometers? They don’t even know you are there. 
That’s the kind of man-machine teaming we really want to get after.”43

While attacking targets at a distance—perhaps beyond visual range—may be acceptable in 

35 Israel Aerospace Industries, Harpy NG. http://www.iai.co.il/2013/36694-16153-en/IAI.aspx.
36 See, for example, Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The 
Need for Meaningful Human Control; ICRC (2016) Expert Meeting: Autonomous Weapon Systems: Implications of increasing 
autonomy in the critical functions of weapons, p. 75; Ekelhof (2016) Human Control in the Targeting Process.
37 See also Roorda 2015, p. 165.
38 In addition to its service with the Israel Defense Forces, Harpy is also known to serve as a loitering counter-air-defense weapon 
with a number of international customers, including India, South Korea, Chile, Turkey and China. Harop is operational with India 
and Azerbaijan. Tamir Eshel, ‘IAI Introduces New Loitering Weapons for Anti-Radiation, Precision Strike.’ Defense Update, https://
defense-update.com/20160215_loitering-weapons.html.
39 Air Force Technology, Brimstone Air-to-Ground Missile. https://www.airforce-technology.com/projects/brimstone-air-ground-
missile/.
40 John D. Gresham Mike Markowitz (26 April 2012) ‘Dual-Mode Brimstone Missile Proves Itself in Combat’ news release Defense 
Media Network, https://www.defensemedianetwork.com/stories/dual-mode-brimstone-missile-proves-itself-in-combat/.
41 Think Defence, Brimstone. https://www.thinkdefence.co.uk/uk-complex-weapons/brimstone/.
42 Ibid.
43 Patrick Tucker, The Race for AI (e-book: Defense One, 2018), p. 7.
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some circumstances,44 it may be considered unacceptable (or at least highly problematic) 
in others.45 On contemporary battlefields where civilians are increasingly mingled with 
combatants and a car or bus filled with civilians pretty much has the same microwave 
signature as a pick-up truck filled with insurgents, the U.K. no longer considered ‘fire-and-
forget’ to be an acceptable mode for the Brimstone.46 As a result, besides the ‘fire-and-
forget’ mode, a ‘human-in-the-loop’ capability to meet restrictive rules of engagement was 
introduced by means of a semi-active laser and changes to the software (but it retained the 
radar guidance capability).47

Whether these applications of autonomy in weapon systems are considered lawful is highly 
debated.48 In this context, the U.S. provides—and sometimes supported by other States—
that:

[I]f testing indicated that addition of the autonomous function to an already lawful 
missile system served only to improve its accuracy in striking military objectives, 
then it clearly would be appropriate to rely on the autonomous functions in 
the weapon system because IHL does not prohibit increasing the precision of 
weapons.49

Nonetheless, others believe that direct human control should be exercised over a weapon 
at all times.50 The aim of this dissertation is to demonstrate that, while these debates are 
relevant, they only represent part of the picture. To understand the role that intelligent 
and autonomous technologies may play in targeting practices, there is a need to assess the 
transformative potential of both weaponized and nonweaponized AI technologies.

7.2 The transformative potential of AI

The military technologies described in the previous section illustrate how a variety of intelligent 
and autonomous technologies—not merely autonomous weapons—may influence military 
conduct and decision-making in the context of the targeting process. It appears that this 
context within which humans make decisions is increasingly technology-laden. “Which is to 

44 See, for example, the case study on air interdiction in chapter 5 of this dissertation.
45 See, for example, the case study on close air support in chapter 5 of this dissertation.
46 Mike Markowitz (2012) ‘Dual-Mode Brimstone Missile Proves Itself in Combat’.
47 Think Defence, Brimstone.
48 See, in particular, chapters 3 and 4 of this dissertation.
49 United States (2019), Implementing International Humanitarian Law in the Use of Autonomy in Weapon Systems, p. 4. In a 
previous working paper, the U.S. explains that “the CBU-105 (Sensor-Fuzed Weapon) uses submunitions with advanced sensor to 
target precisely and engage enemy tanks and armored vehicles, rather than dispersing its submunitions in an unguided fashion.” 
United States (2018), Humanitarian benefits of emerging technologies in the area of lethal autonomous weapons systems. pp. 2, 5.
50 Non-Aligned Movement and Other States Parties to the CCW (2018), General Principles on Lethal Autonomous Weapons 
Systems. p. 2.
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say: algorithms increasingly determine, in a wide variety of contexts, both the sets of options 
we choose from and the way those options are framed.”51 It seems unlikely, however, for 
these technologies to simply supplant humans while simultaneously relieving them of all the 
responsibilities and control they exercised previously.52 Rather, “[w]hen automation ‘takes 
over,’ human operators—instead of having fewer things to do—have new things to do”.53

Some militaries argue that the use of intelligent and autonomous technologies may lead to 
improved situational awareness and a better understanding of the operational environment 
that, in turn, may enable decision makers to enhance their control and allow for better 
compliance with the law.54 Nevertheless, this is not without risk; the redistribution of existing 
tasks and the creation of new ones will likely change the relationship between humans and 
technologies, which may give rise to a transformation or reconfiguration of the human role in 
the context of the targeting process.55 If those implementing the technology do not consider 
these transformations thoroughly, the use of autonomous technologies could ultimately result 
in an unacceptable loss of human control. Whether humans remain in control of decisions 
about the use of force—in particular those decisions that affect the implementation of the 
law—depends on how well they succeed at creating a framework within which this control 
can continue to be exercised alongside the use of intelligent and autonomous technologies.

In order to do so, it seems particularly important for militaries (at all levels of decision-
making and across services) to understand the potential influence these technologies may 
exert over military conduct and decision-making. In the context of autonomous weapons 
this means, for example, that humans may exercise control and ensure the weapon is used 
in compliance with the applicable law by means of limiting the system through programming 
target categories that the system is allowed to attack and/or by providing temporal and 
geographical limitations. For example, to ensure that the Brimstone recognizes and attacks 
the intended target, selectivity in the programming is applied in order to allow the Brimstone 
to only target armored vehicles and ignore other fixed or moving objects that are not the 

51 Daniel Susser 2019) Invisible Influence: Artficial Intelligence and the Ethics of Adaptive Choice Architectures. Presented at the 
Association for the Advancement of Artificial Intelligence, p. 1.
52 The effects of these technologies on human control in the context of the targeting process will vary, but the understanding that 
they are not simply human replacements could be illustrated by the introduction of UAVs in military conduct and decision-making. 
Although often perceived as taking the pilot out of the cockpit, the actual effect of UAVs has been much more significant than that. 
Armed UAVs still need a substantial crew, including the pilot, a sensor operator, a mission intelligence coordinator, and several 
analysts to deal with the tasks at hand. In fact, it can take up to 168 people—including operators, coordinators, advisers, analysts, 
crews for landing, takeoff, and flight, technicians, and maintenance personnel—to keep a Predator in the air for twenty-four hours. 
Noorman 2014, p. 818.
53 Sarter, et al. 2018., Abstract.
54 For example, the U.S. DoD Law of War Manual provides that “[t]he law of war does not specifically prohibit or restrict the use 
of autonomy to aid in the operation of weapons. In fact, in many cases, the use of autonomy could enhance the way law of war 
principles are implemented in military operations. For example, some munitions have homing functions that enable the user to 
strike military objectives with greater discrimination and less risk of incidental harm. As another example, some munitions have 
mechanisms to self-deactivate or to self-destruct, which helps reduce the risk they may pose generally to the civilian population or 
after the munitions have served their military purpose.” United States Department of Defense (2016), Law of War Manual, p. 353. 
55 Noorman 2014, p. 817.
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intended targets.56 Furthermore, the programming of a specific geographical area within 
which the system may operate autonomously may lower the risk of civilian harm and harm 
to friendly forces, for example, because particular areas are devoid of civilians and friendly 
forces (while others are not).57

The restrictions pertaining to the type of targets that may be attacked, the time and area 
of operations are the result of human decisions that may influence the effectiveness and 
legality of the deployment to a significant degree.58 This military conduct and decision-
making—that is reflected in, at least some, military practice59—may change the way in which 
particular individuals within the chain of command make decisions. This may result in a shift 
of responsibilities that, for example, might generate an increase in responsibilities for certain 
superiors or developers of systems, but may also result in a lack of accountability if the effects 
of implementing these technologies are not considered adequately before the technologies 
are introduced into the process.60

With the targeting process as the reference framework, one may conclude that one effect 
of using intelligent and autonomous technologies for targeting is that human actors and 
technologies are becoming part of a long chain within which decisions made by one link in 
the chain almost definitely will influence the control or limit the decisions of others in the 
chain. In short, implementing autonomous technologies will most likely affect the control 
that human actors further down the chain (i.e., within the targeting process) can exercise. 
Against this backdrop, technologies that are integrated in the early stages of the targeting 
process may be particularly relevant as they may shape a lot of the decisions that are made 
in the later phases of the cycle, including the decision to use force. For example, whenever 
Maven is being deployed to guide the processing, exploitation and dissemination of data, 
those using the technology must determine how heavily to rely on those technologies in 
weighing courses of action—or, at least, be aware of how these technologies may influence 
decision-making at these early stages operations and the potential cascade effect they may 
have throughout the decision-making process.61

56 The Brimstone may also be programmed to merely engage targets with a specific radar signature, for example patrol boats. Army 
Technology, Brimstone Advanced Anti-Armour Missile. https://www.army-technology.com/projects/brimstone/.
57 In this context, the Brimstone may also be programmed not to initiate target search until it has passed a given point. “This allows 
Brimstone to [for example] safely overfly friendly forces.” Ibid.
58 Joint Committee on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful 
Human Control, p. 10.
59 Several States and weapon’s producers have provided insights into the ways in which they apply restrictions to the development 
and/or operations of existing autonomous weapons. Ibid.; Government of the Netherlands (2016), Government response to AIV/
CAVV advisory report no. 97, Autonomous weapon systems: the need for meaningful human control; United States (2018), CCW 
GGE: U.S. Slide Presentation – Counter Rocket, Artillery and Mortar System (C-RAM); Army Technology, Brimstone Advanced Anti-
Armour Missile.
60 According to a Dutch Advisory Committee, “the crux of the decision whether or not to use force shifts to an earlier stage in the 
decision-making process […], namely when the decision is made to deploy and activate the autonomous weapon.” Joint Committee 
on Autonomous Weapon Systems (AIV/CAVV) (2015), Autonomous Weapon Systems: The Need for Meaningful Human Control, 
p. 10.
61 Deeks, et al. 2019, Forthcoming, pp. 22-25.
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Col. Drew Cukor—the chief of Project Maven—noted during a presentation at a defense 
conference, “AI will not be selecting a target [in combat]…any time soon. What AI will do 
is complement the human operator.”62 However, even so, an analyst’s decision to act (or 
not) upon a particular piece of intelligence (e.g. a potential target may be flagged by the 
algorithm and an analyst may decide to act upon that information), the basis on which that 
decision is made may be heavily influenced by the underlying algorithm.63 Moreover, such 
technologies—especially when providing foundational or actionable intelligence for target 
development—may have an effect on which targets could end up on the approved target 
list by determining what data humans see and how they should conceive the battlefield. The 
fact that these technologies are not weaponized does not make them any less important, 
as their tasks are potentially even more critical for targeting than those of their weaponized 
cousins.

Furthermore, the DARPA project that aims to enable discrimination between “threats and 
noncombatants” by means of using advanced algorithms will inevitably influence the ground 
forces that use this program to make decisions about the use of force. While it is currently 
not clear how the technology will present information to the warfighter—will it label 
particular individuals as ‘threats’?—the project may implicate an array of legal concerns. 
For example, what is the status of the individual under scrutiny? Does he or she qualify as a 
combatant, as a civilian, as a civilian directly participating in hostilities, as a combatant hors 
de combat, or perhaps as medical or religious personnel?64 Does he or she demonstrate 
hostile intent? These labels are extremely important since, under targeting law, the status 
of a person is a key determinant for whether a person may be made the subject of direct 
attack.65 Also, hostile intent—a notion that the DARPA vision explicitly mentions as a key 
aspect—is relevant for U.S. forces in determining when they are authorized to attack under 
the applicable ROE.66 Besides the legally relevant labels, having autonomous technologies 
contribute to—or even independently establish—PID may have additional legal implications. 
As explained in chapter 5, without a PID, forces may be unable to determine whether the 
object or person is a lawful military objective. While establishing PID is not the same as 
complying with the principle of distinction as such, PID is an important element in relation to 
the implementation of the principle of distinction. Therefore, any technologies that may be 
used to conduct or facilitate this process should be treated with great care. While DARPA’s 
initiative seems to be primarily intended to improve discrimination (and to minimize risk to 

62 Kelsey D. Atherton (27 July 2018) ‘Targeting the future of DoD’s controversial Project Maven Initiative’ news release C4ISRNET, 
https://www.c4isrnet.com/it-networks/2018/07/27/targeting-the-future-of-the-dods-controversial-project-maven-initiative/; 
Pellerin (2017) ‘Project Maven to Deploy Computer Algorithms to War Zone by Year’s End’.
63 Deeks, et al. 2019, Forthcoming, p. 25.
64 Dustin Lewis, et al. (26 June 2017) ‘The Pentagon’s New Algorithmic-Warfare Team’ Lawfare, https://www.lawfareblog.com/
pentagons-new-algorithmic-warfare-team.
65 Ibid.
66 DARPA explains that “[k]ey aspects of this program will be the ability to exploit new dimensions of evidence, such as human 
behavior or responses to stimuli that indicate hostile intent”. DARPA (2018), Special Notice (SN) DARPA-SN-18-48: Urban 
Reconnaissance through Supervised Autonomy (USRA) Proposers Day, pp. 1-2.
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own forces), those developing the technology should at least consider how its integration 
in the targeting process influences the ability of military personnel to comply with the law.

Especially when technologies that are used for intelligence tasks are combined with 
the technologies that may automate target planning, these technologies could lead to 
States to unwittingly make targeting decisions based largely on machine calculations and 
recommendations—even without granting decision-making authority to the machines 
themselves.67 With AI selecting the information that decision makers may see and use, 
with weaponeering and CDE tools that provide calculations about weapon’s effects, and 
automated planning tools providing or even recommending particular courses of action, 
these technologies increasingly influence decisions about the use of force throughout 
the targeting process. That is even when a human is the ‘ultimate’ decision maker or 
the one to ‘pull the trigger’. What’s more, given the way these technologies are, thus 
far, integrated—as separate initiatives supporting or conducting specific tasks within the 
military organization—these influences on human control and legal compliance in the 
organization as a whole may be largely hidden. The purpose of this concluding chapter 
is, in part, to make these influences more visible, so that militaries may consider them 
accordingly and, also, to demonstrate the urgent need for further study.

7.3  Final remarks

While this chapter has shown that the integration of new technologies in the targeting 
process may pose real challenges and urgent questions, it bears emphasis that—even 
without intelligent and autonomous technologies—the targeting process is an inherently 
complex process within which many individuals make numerous decisions involving 
the implementation or operationalization of the law on a daily basis. As such, the 
conclusions drawn in this dissertation about the distributed nature of human control 
and the operationalization of the law are also relevant in discussions about targeting law 
more generally. Rather than considering targeting law in a more traditional sense—as 
a set of rules in relation to a particular subject (which may or may not be autonomous 
weapons)—the distributed conduct of war demonstrates the added value of perceiving 
targeting law as an obligation for States to organize their military in a way that enables 
legal compliance, recognizing the various ways in which the law may be implemented in 
practice. As such, the organizational approach may influence the way in which we talk 
about the law, even in purely legal debates that occur outside the autonomous weapons 
discourse.

67 Deeks, et al. 2019, Forthcoming, p. 24.
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Having said that, from the perspective of intelligent and autonomous technologies, the 
distributed conduct of war demonstrated in this dissertation may—on the one hand—
provide multiple opportunities to exercise control and apply checks and balances to 
ensure or facilitate legal compliance. On the other hand, it should be no surprise that 
such complex processes—within which a conglomeration of cultural, organizational, 
educational, and linguistic differences are at play—are likely to be prone to errors. 
Mistakes are made; the question that remains is whether the integration of intelligent 
and autonomous technologies in military targeting practices can reduce these mistakes 
or ultimately will cause more, or perhaps different, mistakes.

Lastly, the reality is that intelligent and autonomous technologies already are and will 
continue to be important for targeting. Therefore, safely incorporating these technologies 
into targeting is not a concern for the future, but a challenge that should be addressed 
today rather than tomorrow. Militaries that claim that human control or judgment is 
essential to ensure targeting decisions are in compliance with the law often simultaneously 
pursue military AI, claiming that these technologies represent the future of targeting. It 
may be concluded from this dissertation that one approach does not need to preclude 
the other, but we ought to be mindful of the effects that intelligent and autonomous 
technologies may have on military conduct and decision-making.
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Appendix I

Overview of the fieldwork

The fieldwork—including, but not limited to, participant observation and interviews—is 
organized chronologically and by category and specifies, at least, the location and date of 
the visit. In case of interviews, it may also specify the topic(s) discussed during the visit. The 
persons consulted in the process of this research will remain anonymous, unless agreed 
otherwise.

Exercises and war-games:

NATO DTAG, Norfolk, 23 – 29 January 2016

TNO simulation, The Hague, 2 June 2016 and 29 June 2016

NATO AIRCOM Exercise Ramstein Ambition, Ramstein Air Base, 30 April – 4 May 2017

Joint Project Optic Windmill Integrated Air and Missile Defense, Military base De Peel, 17 – 
28 June 2017

NATO AIRCOM Exercise Trident Juncture, Ramstein Air Base, 14 November – 18 November 
2018

NATO supported COMAO exercise, NATO JFAC DACCC in Poggio Renatico, 20 – 21 February 
2019

Long term visits:

Visiting researcher at Harvard Law School Program on International Law of Armed Conflict, 
Harvard University, Cambridge, January – March 2018

Courses:

Summer School on Responsible Robotics at TU Delft, September 2015 (graduated)

Geneva Academy, Weapons Law and the Conduct of the Legal Review of Weapons Course, 
7 – 11 December 2015 (graduated)
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Headquarters Allied AIRCOM Intelligence Division Targets Branch, Target Qualification 
Program JFAC Advanced Targeting Course, 27 February – 10 March 2017 (graduated 
Marksman)

Participant observation at conferences and workshops:

Workshop Automated Sensoring Analysis, TNO the Hague, 17 March 2015

UN CCW meeting of experts on LAWS, Geneva, 13 – 17 April 2015

NATO CD&E, Berlin, 16 – 18 November 2015

ICRC Expert Meeting on Autonomous Weapons, Versoix, 15 – 16 March 2016

UN CCW meeting of experts on LAWS, Geneva, 11 – 15 April 2016

SIPRI/IEEE conference on Autonomous Technologies and their societal impact, Stockholm 
1 – 2 September 2016

UN CCW Review Conference, Geneva, 12 – 15 December 2016

NATO ACO Targeting Conference, Strassbourg, 7 – 10 February 2017

SIPRI conference on Article 36 and autonomous weapons, Stockholm, 20 – 21 September 
2017

UNIDIR ‘Tech Gaming’ Exercise, Geneva, 10 November 2017

UN CCW GGE meeting on LAWS, Geneva, 13 – 17 November 2017

SIPRI Side event, UN CCW GGE meeting on LAWS, Geneva, 15 November 2017

TNO Workshop on ‘meaningful human control’ exercise, the Hague, 5 April and 23 October 
2018

UN CCW GGE meeting on LAWS, Geneva, 9 – 13 April 2018

VU University/CAAI Side event, UN CCW GGE meeting on LAWS, Geneva, 10 November 
2018
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German Franco conference on Policy responses to LAWS, Geneva, 25 Mei 2018
EISA EWIS conference, paper discussion, Groningen, 6 – 8 June 2018

UN CCW GGE meeting on LAWS, advisor to NL representation, Geneva, 27 – 31 August 2018

Harvard Law School, the Stockton Center for International Law at the Naval War College, and 
the ICRC workshop on ‘Artificial Intelligence at the Frontiers of International Law concerning 
Armed Conflict’, Cambridge, 3 – 4 December 2018

Theme day ‘autonomous weapons’, the Senate, 2 November 2018

NATO ACO Targeting Conference, London, 27 February – 1 March 2019

NGO Article 36 meeting on autonomous weapons, Geneva, 22 March 2019

UN CCW GGE meeting on LAWS, Geneva, 25 – 29 April 2019

Programme on the Ethics & Law of Trusted Autonomous Systems, Oxford, 22 – 24 May 2019

SIPRI/ICRC workshop on ‘Autonomy in Weapon Systems and Concrete Elements of Human 
Control’, Stockholm, 18 – 19 June 2019

Seminar for Promoting International Cooperation around Artificial Intelligence held by the 
China Institute of International Studies, the Centre for Humanitarian Dialogue and the China 
Arms Control and Disarmament Association, Beijing, 24 – 25 June 2019

Other fieldwork, international:

Visit NATO HQ Ramstein Air Base, interviews with various experts, 30 November – 1 
December 2016

Interview, Duke University (via Skype), 24 October 2016

Visit NATO CAOC Uedem, interviews with various experts, 22 February 2017

Visit NATO JFC Brunssum, interviews with various experts, 31 March 2017

Visit NATO HQ Ramstein Air Base, interviews with various experts during the Target 
Qualification Program JFAC Advanced Targeting Course, 27 February – 10 March 2017 (see 
also ‘courses’)
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Visit NATO HQ Ramstein Air Base, interviews during exercise Ramstein Ambition, 1 – 3 May 
2017 (see also ‘exercises and war-games’)
Visit Project Maven, interviews at the USD(I) at the Pentagon, 15 May 2017

Visit Project Maven, interviews at the USD(I) (WS) ISR Ops at the Pentagon, 15 May 2017

Visit Project Maven, interviews at the USD(I) (ISPR) CCIIT at the Pentagon, 15 May 2017

Visit the National Geo-Spatial Intelligence Agency, interviews related to Project Maven and 
Big Data in Virginia, 16 May 2017

Visit Project Maven, interviews at the Joint Staff / J23-4 Targeting at the Pentagon, 17 May 
2017

Visit Project Maven, personal conversation with Lt Gen John “Jack” Shanahan, Director for 
Defense Intelligence in the USD(I) (warfighter support) at the Pentagon, 17 May 2017

Visit Project Maven, interviews with the 363rd ISR Wing from Langley at the Pentagon, 17 
May 2017

Visit Project Maven, interviews with the AF/A2 at the Pentagon, 17 May 2017

Visit military base De Peel during the Joint Project Optic Windmill exercise, interviews with 
various experts, 27 – 28 June 2017 (see also ‘exercises and war-games’)

Visit Harvard Law School, interviews with various academic staff, January – March 2018 (see 
also ‘long term visits’)

Visit Lt Gen John “Jack” Shanahan, Director for Defense Intelligence in the USD(I) (warfighter 
support) at the Pentagon, 24 January 2018

Visit the LAWS working group at the U.S. Department of Defense Office of the Secretary of 
Defense at the Pentagon, 25 January 2018

Visit the Center for Naval Analysis, interviews with various experts, Washington DC, 26 
January 2018

Visit the Naval War College Stockton Center for a ‘think session’, Rhode Island, 12 March 
2018
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Interview targeting law, University of Exeter (via Skype), 24 July 2018

Visit NATO HQ Ramstein Air Base, interviews during exercise Trident Juncture, 14 – 17 
November 2018 (see also exercises and war games)

Visit the Center for Naval Analysis, interviews with various experts, Washington DC, 6 
December 2018

Visit NATO JFAC DACCC in Poggio Renatico, interviews during the NATO supported COMAO, 
20 – 21 February 2019 (see also ‘exercises and war-games’)

Visit the U.K. MoD, interviews during the NATO targeting conference, London, 27 February 
– 1 March 2019 (see also ‘conferences and workshops’)

Interview targeting from a U.S. perspective, via email and Skype, 23 May 2018

Interview targeting from a U.S. perspective, via email and Skype, 18 December 2019

Interview legal advice and targeting from a NATO perspective, via email and phone, 18 
March 2019

Other fieldwork, national:

Introduction into targeting, Royal Netherlands Air Base Volkel, 1 August 2016

Interview targeting, Royal Military Academy in Breda, 21 September 2016

Interview Maritime Warfare Center and Goalkeeper observation, Royal Navy in Den Helder, 
28 September 2016

Interview targeting, Royal Netherlands Air Force in Breda, 31 October 2016

Mission debrief J2 DOPS, Ministry of Defense in The Hague, 4 November 2016

Interview targeting, Royal Military Academy in Breda, 15 November 2016

Interview targeting/intel, Air Base Leeuwarden, 17 November 2016

Interview targeting, Frederikkazerne in The Hague, 24 November 2016
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Interview targeting, Royal Netherlands Air Force in Breda, 19 December 2016

Interview legal advice, Ministry of Defense legal affairs at The Hague, 26 January 2017

Interview legal advice/intel, Ministry of Defense legal affairs at The Hague, 30 January 2017

Interview targeting, Ministry of Defense J2 DOPS at The Hague, 13 February 2017

Interview human-machine teaming, TNO Soesterberg, 14 February 2017

Interview human-machine teaming, TU Delft section control & simulation, 15 February 2017

Interview legal advice/intel, Frederikkazerne in The Hague, 14 March 2017

Expert meeting on autonomous weapons, Ministry of Foreign Affairs, 21 April 2017

Interview targeting, TNO the Hague, 3 July 2017

Interview maritime innovation, Amsterdam, 7 July 2017

Interview on targeting and meaningful human control, via Skype, 16 January 2018

Interview legal advice, Den Helder, 2 June 2018

Interview strategy and autonomy, the Hague Centre for Strategic Studies in The Hague, 12 
June 2018

Interview human-machine teaming, Amsterdam, 5 July 2018

Interview on legal advice, Ministry of Defense in The Hague, 16 August 2018

Interview Close Air Support, NLR in Amsterdam, 3 September 2018

Interview targeting and ‘autonomy’, the Royal Netherlands Air Force in Breda, 9 November 
2018



271

Ta
bl

e:
 R

ec
ur

rin
g 

te
rm

s,
 th

em
es

, a
nd

 e
le

m
en

ts
 in

 e
xi

st
in

g 
de

sc
rip

tio
ns

 o
f t

he
 ‘h

um
an

 e
le

m
en

t’

CN
AS

U
S 

Do
D

Ar
tic

le
 3

6
IC

RA
C

IC
RC

H
um

an
 o

pe
ra

to
rs

 m
ak

e 
in

-
fo

rm
ed

, c
on

sc
io

us
 d

ec
is

io
ns

 
ab

ou
t t

he
 u

se
 o

f f
or

ce
.

Th
e 

ne
ed

 fo
r o

pe
ra

to
rs

 to
 

m
ak

e 
in

fo
rm

ed
 a

nd
 a

pp
ro

-
pr

ia
te

 d
ec

is
io

ns
 in

 e
ng

ag
in

g 
ta

rg
et

s 
th

ro
ug

h 
re

ad
ily

 u
nd

er
-

st
an

da
bl

e 
in

te
rf

ac
e.

Re
fe

re
nc

e 
to

 ti
m

el
y 

hu
m

an
 

ju
dg

m
en

t a
nd

 a
cti

on
.

Th
er

e 
m

us
t b

e 
ac

tiv
e 

co
gn

i-
tiv

e 
pa

rti
ci

pa
tio

n 
in

 th
e 

att
ac

k 
an

d 
th

e 
ab

ili
ty

 to
 p

er
-

ce
iv

e 
an

d 
re

ac
t t

o 
an

y 
ch

an
ge

 
or

 u
na

nti
ci

pa
te

d 
si

tu
ati

on
s.

Re
fe

re
nc

e 
to

 h
um

an
 in

te
r-

ve
nti

on
 in

 d
iff

er
en

t s
ta

ge
s 

(d
ev

el
op

m
en

t,
 d

ep
lo

ym
en

t,
 

us
e)

.

H
um

an
 o

pe
ra

to
rs

 h
av

e 
su

f-
fic

ie
nt

 in
fo

rm
ati

on
 to

 e
ns

ur
e 

th
e 

la
w

fu
ln

es
s 

of
 th

e 
ac

tio
n 

th
ey

 a
re

 ta
ki

ng
, g

iv
en

 w
ha

t 
th

ey
 k

no
w

 a
bo

ut
 th

e 
ta

rg
et

, 
th

e 
w

ea
po

n,
 a

nd
 th

e 
co

nt
ex

t 
fo

r a
cti

on
.

Sy
st

em
s 

w
ill

 b
e 

de
si

gn
ed

 w
ith

 
ap

pr
op

ria
te

 h
um

an
-m

ac
hi

ne
 

in
te

rf
ac

es
 a

nd
 c

on
tr

ol
s 

as
 

w
el

l a
s 

ap
pr

op
ria

te
 s

af
eti

es
, 

an
ti-

ta
m

pe
r m

ec
ha

ni
sm

s 
an

d 
in

fo
rm

ati
on

 a
ss

ur
an

ce
.

Ac
cu

ra
te

 in
fo

rm
ati

on
 fo

r t
he

 
us

er
 o

n 
th

e 
ou

tc
om

e 
so

ug
ht

, 
th

e 
te

ch
no

lo
gy

 a
nd

 th
e 

co
nt

ex
t o

f u
se

.

Re
fe

re
nc

e 
to

 d
el

ib
er

ati
on

 o
n 

th
e 

na
tu

re
 o

f t
he

 ta
rg

et
, i

ts
 

si
gn

ifi
ca

nc
e 

an
d 

lik
el

y 
in

ci
-

de
nt

al
 e

ffe
ct

s.
Al

so
 a

 re
fe

re
nc

e 
to

 th
e 

ne
ed

 
to

 h
av

e 
fu

ll 
co

nt
ex

tu
al

 a
nd

 
si

tu
ati

on
al

 a
w

ar
en

es
s o

f 
ta

rg
et

 a
re

a.

Kn
ow

le
dg

e 
an

d 
ac

cu
ra

te
 

in
fo

rm
ati

on
 a

bo
ut

 th
e 

fu
nc

-
tio

ni
ng

 o
f t

he
 w

ea
po

n 
sy

st
em

 
an

d 
th

e 
co

nt
ex

t o
f i

ts
 in

te
nd

-
ed

 o
r e

xp
ec

te
d 

us
e.

Th
e 

w
ea

po
n 

is
 d

es
ig

ne
d 

an
d 

te
st

ed
, a

nd
 h

um
an

 o
pe

ra
-

to
rs

 a
re

 p
ro

pe
rly

 tr
ai

ne
d,

 to
 

en
su

re
 e

ffe
cti

ve
 c

on
tr

ol
 o

ve
r 

th
e 

us
e 

of
 th

e 
w

ea
po

n.

N
ee

d 
fo

r r
ig

or
ou

s 
ve

rifi
ca

tio
n 

an
d 

va
lid

ati
on

s,
 o

pe
ra

tio
na

l 
te

sti
ng

 a
nd

 e
va

lu
ati

on
 to

 
en

su
re

 th
e 

sy
st

em
s 

fu
nc

tio
n 

as
 a

nti
ci

pa
te

d.

Re
fe

re
nc

e 
to

 n
ee

d 
fo

r p
re

-
di

ct
ab

le
, r

el
ia

bl
e 

an
d 

tr
an

s-
pa

re
nt

 te
ch

no
lo

gy
 - 

th
at

 
co

ul
d 

be
 li

nk
ed

 to
 d

es
ig

n 
fe

at
ur

es
.

Re
fe

re
nc

e 
to

 a
 m

ea
ns

 fo
r t

he
 

ra
pi

d 
su

sp
en

si
on

 o
r a

bo
rti

on
 

of
 th

e 
att

ac
k 

- t
ha

t c
ou

ld
 b

e 
lin

ke
d 

to
 d

es
ig

n 
fe

at
ur

es
.

Re
fe

re
nc

e 
to

 n
ee

d 
fo

r p
re

-
di

ct
ab

ili
ty

 a
nd

 re
lia

bi
lit

y 
of

 
th

e 
w

ea
po

n 
- t

ha
t c

ou
ld

 b
e 

lin
ke

d 
to

 d
es

ig
n 

fe
at

ur
es

.

Ex
pl

ic
it 

re
fe

re
nc

e 
to

 th
e 

ne
ed

 
fo

r s
uffi

ci
en

t i
nf

or
m

ati
on

 to
 

en
su

re
 th

e 
la

w
fu

ln
es

s o
f t

he
 

ac
tio

n 
is

 in
cl

ud
ed

 in
 th

e 
el

e-
m

en
t’s

 d
es

cr
ip

tio
n.

A 
re

fe
re

nc
e 

to
 th

e 
ne

ed
 to

 
em

pl
oy

 s
ys

te
m

s 
in

 a
cc

or
-

da
nc

e 
w

ith
 th

e 
la

w
 is

 m
ad

e 
in

 th
e 

D
ire

cti
ve

 b
ut

 n
ot

 a
s 

pa
rt

 o
f t

he
 s

ta
nd

ar
d 

its
el

f.

Ac
co

un
ta

bi
lit

y 
to

 a
 c

er
ta

in
 

st
an

da
rd

. T
he

 re
qu

ire
m

en
t 

to
 m

ak
e 

le
ga

l j
ud

gm
en

ts
 is

 
de

sc
rib

ed
 in

 th
e 

br
oa

de
r 

an
al

ys
is

 o
f t

he
 c

on
ce

pt
.

N
ec

es
si

ty
 a

nd
 a

pp
ro

pr
ia

te
-

ne
ss

 o
f a

tt
ac

k.
 M

ee
tin

g 
th

e 
re

qu
ire

m
en

ts
 o

f i
nt

er
na

tio
na

l 
la

w
 is

 re
fle

ct
ed

 in
 b

ro
ad

er
 

st
at

em
en

t a
s 

a 
dr

iv
er

.

Ac
co

un
ta

bi
lit

y 
fo

r t
he

 fu
nc

-
tio

ni
ng

 o
f t

he
 w

ea
po

n 
sy

st
em

 
fo

llo
w

in
g 

its
 u

se
. I

H
L 

co
m

pl
i-

an
ce

 is
 c

on
si

de
re

d 
a 

co
re

 
dr

iv
er

 o
f t

he
 c

on
ce

pt
.

Appendix II



272

Ta
bl

e:
 T

he
 d

el
ib

er
at

e 
an

d 
dy

na
m

ic
 ta

rg
et

in
g 

cy
cl

e 
co

m
pa

re
d

1 
– 

Co
m

m
an

de
r’s

 in
-

te
nt

, o
bj

ec
tiv

es
 a

nd
 

gu
id

an
ce

2 
– 

Ta
rg

et
 d

ev
el

op
m

en
t, 

va
lid

ati
on

, n
om

in
ati

on
 

an
d 

pr
io

riti
za

tio
n

3 
– 

Ca
pa

bi
liti

es
 a

na
ly

si
s

4 
– 

Co
m

m
an

de
r’s

 d
ec

i-
si

on
, f

or
ce

 p
la

nn
in

g 
an

d 
as

si
gn

m
en

t

5 
– 

M
is

si
on

 p
la

nn
in

g 
an

d 
ex

ec
uti

on
6 

– 
As

se
ss

m
en

t 

Th
e 

co
m

m
an

de
r m

us
t 

id
en

tif
y 

w
ha

t t
o 

ac
co

m
-

pl
is

h,
 u

nd
er

 w
ha

t c
ir-

cu
m

st
an

ce
s 

an
d 

w
ith

in
 

w
hi

ch
 p

ar
am

et
er

s.
 

O
bj

ec
tiv

es
, g

ui
da

nc
e 

an
d 

in
te

nt
 s

ho
ul

d 
be

 
kn

ow
n 

an
d 

un
de

rs
to

od
 

at
 a

ll 
le

ve
ls

 s
o 

th
at

 s
ub

-
se

qu
en

t t
ac

tic
al

 a
cti

vi
-

tie
s 

ar
e 

in
 li

ne
 w

ith
 th

e 
ov

er
al

l o
bj

ec
tiv

es
.

Se
ve

ra
l a

cti
vi

tie
s 

go
 in

to
 

se
le

cti
ng

 a
nd

 c
ha

ra
ct

er
-

iz
in

g 
ta

rg
et

s 
an

d 
bu

ild
in

g 
th

e 
da

ta
ba

se
 o

f k
no

w
l-

ed
ge

 a
bo

ut
 th

em
. T

hi
s 

ph
as

e 
ai

m
s 

to
 id

en
tif

y 
di

ffe
re

nt
 e

lig
ib

le
 ta

rg
et

s 
th

at
 c

an
 b

e 
in

flu
en

ce
d.

 
Ta

rg
et

s 
m

us
t c

om
pl

y 
w

ith
 in

te
rn

ati
on

al
 la

w
 

an
d 

RO
E.

Ca
pa

bi
liti

es
 a

re
 a

na
ly

ze
d 

to
 a

ss
es

s 
w

ha
t m

et
ho

ds
 

an
d 

m
ea

ns
 a

re
 a

va
ila

bl
e 

an
d 

m
os

t a
pp

ro
pr

ia
te

 
to

 g
en

er
at

e 
th

e 
de

si
re

d 
eff

ec
ts

. C
ol

la
te

ra
l D

am
-

ag
e 

Es
tim

ati
on

 (C
D

E)
 is

 
a 

cr
iti

ca
l c

om
po

ne
nt

 o
f 

th
e 

an
al

ys
is

.

Th
e 

JF
C 

ap
pr

ov
es

 a
nd

 
as

si
gn

s 
ta

rg
et

s 
to

 c
om

-
po

ne
nt

s.
 T

hi
s 

ph
as

e 
lin

ks
 o

pe
ra

tio
na

l p
la

n-
ni

ng
 to

 ta
cti

ca
l p

la
nn

in
g 

an
d 

ex
ec

uti
on

. T
ar

ge
ts

, 
m

at
ch

in
g 

ca
pa

bi
liti

es
 

an
d 

re
le

va
nt

 c
on

st
ra

in
ts

 
w

ill
 b

e 
pa

ss
ed

 o
n 

to
 th

e 
ta

cti
ca

l c
om

po
ne

nt
s.

Th
e 

as
si

gn
ed

 u
ni

t w
ill

 
ta

ke
 s

im
ila

r s
te

ps
 a

s 
ph

as
e 

1-
4,

 b
ut

 o
n 

a 
m

or
e 

de
ta

ile
d,

 ta
cti

ca
l 

le
ve

l. 
As

se
ss

m
en

ts
 ta

ke
 

in
to

 a
cc

ou
nt

 o
pe

ra
tio

na
l 

an
d 

le
ga

l s
ta

nd
ar

ds
. D

ur
-

in
g 

fo
rc

e 
ex

ec
uti

on
, t

he
 

en
ga

ge
m

en
t i

s 
ex

ec
ut

ed
 

by
 m

ea
ns

 o
f t

he
 (d

y-
na

m
ic

) F
2T

2E
A 

cy
cl

e.

Th
e 

co
m

ba
t a

ss
es

sm
en

t 
is

 p
er

fo
rm

ed
 to

 d
et

er
-

m
in

e 
w

he
th

er
 d

es
ire

d 
eff

ec
ts

 a
re

 a
ch

ie
ve

d 
an

d 
w

he
th

er
 th

e 
att

ac
k 

w
as

 
in

 c
om

pl
ia

nc
e 

w
ith

 th
e 

re
le

va
nt

 la
w

 a
nd

 R
O

E.
 

Re
su

lts
 fe

ed
 b

ac
k 

in
to

 
ph

as
e 

1 
an

d 
go

al
s 

an
d 

ta
sk

s 
ca

n 
be

 a
dj

us
te

d 
ac

co
rd

in
gl

y

1 
– 

Fi
nd

2 
– 

Fi
x

3 
– 

Tr
ac

k
4 

– 
Ta

rg
et

 
5 

– 
En

ga
ge

6 
– 

As
se

ss

To
 fi

nd
 a

 p
ot

en
tia

l t
ar

-
ge

t,
 o

ne
 n

ee
ds

 to
 ta

sk
 

co
lle

cti
on

 e
ffo

rt
s 

in
 

or
de

r t
o 

co
lle

ct
 in

fo
rm

a-
tio

n 
an

d 
in

te
lli

ge
nc

e 
ab

ou
t t

he
 b

att
le

fie
ld

. A
ll 

ta
rg

et
s 

m
us

t b
e 

in
 li

ne
 

w
ith

 (a
nd

 tr
ac

ed
 b

ac
k 

to
) t

he
 c

om
m

an
de

r’
s 

ob
-

je
cti

ve
s 

an
d 

gu
id

an
ce

.

O
nc

e 
an

 e
lig

ib
le

 ta
rg

et
 

is
 d

et
ec

te
d,

 s
en

so
rs

 a
re

 
fo

cu
se

d 
to

 g
ai

n 
m

or
e 

in
fo

rm
ati

on
 a

bo
ut

 th
e 

na
tu

re
 a

nd
 lo

ca
tio

n.
 

Po
si

tiv
e 

id
en

tifi
ca

tio
n 

is
 

cr
uc

ia
l t

o 
en

su
re

 c
om

pl
i-

an
ce

 w
ith

 th
e 

re
le

va
nt

 
la

w
, R

O
E 

an
d 

na
tio

na
l 

ca
ve

at
s.

Th
e 

ta
rg

et
 w

ill
 b

e 
tr

ac
ke

d 
in

 o
rd

er
 to

 
up

da
te

 in
fo

rm
ati

on
 

an
d 

m
ai

nt
ai

n 
a 

po
si

tiv
e 

id
en

tifi
ca

tio
n.

Re
le

va
nt

 la
w

, R
O

E 
an

d 
na

tio
na

l c
av

ea
ts

 a
re

 
co

ns
id

er
ed

; c
ol

la
te

ra
l 

da
m

ag
e 

is
su

es
 a

re
 a

s-
se

ss
ed

 a
s 

w
el

l a
s 

th
e 

ris
k 

to
 o

w
n 

fo
rc

es
. W

ea
po

n-
ee

rin
g,

 fo
rc

e 
pl

an
ni

ng
 

an
d 

as
si

gn
m

en
t a

re
 

ad
dr

es
se

d.

Aft
er

 fi
na

l a
pp

ro
va

l b
y 

th
e 

ta
rg

et
 e

ng
ag

em
en

t 
au

th
or

ity
, t

he
 p

ro
ce

ss
 

m
ov

es
 in

to
 th

e 
en

ga
ge

 
ph

as
e 

du
rin

g 
w

hi
ch

 th
e 

en
ga

ge
m

en
t i

s 
or

de
re

d,
 

tr
an

sm
itt

ed
, m

on
ito

re
d,

 
an

d 
ex

ec
ut

ed
.

Fi
na

lly
, a

n 
as

se
ss

m
en

t 
ta

ke
s 

pl
ac

e 
in

 th
e 

sa
m

e 
w

ay
 a

s 
in

 d
el

ib
er

at
e 

ta
rg

eti
ng

 c
yc

le
 to

 d
et

er
-

m
in

e 
w

he
th

er
 d

es
ire

d 
eff

ec
ts

 h
av

e 
be

en
 

ac
hi

ev
ed

 a
nd

 w
he

th
er

 
att

ac
k 

w
as

 in
 c

om
pl

i-
an

ce
 w

ith
 la

w
 a

nd
 R

O
E.

 
Re

su
lts

 fe
ed

 b
ac

k 
in

to
 

ph
as

e 
1 

an
d 

go
al

s 
an

d 
ta

sk
s 

ar
e 

ad
ju

st
ed

 a
c-

co
rd

in
gl

y.

Appendix III



273

Appendix IV

Example of the communication between the JTAC and multiple operators (referred to as: 
Attack Aircraft) during a close air support mission1

EXAMPLE 4–TYPE 2 CONTROL, BOT [Bomb On Target] MISSION WITH TALK-ON

The following scenario provides an example of how Type 2 terminal attack control may be used 
for a BOT attack.

The JTAC (Spartan 03) is unable to acquire the target but receives real-time targeting 
information from a scout that is currently in contact. The JTAC will verify target location and 
coordinates through the use of an aircraft. The JTAC plans to use IPs Moon and Charger for 
holding.

Attack lead aircraft checks in (Ragin’ 11), informs the JTAC regarding their onboard capabilities, 
receives a situation update, the following game plan, and close air support attack briefing.

JTAC: “Ragin’ 11, this is Spartan 03, proceed to Moon-Charger, block 18-20, advise when ready 
for game plan.”

Attack Aircraft: “Ragin’ 11, WILCO, go with game plan.”

JTAC: “Ragin’ 11, Spartan 03, Type 2 control, bomb on target, expect 8-digit grid, advise when 
ready for 9-line.”

Attack Aircraft: “Spartan 03, Ragin’ 11, ready.”

JTAC:
“Moon,
030,
9.2.”
“Elevation, 450 feet,
2 BTR 90s,
NB 8652 4274.”
“No mark, South 900,
Egress, back to Moon-Charger, block 18-20. Advise when ready for remarks.”

1 United States Joint Chiefs of Staff (2014), Joint publication 3-09.3 Close Air Support, Appendix E.
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Attack Aircraft: “Ragin’ 11, ready.”
JTAC: “Final attack heading 300 through 325. Request IP inbound and IN with heading calls.”

Attack Aircraft: “Ragin’11, 450 feet, NB 8652 4274, final attack heading 300
through 325.”

JTAC: “Ragin’ 11, good readbacks, advise when ready for sensor talk-on.”

Attack Aircraft: “Ready.”

JTAC: “Ragin’ flight, SLEW to lines 4 and 6. Describe what you see.”

Attack Aircraft: “A large 4-way intersection. On the northeast corner of the intersection, a 
large L-shaped building.”

JTAC: “Ragin’ 11, which direction is the short leg of the L pointing?” 

Attack Aircraft: “East.”

JTAC: “Do you show any vehicles parked on the east side of the short leg of the L shaped 
building?”

Attack Aircraft: “Two vehicles appear to be in revetments.”

JTAC: “Roger the east vehicle is your target.”

Attack Aircraft: “Ragin 11, CAPTURED.”

JTAC: “Ragin 12, the west vehicle is your target.”

Attack Aircraft dash 2: “Ragin 12, CAPTURED.” 

JTAC: “Ragin 11, say best ordnance and interval.”

Attack Aircraft: “Ragin 11 will employ 2 x GBU-12s with 2-minutes separation.”

Note that the JTAC completed correlation with both aircraft since the game plan included 
both aircraft attacking.

JTAC: “Ragin’ 11, copy. Push when ready, report IP inbound.”
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In this example the attack aircraft acquires the target in a targeting pod and updates the 
target location appropriately, then sets up the system/weapon for a proper delivery. No 
additional readback of coordinates is necessary in BOT; however, for collateral damage 
and BDA reports, the JTAC may request an updated coordinate from the aircraft. This 
updated coordinate, in a BOT mission, does not require a readback from the JTAC.

Attack Aircraft: “Ragin’ 11, IP inbound.” 

JTAC: “Ragin’ 11, CONTINUE.”

Attack Aircraft: “Ragin’ 11, IN heading 325.”

JTAC: “Ragin’ 11, CLEARED HOT.”

Attack Aircraft: “Ragin’ 11, 1 AWAY, 30 seconds.”

Attack Aircraft dash 2: “Ragin’ 12, IP inbound.”

JTAC: “Ragin’ 12, CONTINUE.”

JTAC: “Ragin’ 11, good impacts.”

Attack Aircraft dash 2: “Ragin’ 12, IN heading 317.”

JTAC: “Ragin’ 12, CLEARED HOT.”

Attack Aircraft dash 2: “Ragin 12, 1 AWAY, 30 seconds”

JTAC: “Both vehicles destroyed. Ragin’ flight egress, back to Moon-Charger, block 18-20. 
Report established.”
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SUMMARY

In recent years, the development and use of intelligent and autonomous technologies for 
warfare has raised concerns about the loss of human control. In particular, the development 
of so-called ‘autonomous weapons’ has led to heated debates, most prominently amongst 
the High Contracting Parties to the UN CCW. Amid this activity, a wide variety of pictures 
of the future of intelligent and autonomous technologies are coming into view. One 
particularly prominent perception is that of a weaponized machine that harms individuals 
without the possibility for human intervention. Nevertheless, ongoing developments and 
applications in the field of military Artificial Intelligence (AI) look more like algorithms 
running behind systems, supporting decision makers, such as the type of algorithms that 
produce recommendations about target selection and about where to deploy resources, 
on the basis of which humans then make decisions. Already, militaries use advanced 
algorithms to deal with large amounts of data, interpreting meaning, recognizing patterns, 
and identifying persons or objects of interest. Even without being weaponized and applying 
force independently, these types of technologies already inform critical targeting decisions, 
most likely to a greater degree than some may realize or appreciate. Nevertheless, they are 
barely considered in debates about ‘meaningful human control’ and ‘autonomous weapons’.

This dissertation demonstrates the need to look beyond ‘autonomous weapons’ by explaining 
the relation between humans and technologies in ensuring legal compliance of targeting 
decisions as it is currently shaped in contemporary targeting practices. What may distinguish 
this work from other research in this field is the almost unlimited access to actual military 
targeting practices studied from within NATO and the U.S., and participant observation 
in the UN CCW autonomous weapons discourse. The problem often encountered when 
looking into targeting practice is that States tend not to volunteer detailed information 
about their operational procedures. Nonetheless, the Netherlands Ministry of Defense 
provided a security clearance allowing me access up to and including level NATO SECRET. In 
the diplomatic context at the UN CCW, the government of the Netherlands also provided 
special access by including me in their delegation as a government adviser. This resulted 
into the extensive fieldwork that is reflected in this dissertation.

One of the main findings of this research is that the risks, as well as the benefits, of using 
AI for targeting do not—at least primarily—lie in them being able to apply force, but rather 
in their integration across the entire targeting process and, mostly, in the moments before 
force is applied. The key questions addressed in this dissertation are thus not primarily 
concerned with autonomous force application by weapons. Rather, I argue that we should 
ask ourselves: even if the final decision to use force against a target rests with human 
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decision makers, what factors do we need to consider to ensure that human involvement in 
contemporary targeting practices is ‘meaningful’?

In the seven chapters that make this dissertation, the primary aim is to change the 
current (legal-political) discourse on weapon’s autonomy by diverting attention from (1) 
autonomous weapons to a broader range of intelligent and autonomous technologies that 
are (expected to be) relevant for targeting, (2) human control over the final or ultimate 
decision to use force to human control in the targeting process as a whole, and (3) from the 
discrete rules of targeting law themselves onto the implementation and translation of these 
rules in operational practice. I will briefly set out the chapters below.

After introducing and positioning my research topic in the first chapter, I provide insights 
into the process that guided this research. The research draws from a variety of sources, 
but is, in large part, based on fieldwork conducted within the United Nations and NATO 
targeting communities (including some specific U.S. and Dutch contexts). This research took 
me to places that I never anticipated having access to. Chapter 2 tells the story of how I 
entered and studied these practices and how I positioned myself in the process. The NATO 
SECRET clearance allowed formal access, but that does not necessarily mean that I had 
easy access through the organization, to people and events. For that, I needed a network, I 
needed entry points and ‘sponsors’, I needed to be present at both work and social events, I 
needed to demonstrate that I had a specific set of knowledge and that I could ‘talk the talk’. 
Being at the right place, at the right time, with the right paperwork, attitude and skillset, all 
I needed to do was ask (and ask again, follow up, remind, and act). Even though this access 
provided some unique insights, there are also risks and limitations that I take into account 
accordingly. Amongst other aspects, I put a lot of thought in how I positioned myself in 
these contexts that I participated in and studied.

Chapter 3 regards the autonomous weapons discourse, primarily held under the auspices 
of the UN CCW. As one of the opening chapters, it sets the stage for further discussions. 
While the logical first step may be to introduce a definition of autonomous weapons, this 
chapter takes a different approach. By focusing on the linguistic indeterminacy of the 
terms that are used to debate ‘autonomous weapons’, I explain why it is so difficult to talk 
about these weapons. It seems that a common vernacular is being developed to describe 
‘autonomous weapons’, but of which the terms involved are not commonly understood. 
This significantly complicates the debate and makes any attempts of proposing a definition 
that may find agreement amongst the relevant parties a futile endeavor. Against this 
backdrop, this chapter does not propose a definition that would solve linguistic disputes 
(if such a definition would even be viable); rather, it provides a map of the autonomous 
weapons discourse illustrating the linguistic indeterminacy that complicates these debates. 
Besides disputes, this chapter also examines some ‘emerging commonalities’. However, the 
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linguistic indeterminacy that permeates these debates turns this hard-fought agreement 
into empty, or at least weakened, claims of consensus. It seems that any consensus claim 
that is introduced to this debate will be interpreted differently amongst its participants. 
This raises the question (which will be addressed in the following chapters): what do these 
claims actually mean?

The first of these (two) consensus claims is that existing international law, specifically the 
law concerning targeting in armed conflict, applies to autonomous weapons. But what does 
it mean to say that these rules apply to autonomous weapons? Chapter 4 focuses first on 
the way in which the law—targeting law and legal responsibility frameworks—in relation 
to autonomous weapons is typically discussed. This is a rather traditional legal approach 
that regularly pertains to determining the set of rules in relation to autonomous weapons 
and resolving conflicting interpretations and areas of uncertainty. Even though traditional 
legal analyses provide relevant knowledge about the applicability of existing rules and 
principles on this subject, they may only take us so far in identifying the legal challenges 
(and opportunities) raised by autonomous weapons. Therefore, in this second part of the 
chapter, I do not describe targeting law and legal responsibility frameworks as a set of 
rules in the traditional sense, but rather focus on how these rules may be operationalized 
in practice (i.e. translated into concrete actions). In so doing, I illustrate the discrepancy 
between the way in which the role of human beings in implementing the law is typically 
discussed (considering a set of rules applied by an individual to a particular subject) and 
what practice tells us about the actual implementation or operationalization of the law in 
military decision-making (distributed implementation of the law throughout the military 
organization). While individuals certainly ‘pull the triggers’ or ‘drop the bombs’, legal 
compliance may not merely be ensured (or violated) within an individual’s decision-making 
process. By combining these two approaches (traditional legal analysis and a practice-
oriented approach at the organizational level), I aim to infuse some granularity into legal 
debates on autonomous weapons.

The primary aim of chapter 5 is to scrutinize the second consensus claim: some form of 
human involvement is necessary to ensure the lawful use of autonomous weapons. While 
the concept of ‘meaningful human control’ is one of the most popular themes in autonomous 
weapons debates, nobody seems to have a clear understanding of what the concept actually 
means in practice. In autonomous weapons discussions about human involvement it is often 
assumed that both in past and current military operations the human role is ‘meaningful’, 
and that this will change—cease to be ‘meaningful’—with the introduction of autonomous 
weapons. In this context, control is typically related to a specific individual’s ability to exercise 
control over (autonomous) weapons, or the ‘ultimate’ or ‘final’ decision authorizing the use 
of force. In chapter 5, I examine whether that assumption is appropriate and useful in relation 
to debates about human control. By means of two detailed case studies and an examination 
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of control in military doctrine and practice, I demonstrate the distributed nature of control 
in military decision-making; a conduct that has shaped operations over the past decades 
and continues to be standard in contemporary targeting. While control may be flexible and 
context-dependent, contemporary targeting practice shows that control is exercised within 
a collective organization, rather than confined to an individual’s decision-making process. 
Contemporary operations show that more and more individuals may be involved in making 
decisions about the use of force; while this may reduce the control of a single member, it 
is important to understand that this does not necessarily result in the loss of control of the 
collective organization. This organizational perspective that demonstrates the distributed 
nature of military conduct and decision-making—currently lacking in debates about human 
control—may be necessary if the concept is to serve as a useful lens to assess intelligent 
and autonomous technologies and ensure legal compliance in contemporary and future 
operations.

While both chapters 4 and 5 have provided introductions into the operational context, no 
comprehensive analysis—of the implementation of the law and human control at the level 
of the organization—has yet been provided. Against this backdrop, chapter 6 provides a 
holistic and detailed assessment of each phase of the targeting process, considering (1) 
what primary tasks are conducted and by whom (to flesh out the distributed nature of 
human control), and (2) how law, specifically targeting law, is operationalized (implemented 
in practice) in those phases. When asking how targeting law is implemented in military 
conduct and decision-making, many scholars turn either to the set of rules (as explained in 
chapter 4) or to the role of the legal advisers in order to find answers. By providing advice, 
lawyers indeed operationalize the law. In my field research, I have—in part—observed 
and interviewed legal advisers operating within this context. Rather than examining what 
their role should be, I focused on the context within which they provide their advice. What 
influences their behavior and how is their advice operationalized (or not) in military conduct 
and decision-making? However, the role of lawyers only provides part of the picture.

A detailed analysis of the targeting process from the perspective of the organization 
demonstrates how—at the operational and tactical levels—human control may be exercised 
in various ways. Contrary to the idea of military decision-making as an individualistic process 
(e.g. a soldier identifying an enemy fighter and pulling the trigger or a fighter pilot dropping a 
bomb on a military facility), this chapter demonstrates the need to assess conceptualizations 
of human control as being part of an organization within which control may be influenced by 
a wide variety of (f)actors. The fact that commanders and legal advisers, but also planners, 
analysts, targeteers, weaponeers and operators contribute to decisions about the use of 
force—in one way or another—in different phases of the targeting cycle demonstrates that, 
typically, a mission does not succeed (or fail) with the decision made or control exercised by 
one person, such as the operator’s final decision to strike (and fire a weapon).
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A comprehensive analysis of the division of labor in the targeting cycle also demonstrates 
the need to go beyond a traditional discussion of the rules (see chapter 4) and the role of 
legal advisers. In this context, targeting law may be implemented in various ways, namely, 
through the decisions of a broad range of personnel, the applicable procedures and other 
operational requirements, the methods, as well as the (technical) means that guide, 
or otherwise play a role in, the decision-making process. In some cases, the manner in 
which the law is operationalized is relatively clear—such as when a LEGAD provides legal 
advice to a commander. However, in many other situations, the manner in which the law is 
implemented in practice may be less apparent. For instance, a rule may be translated into 
operational requirements and, by means of a procedure, be implemented in practice. The 
organizational perspective adopted in this chapter allows for a detailed assessment of these 
various ways in which targeting law may be implemented and control may be exercised in 
the military organization. It encourages perceiving targeting law as an obligation for States 
to organize their military in a way that enables legal compliance, recognizing the various 
ways in which the law may be implemented in practice.

Against that backdrop, I conclude in the final chapter that the integration of intelligent and 
autonomous technologies in the targeting process may lead to a reconfiguration of the 
human role in ensuring—amongst other aspects—legal compliance. The redistribution 
of existing tasks and the creation of new ones will likely change the relationship between 
humans and technologies. The organizational perspective—studying human control and legal 
compliance in the context of the targeting process—provides a particularly useful analytical 
and explanatory framework within which these transformations can be comprehensively 
assessed. As such, one may conclude that one effect of using intelligent and autonomous 
technologies for targeting is that human actors and technologies are becoming part of a long 
chain within which decisions made by one link in the chain almost definitely will influence 
the control or limit the decisions of others in the chain. Considering this, technologies that 
are integrated in the early stages of the targeting process may be particularly relevant as 
they may shape a lot of the decisions that are made in the later phases of the cycle, including 
the decision to use force. With AI selecting the information that decision makers may see 
and use, with weaponeering and CDE tools that provide calculations about weapon’s 
effects, and automated planning tools providing or even recommending particular courses 
of action, these technologies increasingly influence military conduct and decision-making 
throughout the targeting process. That is even when a human is the ‘ultimate’ decision 
maker or the one to ‘pull the trigger’. By providing examples of these less ‘visible’ military 
technologies and the very real influences they may already have in contemporary targeting 
practice, I show the need to recast ‘autonomous weapons’ debates. By moving away from 
a technology-centric idea of ‘autonomous weapons’ as an isolated object of analysis and, 
instead, examine the relationship between humans and technologies in the context within 
which they may collaborate, new questions may arise. It is time to begin addressing them.
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In de afgelopen jaren hebben de ontwikkeling en het gebruik van intelligente en autonome 
technologieën voor oorlogvoering geleid tot bezorgdheid over het verlies van menselijke 
controle. Met name de ontwikkeling van zogenaamde ‘autonome wapens’ heeft tot verhitte 
debatten geleid, specifiek in de context van de VN CCW. Te midden van deze activiteit begint 
een grote verscheidenheid aan beelden van de toekomst van intelligente en autonome 
technologieën in beeld te komen. Eén bijzonder prominente perceptie is die van een 
bewapende machine die individuen aanvalt zonder de mogelijkheid tot menselijk ingrijpen. 
Desondanks lijken de aanhoudende ontwikkelingen en toepassingen op het gebied van 
militaire kunstmatige intelligentie (Artificial Intelligence, AI) meer op algoritmen die achter 
systemen draaien en de besluitvormer ondersteuning bieden, zoals het type algoritmen dat 
aanbevelingen produceert over waar potentiële doelwitten zich bevinden, op basis waarvan 
mensen vervolgens beslissingen nemen. Krijgsmachten gebruiken nu al geavanceerde 
algoritmen om grote hoeveelheden data te verwerken, betekenis te interpreteren, patronen 
te herkennen, en personen of objecten te identificeren. Zelfs zonder bewapening hebben 
deze technologieën wel degelijk invloed op cruciale targetingbesluiten, waarschijnlijk 
in grotere mate dan sommigen beseffen of zouden waarderen. Desondanks worden ze 
amper in beschouwing genomen bij debatten over ‘betekenisvolle menselijke controle’ en 
‘autonome wapens’.

Deze dissertatie toont aan dat het nodig is om voorbij ‘autonome wapens’ te kijken, door 
de relatie tussen mensen en technologieën te bestuderen in relatie tot de toepassing 
van het humanitair oorlogsrecht in hedendaagse targetingpraktijken. Wat dit werk 
onderscheidt van ander onderzoek in dit veld, is de bijna onbegrensde toegang tot 
militaire targetingpraktijken—bestudeerd vanuit de NAVO en de VS—en de participerende 
observatie van de VN CCW-processen over autonome wapens. Het probleem dat men 
vaak tegenkomt bij onderzoek naar targetingpraktijken is dat Staten niet staan te springen 
om gedetailleerde informatie over hun operationele procedures aan te bieden. Evenwel 
verzekerde het Nederlandse Ministerie van Defensie een security clearance waarmee ik 
onder meer toegang kreeg tot op NATO SECRET niveau. In de diplomatieke context van 
de VN CCW verschafte de Nederlandse overheid ook speciale toegang door me in hun 
delegatie op te nemen als technisch adviseur. Dit resulteerde in veelomvattend veldwerk 
dat in deze dissertatie is gereflecteerd.

Een van de voornaamste bevindingen van dit onderzoek is dat zowel de risico’s als de 
voordelen van het gebruik van AI voor targeting niet—of tenminste niet hoofdzakelijk—
liggen in bewapening of geweldstoepassing, maar eerder in de integratie van deze 



SAMENVATTING284

technologie in het hele targetingproces en, voornamelijk, in de momenten vóór wapeninzet 
of geweldstoepassing. De hoofdvragen die in deze dissertatie worden behandeld, gaan 
daarom niet hoofdzakelijk over de autonome toepassing van geweld door wapens. In plaats 
daarvan beargumenteer ik dat we ons moeten afvragen: zelfs al ligt de uiteindelijke beslissing 
om geweld te gebruiken tegen een target bij menselijke besluitvormers, welke factoren 
moeten we overwegen om te garanderen dat menselijke betrokkenheid bij hedendaagse 
targetingpraktijken ‘betekenisvol’ is?

In de zeven hoofdstukken van deze dissertatie, is het hoofddoel om het huidige (juridisch-
politieke) discours over autonome wapens te veranderen door de aandacht te verleggen van 
(1) autonome wapens naar een breder scala aan intelligente en autonome technologieën die 
(naar verwachting) relevant zijn voor targeting, (2) menselijke controle over de uiteindelijke 
beslissing om geweld te gebruiken naar menselijke controle in het targetingproces als 
geheel, en (3) van de afzonderlijke rechtsregels omtrent targeting naar de implementatie 
en vertaling van die regels in de operationele praktijk. Ik zal de hoofdstukken hieronder kort 
uiteenzetten.

Na het introduceren en positioneren van mijn onderzoeksonderwerp in het eerste hoofdstuk, 
bied ik inzichten in het onderzoeksproces. Het onderzoek put uit een verscheidenheid 
aan bronnen maar is, in grote mate, gebaseerd op veldwerk dat is uitgevoerd binnen de 
diplomatieke gemeenschap van de Verenigde Naties en de targetinggemeenschappen 
van de NAVO (inclusief een aantal specifiek Amerikaanse en Nederlandse contexten). Dit 
onderzoek bracht me op plekken waarvan ik nooit had verwacht dat ik er toegang toe zou 
krijgen. Hoofdstuk 2 vertelt het verhaal van hoe ik deze praktijken betrad en bestudeerde 
en hoe ik mezelf in het proces positioneerde. De NATO SECRET-machtiging gaf me formele 
toegang, maar dat betekent niet per se dat ik gemakkelijk toegang tot de gehele militaire 
organisatie, mensen en gebeurtenissen kreeg. Daarvoor had ik een netwerk nodig, had 
ik ‘entry points’ en ‘sponsors’ nodig, moest ik aanwezig zijn bij zowel werk- als sociale 
gelegenheden, moest ik aantonen dat ik specifieke kennis had en dat ik ‘kon meepraten’. 
Als ik op de juiste plek was, op het juiste moment, met de juiste papieren, houding, en 
vaardigheden, hoefde ik het alleen maar te vragen (en nog een keer te vragen, op te volgen, 
te herinneren en te handelen.) Hoewel deze toegang me unieke inzichten bood, zijn er 
ook risico’s en beperkingen die ik dienovereenkomstig in beschouwing neem. Naast andere 
aspecten dacht ik veel na over de manier waarop ik mezelf positioneerde in de contexten 
waaraan ik deelnam terwijl ik ze gelijktijdig bestudeerde.

Hoofdstuk 3 analyseert het discours over autonome wapens, voornamelijk gehouden in de 
context van de VN CCW. Als een van de eerste hoofdstukken legt het de basis voor verdere 
discussie. Hoewel het introduceren van een definitie van autonome wapens de logische 
eerste stap lijkt te zijn, heeft dit hoofdstuk een andere aanpak. Door me te richten op de 



SAMENVATTING 285

linguïstieke onduidelijkheid van de termen die worden gebruikt om ‘autonome wapens’ 
te omschrijven, leg ik uit waarom het zo moeilijk is om over deze wapens te praten. Het 
lijkt erop dat er een algemeen idioom in ontwikkeling is om ‘autonome wapens’ mee te 
beschrijven, maar waarvan de termen niet algemeen worden begrepen. Dit compliceert het 
debat aanzienlijk en maakt pogingen om een algemeen aanvaarde definitie te introduceren, 
een vrijwel zinloze onderneming. Het doel van dit hoofdstuk is niet het formuleren van een 
definitie die taalkundige geschillen zou oplossen (als een dergelijke definitie al mogelijk zou 
zijn); in plaats daarvan levert het een plattegrond van het autonome wapens-discours die 
de taalkundige onbepaaldheid illustreert die deze debatten compliceert. Naast geschillen 
neemt dit hoofdstuk ook een aantal ‘opkomende gemeenschappelijkheden’ onder de 
loep. Echter verandert de taalkundige onbepaaldheid die deze debatten doordringt die 
zwaarbevochten overeenstemming in lege, of ten minste verzwakte, claims van consensus. 
Het lijkt erop dat elke consensusclaim die in dit debat wordt geïntroduceerd, door de 
verschillende deelnemers anders wordt geïnterpreteerd. Dit wekt de vraag (die in de 
volgende hoofdstukken zal worden behandeld): wat betekenen die claims nu echt?

De eerste van deze (twee) consensusclaims is dat het internationaal recht, met name de 
rechtsregels omtrent targeting in gewapende conflicten, van toepassing zijn op autonome 
wapens. Maar wat houdt het in om te zeggen dat die regels van toepassing zijn op autonome 
wapens? Hoofdstuk 4 is gericht op de manier waarop het recht—regels omtrent targeting en 
juridische aansprakelijkheid—met betrekking tot de inzet van autonome wapens gewoonlijk 
wordt besproken. Dit is een vrij traditionele juridische benadering die doorgaans gericht is 
op het vaststellen van de set regels welke van toepassing zijn op autonome wapens en het 
identificeren van tegenstrijdige interpretaties van die regels en grijze gebieden. Ook al bieden 
traditionele juridische analyses relevante kennis over de toepasbaarheid van bestaande 
rechtsregels en principes over dit onderwerp, het geeft enkel beperkt inzicht in de juridische 
uitdagingen (en mogelijkheden) die autonome wapens opwerpen. Daarom benader ik in het 
tweede deel van het hoofdstuk de rechtsregels omtrent targeting en aansprakelijkheid niet 
als sets van regels in de traditionele zin, maar richt ik me in plaats daarvan op de manier 
waarop deze regels in de praktijk geoperationaliseerd kunnen worden (i.e. worden vertaald 
naar concrete acties). Door dat te doen, verduidelijk ik de discrepantie tussen de manier 
waarop de rol van mensen wie het recht toepassen gewoonlijk wordt besproken (met de 
focus op de set regels die wordt toegepast door een individu op een specifiek onderwerp) 
en wat de praktijk ons vertelt over de daadwerkelijke uitvoering of operationalisering 
van deze regels in militaire besluitvorming (gedistribueerde toepassing van het recht in 
de hele militaire organisatie). Hoewel individuen zeker ‘de trekker overhalen’ of ‘de bom 
gooien’, wordt naleving van het recht niet enkel verzekerd (of geschonden) binnen het 
besluitvormingsproces van een individu. Door deze twee benaderingen (traditionele juridische 
analyse en een praktijkgerichte benadering op het organisatieniveau) te combineren, tracht 
ik meer helderheid te verschaffen in juridische debatten over autonome wapens.



SAMENVATTING286

Het voornaamste doel van hoofdstuk 5 is het in detail onderzoeken van de tweede 
consensusclaim: dat een vorm van menselijke betrokkenheid noodzakelijk is om autonome 
wapens in overeenstemming met het humanitair oorlogsrecht te kunnen inzetten. Hoewel 
het concept van ‘betekenisvolle menselijke controle’ een van de populairste thema’s is in 
debatten over autonome wapens, lijkt niemand een helder begrip te hebben van wat het 
concept in de praktijk daadwerkelijk betekent. In discussies over menselijke controle wordt 
vaak aangenomen dat de menselijke rol in zowel vroegere als huidige militaire operaties 
‘betekenisvol’ is, en dat dit zal veranderen—niet langer ‘betekenisvol’ zal zijn—door de 
introductie van autonome wapens. In deze context wordt controle meestal in verband 
gebracht met het vermogen van een specifiek individu om controle uit te oefenen over 
(autonome) wapens, of de ‘ultieme’ of ‘laatste’ beslissing die het gebruik van geweld 
autoriseert. In hoofdstuk 5 onderzoek ik of die aanname van toepassing is. Door middel van 
twee gedetailleerde casussen en een analyse van controle in militaire doctrine en praktijk, 
toon ik de gedistribueerde aard van controle in militaire besluitvorming aan; een gebruik 
dat typerent is voor de praktijk van de afgelopen decennia en nog steeds beschouwt kan 
worden als de standaard in hedendaagse targeting. Hoewel de mate van controle flexibel en 
contextafhankelijk kan zijn, laat de hedendaagse targetingpraktijk zien dat controle wordt 
uitgeoefend binnen een collectieve organisatie, en niet enkel in het besluitvormingsproces 
van een individu. Hedendaagse operaties tonen aan dat meer en meer individuen betrokken 
kunnen zijn bij besluitvorming over geweldsinzet. Hoewel dit de controle van een enkel lid 
kan verminderen, is het belangrijk om te begrijpen dat dit niet noodzakelijk resulteert in een 
algeheel verlies van controle van de collectieve organisatie. Dit organisatorische perspectief 
dat de gedistribueerde aard van militaire besluitvorming aantoont—en dat momenteel 
ontbreekt in debatten over menselijke controle—kan noodzakelijk zijn, wil het concept 
kunnen dienen als een nuttige lens voor het beoordelen van intelligente en autonome 
technologieën en het (on)rechtmatige gebruik daarvan in hedendaagse en toekomstige 
operaties.

Hoewel zowel hoofdstuk 4 als 5 een introductie tot de operationele context hebben 
geboden, is er nog geen holistische analyse—van de implementatie van het toepasselijke 
recht en menselijke controle op het niveau van de organisatie—geboden. Hoofdstuk 6 bevat 
daarom een holistische en gedetailleerde beoordeling van elke fase van het targetingproces, 
in beschouwing nemend (1) welke primaire taken worden uitgevoerd en door wie (om de 
gedistribueerde aard van menselijke controle verder uit te werken), en (2) hoe het recht, 
met name het recht dat van toepassing is op targeting, wordt geoperationaliseerd (in de 
praktijk uitgevoerd) in die fasen. Wanneer academici wordt gevraagd hoe het recht omtrent 
targeting wordt toegepast in militaire besluitvorming, wenden zij zich doorgaans dan wel tot 
de set regels (zoals uitgelegd in hoofdstuk 4), dan wel tot de rol van juristen om antwoorden 
te vinden. Inderdaad, door advies te verschaffen, operationaliseren juristen de wet. In mijn 
veldwerk heb ik—onder andere—juridisch adviseurs geobserveerd en geïnterviewd. In 
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plaats van te onderzoeken wat hun rol zou moeten zijn volgens het humanitair oorlogsrecht, 
richtte ik me op de context waarbinnen zij hun advies verschaffen. Wat beïnvloedt hun 
gedrag en hoe wordt hun advies geoperationaliseerd (of niet) in militaire besluitvorming? 
De rol van juristen biedt echter slechts een deel van het totaalbeeld.

Een gedetailleerde analyse van het targetingproces vanuit het perspectief van de organisatie 
toont aan hoe—op operationele en tactische niveaus—menselijke controle op verscheidene 
manieren kan worden uitgeoefend. In tegenstelling tot het idee van militaire besluitvorming 
als een individualistisch proces (bv. een soldaat die een vijandelijke strijder identificeert 
en de trekker overhaalt of een gevechtspiloot die een bom gooit op een militair doelwit), 
toont dit hoofdstuk aan dat het nodig is om menselijke controle te beschouwen in de 
context van de collectieve organisatie; in deze organisatie kan controle worden beïnvloed 
door een grote verscheidenheid aan personen en factoren. Het feit dat commandanten 
en adviseurs, maar ook planners, analisten, targeteers, weaponeers en operators bijdragen 
aan beslissingen over geweldsinzet in verschillende fasen van de targetingcyclus toont aan 
dat een missie doorgaans niet slaagt of faalt door de beslissing die wordt genomen (of de 
controle die wordt uitgeoefend) door één person—zoals de uiteindelijke beslissing van een 
gevechtspiloot om aan te vallen (en wapens te gebruiken).

Een uitvoerige analyse van de taakverdeling in de targetingcyclus toont ook aan dat er verder 
moet worden gekeken dan een traditionele discussie van de rechtsregels (zie hoofdstuk 
4) en de rol van juristen. Binnen deze context kunnen rechtsregels op verscheidene 
manieren worden toegepast, namelijk door de beslissingen van een scala aan personeel, 
de toepasselijke procedures en andere operationele vereisten, de methodes, en ook 
door de (technische) middelen die het besluitvormingsproces leiden of er op een andere 
manier een rol in spelen. In sommige gevallen is de manier waarop rechtsregels worden 
geoperationaliseerd relatief duidelijk—zoals wanneer een militair jurist advies geeft aan een 
commandant. Echter kan de manier waarop rechtsregels in de praktijk worden toegepast in 
veel andere gevallen minder duidelijk zijn. Zo kan een regel bijvoorbeeld worden vertaald 
naar operationele vereisten en, door middel van een procedure, in de praktijk worden 
toegepast. Het organisatorische perspectief dat in dit hoofdstuk wordt genomen, laat 
ruimte voor een gedetailleerde beoordeling van al deze verschillende manieren waarop 
rechtsregels omtrent targeting kunnen worden toegepast en waarop controle kan worden 
geoperationaliseerd in de militaire organisatie. In dit hoofdstuk beschouw ik rechtsregels 
omtrent targeting als een plicht voor Staten om hun leger te organiseren op een manier 
die naleving van het recht mogelijk maakt, met erkenning van de verscheidene manieren 
waarop de rechtsregels in de praktijk toegepast kunnen worden.

In het laatste hoofdstuk concludeer ik dat de integratie van intelligente en autonome 
technologieën in het targetingproces kan leiden tot een nieuwe configuratie van de 
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menselijke rol. De herverdeling van bestaande taken en het creëren van nieuwe, zal de 
relatie tussen mensen en technologieën waarschijnlijk veranderen. Het organisatorische 
perspectief—het bestuderen van menselijke controle en toepassing van het recht in de 
context van het targetingproces—verschaft een bijzonder nuttig analytisch en verklarend 
frame waarbinnen deze transformaties breed kunnen worden beoordeeld. Tegen deze 
achtergrond kan worden geconcludeerd dat één effect van het gebruik van intelligente en 
autonome technologieën voor targeting is dat menselijke besluitvormers en technologieën 
deel worden van een lange keten waarin de beslissingen die door één schakel van de 
keten worden genomen, de controle van anderen in de keten vrijwel zeker beïnvloeden, 
of hun beslissingen beperken. Dat in beschouwing nemend, kunnen technologieën die in 
de vroege fasen van het targetingproces zijn geïntegreerd in het bijzonder relevant zijn, 
aangezien zij veel van de beslissingen kunnen beïnvloeden die in latere fasen van de 
cyclus worden genomen, inclusief de beslissing tot geweldsinzet. Met AI die de informatie 
selecteert die besluitvormers kunnen zien en gebruiken, met weaponeering en CDE-tools 
die berekeningen verschaffen over de effecten van het wapen, en geautomatiseerde 
planningtools die strategieën of handelswijzen voordragen of ze zelfs aanbevelen, 
beïnvloeden deze technologieën in toenemende mate militaire besluitvorming in het hele 
targetingproces. Dat geldt zelfs als een mens de ‘uiteindelijke’ besluitvormer is, of degene 
die ‘de trekker overhaalt’. Door concrete voorbeelden te bieden van deze minder ‘zichtbare’ 
militaire technologieën en de zeer werkelijke invloeden die ze al hebben op hedendaagse 
targetingpraktijken, toon ik aan dat het nodig is om debatten over ‘autonome wapens’ 
te herzien. Door afstand te nemen van een technologiecentrisch frame dat ‘autonome 
wapens’ analyseert als een geïsoleerd object en in plaats daarvan de relatie tussen mensen 
en technologieën te bestuderen in de context waarin ze samenwerken, ontstaan nieuwe 
vragen. Het is tijd om deze te gaan beantwoorden.
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